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      Introduction to Teledermatology       

     Elisabeth   M.  T.   Wurm       ,    H.   Peter   Soyer      , 
and    Anthony   C.   Smith              

  1

   Defi nition 

 Telemedicine is an emerging fi eld of medicine, provid-
ing access to medical knowledge that would otherwise 
not be available at a particular location. It is commonly 
defi ned as the use of telecommunication technologies 
for the exchange of medical information over a dis-
tance for the purpose of patient management (includ-
ing triage, diagnosis, therapeutic suggestions, as well 
as follow-up) and medical education  [  1  ] . There is no 
consistent terminology, however. What is called tele-
medicine in this book might be called e-health, tele-
health, online health, or simply “medicine at a distance” 
elsewhere. Teledermatology is a subcategory within 
telemedicine providing specialist service by a derma-
tologist to another health professional or directly to a 
subject with a skin disorder. Due to the visual oriented 
nature and the gaining importance of digital imaging 
in this speciality, dermatology is well suited for appli-
cation in telemedicine, especially in dermoscopy, der-
matopathology, and refl ectance confocal microscopy 
 [  2  ] . A study performed in Norway listed teledermatol-
ogy among priority telemedicine specialities for large-
scale implementation  [  3  ]  underlining the growing 
interest in this fi eld.  

   Historic Review of Telemedicine 
and Teledermatology 

 The history of telemedicine is closely linked to the 
evolution of telecommunication and information tech-
nology. The term telemedicine itself was fi rst used in 
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   Core Messages 

    •  Telemedicine is the use of telecommunication 
technologies for the exchange of medical 
information over a distance.  

  •  Teledermatology is a subcategory within tele-
medicine providing specialist service by a der-
matologist over a distance.  

  •  Two modes of image and data transmission are 
commonly applied in teledermatology: store-
and-forward systems (SAF) and real-time appli-
cations (RT).  

  •  Store and forward is a technique in which 
information is sent to a data storage unit to be 
retrieved anytime.  

  •  In real-time/live interactive telemedicine, infor-
mation is delivered simultaneously with little 
or no delay.     
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1970, although the concept of transferring medical 
information over a distance itself is much older. In 
fact, distance communication has been used for centu-
ries to convey messages comprising medical informa-
tion by means of bonfi res, telegraphs, and the telephone, 
for example  [  4  ] . However, it has been the ongoing 
technical evolution of the last two centuries that has 
led to a boom in telemedicine. 

 One of the fi rst reported telemedicine projects was 
the “telecardiogram” in 1906, which transmitted elec-
trocardiograms via a telephone network, created by 
Wilhelm Einthoven, the inventor of the electrocardio-
graph  [  5  ] . Between the 1950s and 1970s, a variety of 
telemedicine projects were performed. The Nebraska 
Project in the 1950s included interviews with psychiat-
ric patients performed by doctors in another hospital 
150 km away via a closed-circuit TV network. The 
NASA employed various other telemedicine projects in 
manned space fl ight, such as the remote monitoring of 
cardiovascular and other physiological parameters of 
astronauts in space crafts. Furthermore, NASA launched 
some terrestrial projects such as the STARPAHC 
( Space Technology Applied to Rural Papago Health 
Care ) program for Papago Indians in Alaska  [  4  ] . 

 The majority of these early telemedicine projects, 
however, did not stand the test of time due to their poor 
cost-effectiveness. It was not until the early 1990s that 
telemedicine experienced a revival, fuelled by rapid 
advancements and reduction of price in information 
and communication technology as well as digital imag-
ing. Whereas such a Pubmed literature search 15 years 
ago, using the search phrase “telemedicine” in 1994   , 
would have produced about 300 publications in total, 
by May 2011, there were nearly 13,000 entries under 
the search term “telemedicine” in Pubmed, and more 
than 300 using the search terms “teledermatology” as 
well as “telemedicine” and “dermatology.” 

 The probably fi rst reported use of telemedicine in 
dermatology dates back to 1972, when skin lesions of 
patients of the Logan International Airport Medical 
Station were assessed by dermatologists at the 
Massachusetts General Hospital telemedicine center on 
a television screen  [  6  ] . The term teledermatology itself 
was coined in a publication by Perednia and Brown in 
1995  [  7  ]  that described the benefi ts of a teledermato-
logic application in rural Oregon, USA, in a region that 
was underserved by dermatologists. Various scientifi c 
publications have assessed the diagnostic accuracy of 
teledermatology. Store-and-forward  teledermatology, 

compared to direct physical  examination, has report-
edly a total agreement rate of 41–94%, and partial 
agreement in 50–100%  [  8  ] . 

 The most recent development are mobile telemedi-
cine solutions that do not depend on stationary systems, 
but utilize mobile satellite and cellular telecommunica-
tion networks for the delivery of health care  [  9–  13  ] .  

   Stimuli to Implement Teledermatology 

 The stimulus to implement telemedicine derives from 
the need to address several problems such as inequity 
in access of (specialist) medical care as well as rising 
costs of medical care. Teledermatology is a unique tool 
to provide dermatologic care, its application comprise 
the entire fi eld of dermatology ranging from primary 
diagnosis and treatment management to homecare, 
specialist consultations, and research and teaching pur-
poses. It can be applied in remote locations, including 
underserved rural areas as well as developing countries 
with a shortage of trained dermatologists without 
inconvenience, time expenditure, and involved costs of 
patient travel. Furthermore, in urban areas, telederma-
tology has valuable applications in patient management 
and medical education and opens the door for telework 
options with fl exible hours for dermatologists. 

   Approaches to Teledermatology 
Communication 

 The most common application of teledermatology is 
specialist referral. This involves telecommunication 
between a medical professional and a remote specialist/
specialized center in order to get a second opinion on 
diagnosis and/or treatment advice in an equivocal case, 
thereby avoiding moving the patient to another location. 
A study conducted by Lozzi and colleagues showed that 
diagnostic accuracy in equivocal infl ammatory and neo-
plastic skin conditions can be increased by up to 30% 
with the aid of teledermatology  [  14  ] . Dermoscopy is 
specially suited for this, because images can be easily 
obtained by a health care worker and interpreted in a 
store-and-forward application by a specialist. 

 Digital dermoscopic imaging enables to forward 
dermoscopic images (together with clinical informa-
tion and macroscopic images) to specialists using a 
store-and-forward approach  [  15  ] . This is called 
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 teledermoscopy  [  1  ] . As dermoscopy itself is based on 
evaluation of a two-dimensional image, it is ideally 
suited for telemedicine purposes. Various studies to 
assess the power of teledermoscopy have been per-
formed during the last years. A good correlation 
between face-to-face (FTF) diagnosis and teledermos-
copy has been shown, and, more importantly, a good 
correlation between teledermoscopy and histopathol-
ogy (the diagnostic gold standard for diagnosis of skin 
lesions). Interestingly, some studies even indicated that 
teledermoscopic diagnosis is superior to FTF diagno-
sis, especially when performed by experts  [  16–  18  ] . 
However, there is concern that solely remote diagnosis 
could lead to mismanagement of melanoma patients 
 [  19  ]  Therefore, teledermoscopy has been suggested as 
a triage tool to fi lter out clearly benign lesions, allow-
ing obvious malignancy and equivocal lesions to be 
appropriately managed in specialized facilities. 

 A study by Moreno-Ramirez et al. showed that 51% 
of (benign) skin lesions could be fi ltered by a teleder-
matologic triage system, with excellent interobserver 
agreement for management decisions between FTF and 
teledermoscopy  [  20  ] . A recent study by Tan and cowork-
ers  [  16  ]  assessed the potential of teledermoscopy as a 
triage tool for 200 patients with 491 lesions referred to 
a skin lesions clinic in New Zealand. Patients were seen 
FTF by two of three dermatologists respectively; two 
telediagnoses were acquired. The diagnoses were com-
pared to histopathology for those lesions excised. The 
exact concordance between FTF and teledermatology 
was 74% with predominately minor discrepancies in 
diagnoses. The concordance between FTF diagnoses 
ranged between 75.5% and 82.2%. However, for those 
lesions excised, teledermoscopy was superior to FTF 
when compared to histopathology. 

 Teledermoscopy is, of course limited as it relies on 
images of acceptable quality (which, with recent 
advances in imaging technology is becoming a minor 
problem) and, more importantly the risk of missing 
other clinically important lesions. However, it has 
great potential as a supportive complement to current 
FTF management plans which leave gaps in between 
routine FTF examinations and a tool to decrease the 
personal barrier to approach a specialist, thus enabling 
timely and appropriate treatment of melanoma. 

 Until recently, digital dermoscopic imaging (with 
acceptable quality) required possession of costly 
 imaging devices for videodermoscopy or the quite 
time- consuming use of digital cameras with special 

 attachments for  dermoscopy. With a specially designed 
dermoscopic attachment with corresponding applica-
tion software for commercially available Smartphones, 
for taking of dermoscopic images a relatively 
affordable device is now available for use of wider  
populations  [  21  ] . 

 Teledermatology also enables international exchange 
of expert opinions. Online forums for teleconsultation 
provide discussion views enabling presentation of inter-
esting cases. This exchange of knowledge and  discussion 
of medicine-related topics between health care provid-
ers, especially between a physician and a specialist, has 
a valuable educational benefi t for all  participants and 
enhances quality assurance in  dermatology. An exam-
ple for this is the website   http://www.telederm.org     
launched by the Department of Dermatology, Medical 
University of Graz, Austria, aiming to provide a user-
friendly teledermatology consultation service connect-
ing    physicians and dermato logists worldwide. 

 Telehomecare is another evolving telemedicine 
application. It describes remote follow-up and moni-
toring of an individual with a chronic condition “at 
home” or outside the hospital. An emerging fi eld of 
interest of telehomecare in dermatology is the follow-
up treatment of crural ulcers. 

 The most simple, but at the same time most complex 
form of teledermatology interaction, direct teleconsul-
tation involves direct telecommunication between an 
individual with a dermatologic disorder and an expert 
in the absence of guidance of other trained medical per-
sonnel in a face-to-face visit. It is most complex, since 
it deeply affects existing structures in medicine. It 
requires active participation of the patient in order to 
avoid improper management. For primary diagnosis, a 
visit to trained medical personnel might be indispens-
able; teledermatology might be very valuable as a tool 
for triage and aftercare, however. Mobile applications 
might be considered especially useful for these appli-
cations  [  15  ] .  

   Medical Education 

 Internet and e-mail based teleeducation services, better 
known as e-learning, are becoming increasingly ubiq-
uitous as a means of providing (continuous) medical 
education. E-learning avoids limitations of time and 
location imposed by attendance of lectures, seminars, 
or conferences in person. Online atlases provide a 
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steadily expanding collection of dermatologic images. 
Various online courses, computer-based training, and 
web applications in dermatology principally aim at 
medical students, physicists, and dermatologists. They 
provide connection of text, images, video and audio 
fi les, and thus go far beyond merely displaying the 
context of a textbook on a computer monitor. Revisions 
can be individually adapted which can increase learn-
ing effi cacy considerably. E-learning itself needs to be 
trained by individuals used to learn with textbooks or 
lectures, however. 

 Another teledermatology development are websites 
that offer general information about skin conditions for 
affected individuals and their relatives. A recent survey 
conducted in seven European countries revealed that 
44% of citizens have reportedly used the Internet for 
health purposes  [  22  ] . Peer support groups of individuals 
affected by the same skin condition are valuable to 
reduce the burden of the disease. Specialist training 
courses via Internet are available particularly in dermos-
copy as well as refl ectance confocal microscopy.  [  15  ]    

   Obstacles to Implement Teledermatology 

 There are numerous advantages of teledermatology 
but there are some obstacles to implementation of such 
a system. There is a constant technical development 
that facilitates practical applicability, but there are still 
restraints arising from questions of data security, med-
ical liability, reimbursement, and sociocultural barriers 
to acceptance of the method. These issues will be 
addressed with greater detail in determined chapters    of 
this book. Legal issues with regard to responsibility 
and liability are complicated by teleconsultations per-
formed between two or more countries, with differing 
legal systems. However, when teleconsultation is used 
to obtain a second opinion, the responsibility always 
remains with the primary care physician. Confi dence 
about the security of personal data is critical for the 
practical implementation of a telemedicine network 
but is part of a wider problematic issue arising with the 
use of telecommunication in general. There also is the 
fear of a continuing deterioration of the relationship 
between physician and patient by loss of personal 
human contact in medicine. Whereas these issues must 
be addressed, to overcome resistance to implement 
telemedicine, they should be seen in the context of 
wider social phenomenon in the wake of persistent 

development and integration of new technology in all 
areas of medicine and modern life.  

   Standard Workfl ow 

 There is a vast variety of communication technologies 
that can be used for telemedicine. In general, however, 
two modes of image and data transmission, which some-
times overlap, are commonly applied: store-and-forward 
systems (SAF) and real-time (live-interactive) applica-
tions, also referred to as “asynchronous” and “synchro-
nous” teledermatology.  

  Store and forward  is a technique in which information 
(primarily still images and sometimes video clips with 
accompanying data) is sent to a data storage unit to be 
retrieved anytime. E-mail conversation and specially 
designed telemedicine web applications are examples for 
this modality. The sender can enter data at his or her con-
venience, and the recipient can later retrieve and analyze 
it. Communication is thus facilitated independent of the 
availability of the participants and independent of time 
zones. This asynchronous system facilitates international 
cooperation. The SAF method also allows a relatively 
large number of consultations to be managed in a brief 
period of time  [  23  ] . Communication is not interactive, 
however. Participants are not able to ask questions 
directly. In addition, the recipient only obtains informa-
tion preselected by the sender. Despite rapid technical 
advance and market price change, the equipment for store 
and forward is still comparatively more affordable. In 
teledermatology, the SAF method has a wider use. A 
review by Levin et al. published in 2009     [  8  ]  showed a 
variation of partial diagnostic agreement of telederma-
tologist and clinical dermatologist ranging from 50% to 
100%, and total agreement of 41–94% in studies apply-
ing SAF teledermatology. In comparison, total diagnostic 
agreement between clinic dermatologists ranged between 
54% and 95%, and partial agreement was reported in 
90–100%. 

 A “classic” example for a SAF consultation is as fol-
lows: An individual with an unusual skin lesion seeks 
advice at an outpatient service/teledermatologic service. 
Macroscopic and, if necessary, also  dermoscopic digital 
images are taken. Via a secure web application/a standard 
e-mail program, these pictures are sent together with 
anonymous patient data (age and sex of patient, side of 
the lesion, current growth, etc.) to one/numerous experts 
for consultation. The consulted expert retrieves the data 



51 Introduction to Teledermatology

at a later time. The expert then sends back a report to the 
referring sites, including a diagnosis, a treatment advice, 
or a triage plan (advice for further referral). 

 In  real-time / live interactive  telemedicine, information 
is delivered simultaneously without any latency. It is most 
commonly performed in the form of a patient interview 
via a videoconference. Sender and recipient communicate 
over a distance but interact directly. The consulted teleex-
pert can ask direct questions about case history, and give 
instructions about the body sites he/she wants to view. 
Besides impossibility to touch the skin directly, a con-
ventional face-to-face consultation is mimicked. Presence 
of all participants at the same predetermined time is 
required, however. Individual sessions generally last as 
long as, or even longer than, traditional face-to-face con-
sultation. Furthermore, the equipment for real-time tech-
nology can be comparatively more costly as higher 
bandwidth is required. This modality also encompasses 
telesurgical procedures as well as robotic microscopy 
over a distance. A review performed by Whited et al. in 
2007 reported partial agreement of 80–99% and total 
agreement 54–89% in studies performed with RT teled-
ermatology systems  [  24  ] . 

 A “classic” example for a real-time consultation is 
as follows: A subject with a skin condition living in a 
remote area seeks advice at a nearby teledermatologic 
center. In a videoconference, he is interviewed by a 
remote teledoctor, who asks anamnestic questions and 
tells the personnel on the referring site which body 
area he/she wants to view. The patient can ask relevant 
questions too. The interview ends with a diagnosis and 
management advice or advice for further referral. 

 Both systems can be merged; these systems are usu-
ally called combined or  hybrid teledermatology . 
An example for this would be the discussion of patient 
information that has been sent beforehand in video-
conference, or vice versa, sending further data via 
store-and-forward mode concerning a previous real-
time patient interview. The benefi t of this model is that 
it combines advantages of both methods. It has been 
reported to increase diagnostic accuracy of diagnosis 
when compared to SAF teledermatology alone  [  25  ] . 

 In a clinical setting, this could work as follows: 
Trained personnel (e.g., a specially trained nurse) on 
the referring site completes a patient anamnesis form 
and obtains digital images of relevant skin lesions. 
This information is sent to the consulted expert via 
e-mail. During the following videoconference, the 
teleexpert can ask the patient for more information and 

ask the trained personnel for further images, which are 
forwarded during the live interactive consultation.  

   Aim of This Book 

 The aim of this book is to provide practical guidance 
for dermatologists who are interested in implementing 
a teledermatology program or are simply interested in 
the topic. Presumably, every dermatologist will be 
directly or indirectly confronted with telemedicine 
procedures. Teledermatology has proliferated in coun-
tries all over the world, as distinctive as Pakistan, 
Australia, and developing countries. Medical systems 
and geographical and demographic features with con-
sequent arising problems in access to dermatologic 
care that stimulated implementation of teledermatol-
ogy vary from country to country. The knowledge and 
practical experiences of experts all over the world 
involved in teledermatology projects will be presented 
in this book. We do believe that teledermatology is a 
promising technique to equalize access to dermato-
logic specialist knowledge, offering management and 
treatment benefi ts for dermatologic patients as well as 
educational benefi ts for primary care providers.      
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   Introduction 

 Ideally all patients should be seen in person by physi-
cians, as this not only allows the optimal setting for 
clinical diagnosis and treatment, but also provides the 
human interaction which is an indispensable element 
of the patient–doctor relationship. Nevertheless, geog-
raphy and scarcity of resources (both human and fi nan-
cial) have created the need for alternative solutions in 
many areas of the world. Telemedicine has proven to 
be an important alternative, which may help overcome 
a physical distance between patient and specialist. 

 Strongly visual specialities such as radiology, histo-
pathology and dermatology are naturally well suited for 
telemedical applications, just as strongly sound-oriented 
specialities, e.g., psychiatry. Specialities relying on 
other senses derive less benefi t from telemedicine. 
Although all clinical specialities require substantial 
direct interaction with patients for a successful outcome, 
medical specialities where treatment is not operator-
dependent are better suited to telemedicine than speci-
alities based on physical interventions such as surgery 
 [  1–  5  ] . Technically complex direct patient–physician 
interactions via remotely operated robotics have been 
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  •  Teledermatology offers the possibility of case-
based continued medical education of non-
specialists.  

  •  Teledermatology generally follows the life 
curve of other successful new organisational 
models and does not affect demand for health 
services.     

   Core Messages     
   •  It is benefi cial if teledermatology is integrated 

in an existing structure for optimum utilisation 
of resources.  

  •  Teledermatology has been used to redistribute 
the workload of specialists.  

  •  Teledermatology provides continuous access 
to specialist assessment of patients in collabo-
ration with local physicians.  

  •  Simple store-and-forward teledermatology is 
well suited for follow-up of patients initially 
seen by a specialist.  

  •  Milder cases of some clinically characteristic 
diseases such as acne are well suited to man-
agement through teledermatology.  
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created to overcome these limitations, whilst at the same 
time imposing technical and organisational limitations 
which restrict their use  [  6 , 7 , 8 , 9 , 10 , 11 , 12 , 13 , 14  ] . Simple 
use and access are important characteristics of successful 
technological and organisational interventions. 

   The Atlantic Setting 

 The Faroe Islands consist of 18 major islands about 
750 km off the coast of Norway and 650 km off the 
coast of Iceland. The capital Tórshavn (population 
12,300) is situated at 62°00 ¢ N 06°47 ¢ W/62°N 
6.783°W/62; –6.783. Located 1,300 km from Copen-
hagen, the islands have extensive local autonomy as an 
autonomous province within the Kingdom of Denmark. 
The islands have a local democratically elected parlia-
ment and government. The population of approxi-
mately 48,000 persons is serviced by 82 doctors 
employed either as general practitioners (GPs) or at 
one of the three hospitals. The combined total number 
of hospital beds is 245. The main hospital in Tórshavn 
has approximately 220 beds and provides a broad 
range of regional medical and surgical services. 
Specialist services (e.g., rheumatology) are currently 
provided by visiting consultants. Telemedicine is 
actively used by the hospital in  pathology and radiol-
ogy, for example. Danish is spoken by all Faroese as 
the primary foreign language, and accepted as valid for 
medical records within the Faroese health system.  

   The Challenge 

 The aim of the health service is to establish a full ser-
vice health system that provides both basic and spe-
cialist treatment to all inhabitants. This is done by 
actively attracting specialists, promoting specialist 
education of Faroese nationals and establishing close 
ties with collaborating partners abroad. 

 Dermatology services were previously provided by 
a single specialist resident in Tórshavn, and when he 
retired from practice it was maintained through visit-
ing consultants who worked periodically at the hospi-
tal in Tórshavn. Over the course of the years, a set of 
core facilities have been established such as UV-therapy 
and CO 

2
  laser therapy, as well as a capacity for hospital 

admission of patients. These facilities provide a strong 
organisational background for the establishment 

of a successful teledermatological service. For the 
 outpatient facility, auxiliary staff was hired, and 
throughout the preceding period the expectation of the 
society required that regular dermatological services 
were available locally. 

 Alternative solutions could be considered: One 
alternative solution would be to send patients abroad 
for treatment, which is an option regularly used for 
highly specialised therapy but not practically feasible 
for a high patient volume such as that seen in derma-
tology. Another alternative solution is to increase the 
training of the general practitioners to handle a larger 
share of the dermatological patients. However, whilst 
this strategy may help to reduce the demand for spe-
cialist treatment of simple cases, it cannot provide 
highly specialised dermatological treatment. Neither 
of these two solutions would furthermore ensure the 
full use of the existing facilities. 

 In addition to the organisational challenge, the pro-
posed solution should be able to handle a high volume 
of patients with chronic, recurrent diseases in which 
consultations can be segregated into two types: initial 
diagnostic or therapeutic consultations, and subsequent 
follow-up consultations aimed at controlling side effects 
and monitoring progress and adherence (see Fig.  2.1 ).   

   The Solution 

 The solution has been the use of simple store- 
and- forward teledermatology integrated in a nurse-led 
clinic at the main hospital in Tórshavn  [  15  ] . This set-up 
allows daily access to specialist assessment of patients; 
it allows nurse–patient interaction and the possibility of 
continuous use of the facilities locally available for 
maximum operating effi ciency. By design, the system 
has not completely replaced specialist visits, as these 
are perceived to be necessary not only for the more 
complex diagnoses, but also for implementing treat-
ment. Conversely, follow-up consultations take the sim-
pler and more structured format of store-and-forward 
teledermatology, and thereby do not require the physi-
cal presence of specialists. The clinic is permanently 
staffed by a nurse and a secretary, and eight times a 
year a dermatologist comes in for 4 days. Between 
physician visits, patients are managed by the nurse, who 
is supervised through daily use of the telemedicine sys-
tem. Patients seen by the dermatologist predominantly 
need physical intervention, e.g.,  dermatosurgery, more 
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complex diagnosis or treatment. Because the time avail-
able for direct patient–physician interaction is limited, 
selected benign or cosmetic conditions are not treated, 
e.g., benign skin tumours such as seborrheic keratoses. 

 Referrals are received from general practitioners 
and the local hospitals. The referrals are made either 
directly (electronically) into the system or forwarded 
by paper to the outpatient department. Initial triage 
sorts the referrals as shown in Fig.  2.2 .  

 Patients seen by the consultant dermatologist are 
either: (1) treated and cured without need for further 
contact, (2) returned to the referring physician with 
suggestions for therapy or (3) scheduled for a follow-
up teledermatological consultation (e-consultation). 
Every e-consultation is stored in a database on the 

server, and all communication via the Internet is 
encrypted to the SSL standard. 

 Primary e-consultations involve the nurse, who pro-
vides a structured history entered in a standardised 
form with specifi c questions, and supplies this data as 
well as electronic pictures via a web-based store-
and-forward system, via a website for storage of all 
data (Dansk Telemedicin, Copenhagen, Denmark). 
The format is highly structured. Patient data including 
age, sex, date of birth, etc. are entered fi rst. Then the 
patient history is entered with form fi elds provided for: 
(1) clinical problem, (2) case history, (3) duration of 
disease, (4) presence of itch, (5) known allergies, (6) 
medication, (7) concomitant diseases, (8) similar 
 diseases in the household and (9) a space for free 

Referral accepted

Seen by physician
Seen in teledermatology

only

Cured
without further contact

Seen by nurse for eg.
UV-therapy

Seen in teledermatology
for follow-up

  Fig. 2.1    Patient fl ow       

Referral from
GP

Group 4:
Contacted for
further enquiry

Group 3:
Seen first by

e-consultation

Group 2: Seen
by dermatologist
normal priority

Group 1: Seen
as soon as

possible

Planned
intervention by
dermatologist

Patient cured
(contact ceases)

  Fig. 2.2    Triage of referrals       
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comments. Furthermore, a line drawing is performed 
marking the extent of the skin involvement. As a last 
step, patient images are loaded (see Fig.  2.3 ). All    
e-consultations are stored and serve as case notes, 
which are available when patients are seen physically. 
All diagnoses are coded according to ICD-10.  

 Referrals from general practitioners may also take 
the form of a second opinion or advice regarding spe-
cifi c patients in the care of the GP. In this context, the 
highly structured format of the store-and-forward sys-
tem provides an educational opportunity for the GP, 
who not only structures the relevant information in a 
dermatologically meaningful way, but also receives 
specialist advice within 48 h and has an electronic 
record of event. These electronic records then consti-
tute a vade mecum which provides continuous prob-
lem-based knowledge transfer between specialist and 
GP. Finally, the establishment of the electronic records 
allows future quality control in the clinic  [  16  ] .  

   Operating Experience 

 The system outlined above has been in operation since 
April 1, 2003, and 4,225 patients (8% of the popula-
tion) have been seen in e-consultations. The number of 
e-consultations and GP second-opinion consultations 
have shown a steady growth since the introduction of 
the system (see Fig.  2.4 ). The response time is on aver-
age less than one business day and the e-consultations 
are evenly distributed over the entire year, except for 
July when the outpatient clinic is closed for summer 
holidays (data not shown).  

 The introduction of second-opinion consultations 
with GPs provides continuous case-based medical edu-
cation for the GPs involved and has been greatly appreci-
ated. The structured information transfer to the nurse-led 
clinic is also helpful to the general organisation, which 
makes it possible to handle a larger number of minor 
complaints without taxing the specialist resources, simi-
larly to what happens in more specialised clinics  [  17  ] . 

 Furthermore, the spreading of routine consultations 
allows more continuous access to specialist treatment 

for the patient, i.e. a case need not only be assessed 
every sixth week when the specialist is physically pres-
ent. The overall system thus provides comprehensive 
dermatological health care. However, the diseases 
treated predominantly in physical consultations differ 
from those treated in e-consultations. The relative 
prevalence of each skin disease while mimicking that 
of at hospital setting  [  18 , 19  ]  differs, somewhat from 
ordinary offi ce-based private practice  [  20  ] , because of 
the limited physical attendance of the physician. The 
difference is, however, medically rational and pose no 
health hazard to the population. For example, removal 
of warts and other benign skin growths are not offered 
because of resource limitations. 

 On the other hand, management of dermatitis and 
investigation for possible contact allergy constitute a rel-
atively larger proportion of offi ce visits compared with 
private practice in America. This refl ects European and 
Nordic dermatological tradition more than any epidemi-
ological peculiarity of the Faroe Islands. Furthermore, 
variations in the diseases treated directly or by telederma-
tology refl ect departmental policy to, for example, reserve 
regular offi ce visits for evaluation of pigmented skin 
lesions or skin cancer follow-up. Conversely, acne man-
agement and dermatitis follow-up are generally treated 
only in teledermatology. The difference in case-mix 
between teledermatological patients and regular outpa-
tients is however generally averaged out by the fact that 
most patients seen in the outpatient clinic for some 
chronic affl iction (cancer/nevi group excepted) are often 
followed up by subsequent e-consultation, and so appear 
in both patient groups. 

 The continued increase in demand for dermatologi-
cal consultations and advice suggests that the system is 
functioning well, but also introduces problems known 
from other systems. In particular, the steady accumula-
tion of patients under care in the telemedical system 
poses a problem, as it has lead to increasing waiting 
times and stretching of the nursing resources available. 
In as far as these problems are seen in all health care 
systems, it suggests that this model for the introduction 
of telemedicine bears great resemblance to other 
organisational innovations.       
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  Fig. 2.3    The web-based store-and-forward system       
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   Introduction 

 Increasing pressure on the healthcare sector makes it 
necessary to design a new model of how to provide care. 
Without radical changes in the way care is provided, 
healthcare costs will increase extensively in the coming 
decades. With a population pressure of 60% at this 
moment, in the Netherlands 40% of the population is 
active to maintain the others, of which one-third are 
older than 65 and two-thirds are younger than 20 years. 
In the coming decades, the population pressure will 
grow to 85% of which half will be over 65 and of those 
a major part will be 75 plus  [  1  ]  (Fig.  3.1 ). This group is 
bulk consumer in health care. This extensive increase in 
demand of care will not be followed up by an increase in 
care providers and care capacity. If the healthcare sector 
is not going to change, it will probably grind to a stand-
still. The improved awareness of the need for change in 
health care has as yet not fully led to a powerful intro-
duction of tools that help to improve (the effi ciency of) 
health care. Developments in the fi eld of integrated care 
applications are characterised by fragmentation and lack 
of profi ciency and marketing insight. The lack of pros-
pect to reimbursement turns investing for parties into a 
risk. Promising projects remain therefore often on a rela-
tively small scale invisible or just disappear after subsi-
dies are terminated. Successful initiatives so far are 
scarce. However, some are successful. Because inte-
grated services bear many aspects such as healthcare 
delivery by various care providers, development of soft-
ware, hosting, research, marketing on the medical mar-
ket, quality control and negotiations with care providers 
and health insurers, participants with expertise in the 
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   Core Messages     
   •  Because of increased demand, healthcare pro-

vision will come to a standstill if its effi ciency 
is not changed rigorously.  

  •  Telemedicine is a solution to increase health-
care effi ciency.  

  •  The Health Management Practice (HMP) 
model is a roadmap for developing, investigat-
ing and implementing telemedicine tools.  

  •  Teledermatology after selection by the general 
practitioner has been fully integrated in the 
Netherlands.  

  •  Teledermatology has led to higher satisfaction 
and learning effect, 75% reduction of all phys-
ical referrals to dermatologists, 20.6% cost 
savings and better quality of care.  

  •  HMP has enabled KSYOS to perform over 
50,000 teledermatology consultations, expand 
teledermatology to other EU countries, as well 
as to other areas such as teleophtalmology, 
telespirometry and telecardiology.     
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various fi elds need to cooperate. Successful initiatives 
are mainly combinations of public and private parties 
that have the courage to work together, share their 
knowledge and invest jointly. A requirement for a 
responsible introduction of integrated services in regular 
care has proved to be meeting demands for security, con-
nectivity and user friendliness. The Health Management 
Practice model addresses all these aspects.   

   Health Management Practice 

 With the use of Health Management Practice, private and 
public parties and independent knowledge institutes jointly 
develop telemedicine tools, study their effect on effi ciency 
increase of the primary healthcare process and empower 
their modular and subsequent upscaled introduction in 
regular care  [  2  ] . It enables the step-by-step introduction of 
new telemedicine tools in day-to-day care not by weaken-
ing it but on the contrary by intensifying it. 

   Telemedicine Development 

 Partners elaborate a telemedicine tool to an integrated 
service including security, software, hardware, infra-
structure, hosting and management. Telemedicine tools 

developed meet requirements of safety, connectivity 
and user friendliness  [  3  ] . They adhere to national ICT 
healthcare infrastructures and on the long term add to 
the development of the electronic patient record.  

   Health Management Research 

 Health Management Research aims to prove that the 
use of telemedicine services increases effi ciency; it 
brings more satisfaction with users, increased produc-
tion volume and better quality at equal or lower costs, 
thus re-routing the dramatic growth in costs in the 
healthcare sector. It entails usability and effi ciency 
research aiming at professionalising new telemedicine 
tools in a phased way, obtain support, prove the effect 
on improvement of effi ciency and after that study the 
user and reimbursement model. Independent scientifi c 
parties protocol the various stages of the research and 
monitor its quality and independence.  

   Health Management Implementation 

 All stakeholders – manufacturers, users, policy makers 
and health insurers – are involved in the design of 
practice and reimbursement research. Starting point 
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here are signifi cant reductions in costs on a macro level 
and a healthy business case with surplus reimburse-
ment per use for manufacturers, users and policy mak-
ers. The interested parties together establish a price 
for the use of the telemedicine tool and predefi ne per-
formance indicators that are conditional for reim-
bursement. These performance indicators may entail 
outcomes on health as well as logistic outcomes. In 
order to guarantee successful up-scaling in regular 
care, the benefi ts of the telemedicine instrument for 
and its synergy with regular care are actively marketed 
and communicated.   

   Success of Teledermatology 
in the Netherlands 

 Health Management Practice has been successfully 
applied to develop, investigate and upscale telederma-
tology in the Netherlands. Teledermatology has proven 
to enable the general practitioner to provide a der-
matologist with digital images and short description 
through a secure Internet connection. As both general 
practitioner and dermatologist experienced teleder-
matology as enrichment of their work, with emphasis 
on quality improvement and learning effect, teleder-
matology has been widely accepted now in regular 
health care. Teledermatology has led to higher volume 
growth of dermatological care at equal costs in the 
Netherlands. 

   Development: KSYOS Teledermatology 
Consultation System (TDCS ® ) 
as an Integrated Service 

 Health Management Practice has led to the introduc-
tion of the KSYOS Teledermatology Consultation 
System (TDCS ® ), through which general practitioners 
perform teledermatology consultations safely with 
the use of the unique health worker identifi cation 
passport (UZI-pas), guaranteeing all patient data to 
remain confi dential, integer and available. This digital 
pass is issued by the Dutch Ministry of Health. The 
TDCS ®  does not only include software, but also the 
provision of hardware (digital camera, docking sta-
tion, UZI-pas and card reader), quality monitoring, 
helpdesk, on-site monitoring, billing, administration, 
education and malpractice insurance. The expansion 

of this teleconsultation system to other disciplines has 
added to the accelerated development of the electronic 
health record (Fig   .  3.2 ).   

   Research: Performance Indicators 

 In usability studies, the complete service including the 
infrastructure of the Teledermatology Consultation 
System has been tested under intensive monitoring 
amongst a relatively small group of future users (10–
20 medical specialists and family doctors) during a 
short period (4–8 weeks). In these studies software, 
hardware, logistics and experience of the user have 
been investigated. 

 Health Insurance companies and policy makers 
have agreed upon the following performance indica-
tors of teledermatology that are conditional for its 
reimbursement:

   Use of the Dutch national Unique Health Worker • 
Identifi cation pass (UZI-pas)  
  Monitoring of the number of prevented physical • 
referrals to the dermatologist  
  Monitoring of the response time of the derma-• 
tologist     

   Unique Health Worker Identifi cation Pass 

 On the 1st of June 2007, in total 1,732 health workers 
were working with the UZI-pas; 733 of them have 
been provided by KSYOS for the use of the KSYOS 
Teledermatology System (   43% of all UZI-passes in the 
Netherlands). This UZI-pas can be used for different 
other (transmural) services and by other institutions 
 [  4  ] . Teledermatology thus adds signifi cantly to the 
development of the national health infrastructure and 
the electronic patient record.  

   Number of Prevented Physical Referrals 
to the Dermatologist 

 KSYOS has monitored the general practitioner’s deci-
sion points before and after the Teledermatology 
Consultation. Before the TeleConsultation, the general 
practitioner answered the standard question: “Would 
you physically refer this patient to the dermatologist 
without the availability of teledermatology?” After the 
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TeleConsult, he answered the following question: “Do 
you refer the patient physically to the dermatologist?” 
Of 13,710 TeleConsultations evaluated, 72% of the popu-
lation selected for a teledermatology consultation by the 
GP would have been referred to the dermatologist with-
out the availability of teledermatology (Group A). In 
28%, this would not have been the case (Group B). In 
this group, a TeleConsult is performed for general 
advice in order to improve the quality of the treatment. 
After the Teledermatology Consultation, of group A 
(would have been referred without the availability of 
teledermatology) 25% are referred a 75% reduction. Of 
group B (would not have been referred without the 
availability of teledermatology), 15% are physically 
referred to the dermatologist (4% of the total popula-
tion). In the whole population, the total number of phys-
ical referrals to the dermatologist decreases from 71% 
to 22%, an overall reduction of 69%. This reduction 
includes extra referrals due to advice, quality improve-
ment and potential lowering of the referral threshold. 

This reduction does not include the long-term reduction 
of referral due to the learning effect of teledermatology, 
nor to the advices that have been given in Group B.  

   Cost Reducing Effect of Teledermatology 

 The reimbursement for a Teledermatology Consult is 
€67,50   . This includes reimbursement for the general 
practitioner, dermatologist and KSYOS TeleMedical 
Centre. The reimbursement for KSYOS includes the 
complete integrate service. The reimbursement of the 
general practitioner includes the extra work for Tele-
dermatology Consultation (10 min) and all to the 
TeleConsultation-related visits to general practitioner. 
The general practitioner is not allowed to also charge 
these visits to his regular system. The mean costs of a 
physically referred patient including treatment are 
€202,18. The size of Group A is 72% of the total popu-
lation selected for a teledermatology consultation by 

  Fig. 3.2    TeleDermatology    consultation system       
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the GP; the referral reduction is 75% in this group. The 
size of Group B is 28% of the total population; the 
referral increase in this group is 15%. The cost reduc-
ing effect in group A is somewhat reduced by the qual-
ity increase in group B, still leading to a cost reduction 
of 20.6%. The breakeven point for teledermatology is 
€124,25/TeleConsult. However, due to a long-term 
reduction of physical referral, the cost saving effect of 
teledermatology will further increase.  

   Service for the Patient: Response Time 
of the Dermatologist 

 The trimmed mean response time of the dermatologist 
was 4.2 h, the median 2 h. Of all patients, 95% received 
a response within 2 working days. Most Tele Consul-
tations were sent at the end of the morning or    afternoon. 
This applied also for the response by the dermatologist.  

   Perceived Benefi ts of Teledermatology 

 In interview sessions amongst patients, general practi-
tioners, dermatologists, hospital management, policy 
makers and account managers of health insurance 
companies, teledermatology was considered to lead to 
increased service, more working satisfaction, cost sav-
ing and higher production volume at equal costs and 
better quality of care (see Table  3.1 ).  

 More structured independent qualitative research 
amongst 205 general practitioners that work with 
KSYOS Teledermatology concluded that general prac-
titioners see teledermatology as enrichment of their 
work. General practitioners considered teledermatol-
ogy to have a learning effect, to be important for their 
work, to add to the effi ciency of the care process, to 
increase work satisfaction and to fi t into their regular 
work activities (Table  3.2 ).   

   Implementation of Teledermatology 

 At this moment, 8,200 general practitioners and 350 der-
matologists on a population of 16 million are registered 
and actively practising in the Netherlands  [  5  ] . Eight per-
cent of all general practitioners’ consultations concern 
dermatology. Hereof, 93% are treated by the general 
practitioner, 7% are referred to the dermatologist, lead-
ing to 45 referrals per year per GP. Within the last 
1.5 years, KSYOS TeleMedical Centre has connected 
1,500 general practitioners and 142 dermatologists. 
However, 40% of the general practitioners are active in 
teledermatology, performing 4.0 TeleConsultations per 
quarter. Overall, all general practitioners perform 0.5 
TeleConsultations per month. Despite regular extra bud-
getary reimbursement for general practitioners and der-
matologists, the rapid growth of general practitioners 
connected is not followed by an equal increase in num-
ber of Teledermatology Consultations. In total, over 

   Table 3.1    Perceived benefi ts of teledermatology   

 Higher satisfaction 
 Cost reduction and/or higher production 
volume at equal or lower costs  Better quality of care 

 Patient  Answer within 2 days, no 
waiting list 

 Accessibility of care in the coming decades, 
no costs for travelling and absence of work 

 Quicker and better care, 
advice in case of non-
referral, emergencies 

 General 
practitioner 

 Working satisfaction, service 
to the patient, learning effect, 
innovation 

 Extra budgetary income  Learning effect, advices, 
emergencies 

 Dermatologist  Working satisfaction, service 
to general practitioners, 
increased adherence 

 Extra budgetary income  Learning effect, more time 
for more dermatology 
suited patients 

 Hospital  Service to general practitio-
ners, increased adherence 

 Increased adherence to general practitioners, 
dosage of waiting lists, marketing instrument, 
free service (no investment for the hospital) 

 Policy maker  Innovation  Accessibility or care in the view of the ageing 
population 

 Quicker better care 

 Health insurance 
company 

 Service to clients  Accessibility or care in the view of the ageing 
population 

 Quicker better care, better 
service for clients 



20 L. Witkamp and J.P. Van der Heijden

70,000 TeleConsultations have been performed through 
KSYOS in Tele Dermatology, TeleOpthalmology, Tele-
Cardiology and TelePulmonolgy. Recent results based 
on 40.000 TeleDermatology Consultations show 
TeleDermatology as an fully integrated service in regu-
lar healthcare contributing to more effi cient and cheaper 
healthcare.  [  6  ]    

   KSYOS TeleMedical Centre: The First 
Virtual Hospital in the Netherlands 

 Safe, prosperous and socioeconomic balanced intro-
duction of teledermatology demands its provision by 
certifi ed centres that meet minimal quality require-
ments and that guarantee reasonable reimbursement of 
general practitioner and dermatologist, additional to 
regular reimbursement. KSYOS TeleMedical Centre 
has been offi cially recognised as a healthcare organisa-
tion in December 2005 performing teledermatology 

consultations. KSYOS contracts health insurance com-
panies that pay for each teleconsultation that is per-
formed. KSYOS in return pays the general practitioners 
and dermatologists, manages security, software and 
hardware (digital camera, docking station, UZI-pas 
and card reader), all logistics and infrastructure with 
ongoing instruction, quality monitoring and helpdesk 
function, takes care of invoicing and account manage-
ment, price negotiating, quality monitoring and liabil-
ity insurance. It is the information point for (future) 
parties that certify healthcare service, the logistic  process 
with regards to security and privacy rules and the infor-
mation process with regards to data storage, continuity 
and accessibility of information. In this construction, 
KSYOS is a new business partner for integrated ser-
vices for health insurers.  

   Conclusion 

 With the ageing and more demanding population, 
healthcare provision is bound to undergo drastic 
changes. On regional, national and international level, 
health workers, policy makers and health insurance 
organisations are addressing issues of how to keep 
health care accessible for the population in the coming 
decades despite dramatic changes in demand. Effi -
ciency increase of healthcare delivery and the role of 
ICT in this process is a recurrent issue in policy docu-
ments and grant descriptions. Basic of this effi ciency 
increase is the replacing of the bulk of the work from 
higher to lower in the health knowledge hierarchy – 
from medical specialist to general practitioner, from 
general practitioner to nurse practitioners or from 
nurse practitioner to the patient – under supervision of 
the person higher in the hierarchy. Telemedicine is per-
ceived as an excellent tool to achieve this goal, combin-
ing innovating techniques, changed working conditions, 
prevention and education. With the use of telemedi-
cine, conventional general hospitals are able to elabo-
rate on their role as centre of excellence on the top of 
the knowledge hierarchy in healthcare. On one hand, it 
enables these hospitals to further focus on highly spe-
cialised care, as with the help of telemedicine less rou-
tine care will come into their boundaries. On the other 
hand, telemedicine enables these hospitals to maintain 
their supervising role in “bulk routine care”. In the 
Dutch setting, KSYOS has taken care of all safety, 
quality and administrative issues of both general 

   Table 3.2    Perceived benefi ts of teledermatology by general 
practitioners performing teledermatology   

 Fairly positive – positive 
and very positive (%) 

  Teledermatology has a learning 
effect  
 I can treat more dermatological 
conditions by myself 

 78 

 I learn from teledermatology  83 
  Teledermatology is important for 
general practitioners  
 Teledermatology is important in 
my work 

 79 

 Teledermatology is useful  84 
  Teledermatology is effi cient  
 Teledermatology makes healthcare 
provision in general more effective 

 94 

 Teledermatology prevents live 
referrals to the dermatologists 

 79 

 Teledermatology enables me to 
service my patients quicker 

 87 

 Teledermatology simplifi es the 
treatment process of patients 

 86 

  Teledermatology increases 
satisfaction  
 I like to work with 
teledermatology 

 88 

  Teledermatology fi ts into my routine 
practice  
 Teledermatology adheres to my 
daily activities 

 81 
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 practitioners and has contracted all health insurance 
organisations for reimbursement. It has therefore 
enabled hospital to offer this innovative service to their 
general practitioners and dermatologists without invest-
ments, thereby reducing any risk for the hospital. 

 Apart from the fact that telemedicine in general 
 prepares hospitals for future changes in healthcare 
delivery, teledermatology has proven to have various 
immediate positive effects. Teledermatology enables 
hospitals and dermatologists to infl uence their waiting 
lists. This    has been mainly due to the positioning of 
teledermatology in the Netherlands in the growth seg-
ment. By doing so, the hospital delivers quicker and 
better care to general practitioners and patients without 
cannibalising on their own production. And here is 
where the second immediate effect has appeared. 
Teledermatology strengthens the health chain and the 
contacts between general practitioners and dermatolo-
gists. If teledermatology is delivered on a regional 
basis by a professional institution that stands for safe 
and user-friendly communication, general practitio-
ners and dermatologists are highly enthusiastic about 
teledermatology. By offering teledermatology, the hos-
pital fi rmly strengthens and enlarges its contact area of 
general practitioners that drain on it. In the Netherlands, 

teledermatology has proven to be an excellent service 
tool for hospitals to their regional general practi tioners, 
an issue which has become more and more  prominent 
in the Dutch healthcare system that is planned to be 
increasingly market driven.      
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     Introduction    

 Australia is home to just over 22 million people in a 
land mass covering an area of slightly under eight mil-
lion square kilometres  [  1  ] . By way of comparison, the 

United Kingdom has a population almost three times 
as large in an area of only 244, 820 km 2   [  2  ] . Although 
predominantly urban, Australia’s populace is widely 
dispersed with many small towns and isolated com-
munities. Delivery of health care to these communities 
is problematic  [  3,   4  ] . 

 In common with the rest of the world, skin disease 
makes up a signifi cant proportion of the workload of 
primary care physicians  [  5–  7  ] . Despite the majority of 
this being treated without the need for referral to other 
practitioners, there remains a large unmet demand and 
need for specialist dermatology services. Unfortunately 
for reasons of geographic isolation, skilled workforce 
shortage and costs, many patients have great diffi culty 
accessing such advice. 

 Most Australian dermatologists are based in the 
state capitals or large regional centres. Patients in rural 
and remote areas have to travel vast distances often 
measured in hundreds rather than tens of kilometres to 
see a dermatologist. Even then there is often a consid-
erable wait for an appointment. Free access to special-
ist dermatologists is available through a number of 
public hospitals but the vast majority of referred 
patients are seen privately on a fee for service basis. 
These fees add to the cost burden of travel expenses 
and lost income for a rural and remote patient seeing 
an urban dermatologist. 

 An obvious way to meet the needs of rural patients 
with skin disease is to have specialist dermatologists 
perform clinics in regional areas. There are many 
such services throughout Australia such as the 
Medical Specialist Outreach Assistance Program 
(MSOAP)  [  8  ] . As with any dermatology service, 
these suffer from excessive workload. As they sup-
ply only an intermittent service, the problem of what 
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   Core Messages 

    •  A doctor using a teledermatology service needs 
more skills than one utilising a traditional face-
to-face referral.  

  •  Doctors using a telemedicine service face a 
greater burden of responsibility and an increased 
workload than with a traditional referral.  

  •  A viable teledermatology service must offer 
online education alongside its consultation 
service.  

  •  Telemedicine is an effi cient and cost-effective 
solution to the lack of dermatological services.  

  •  Appropriate remuneration for referring doc-
tors is vital if telemedicine is to become widely 

adopted.     
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to do with new and review patients needing  dermatologist 
advice between visits remains. The dermatologists 
providing these services have to absent themselves 
from their already very busy practices adversely 
affecting their effi cient running. Combined with 
the need to travel long distances and stay overnight, 
it can be diffi cult to gain a long-term service 
commitment. 

 Ideally patients in rural and remote Australia and 
indeed poorly serviced urban regions should be able 
to access specialist dermatology advice in a timely, 
effi cient and cost-effective manner. The advent of 
modern telecommunications has meant that telemedi-
cine has become a viable option in health care deliv-
ery. Medical advice has long been delivered via the 
telephone. This purely verbal means of communica-
tion suffered from a lack of visual input to aid deci-
sion making. 

 One of the author’s fi rst experience of distant 
diagnosis and management utilising images was in 
1992 when he received photographic images and 
patient history in a letter from a doctor in a hospital 
over a thousand miles away. The diagnosis of warfa-
rin necrosis was readily made but of course there had 
been a delay of almost 5 days between its onset and 
eventual diagnosis due to the time constraints 
imposed by photographic development and land 
mail. The advent of digital photography and the 
Internet has meant that information and images can 
be delivered over large distances almost instanta-
neously. This has resulted in telemedicine and teled-
ermatology in particular becoming a viable, effective 
medical service  [  9–  11  ] . 

 A teledermatology service has to offer more than just 
diagnostic and management advice. It needs to educate 
the medical staff as well. It should provide a resource 
which can be used when managing patients. The teleder-
matologist is reliant on the referring medical practitioner 
to carry out history, examination, photographic docu-
mentation, procedures and treatment reliably and com-
petently. To this end educational material needs to be 
readily available to staff utilising a teledermatology ser-
vice. This can be delivered along with a consultation ser-
vice. Each time a doctor refers a patient for a telemedicine 
consultation, there is a signifi cant educational benefi t. 
This is because the referring doctor is directly involved 
in all aspects of patient management from diagnosis to 
follow-up  [  12  ] .  

   Tele-Derm National 

 Tele-Derm National (TN) is a web-based consulta-
tional and educational service in clinical dermatology. 
It is but one resource of a much larger educational plat-
form run by the Australian College of Rural and Remote 
Medicine (ACRRM) called Rural and Remote Medical 
Education Online (RRMEO). RRMEO provides online 
education in multiple medical disciplines including 
fi elds as diverse as toxinology    and radiology  [  13  ] . 

 Established in 2005 TN is an initiative of ACRRM. 
The site is funded by the Commonwealth Department 
of Health and Ageing under the Medical Specialist 
Outreach Assistance Program (MSOAP). 

 TN provides a free, year-round service to ACRRM 
members throughout Australia. It was established as a 
targeted, specifi c response to the need for rural and 
remote doctors and their patients to have ready access 
to specialist dermatology opinion. For many areas 
the only alternative to a telemedicine service is for the 
patient to travel often hundreds of kilometres to the 
nearest large urban centre where Australian dermatol-
ogists predominantly base themselves. 

 The service is designed for and primarily aimed at 
primary care doctors working in rural and remote 
Australia. There are 1,226 doctors currently enrolled 
in the service currently. The majority of these work 
in either rural Queensland or New South Wales but 
there are users in all parts of Australia and urban 
regions  [  14  ] . 

 In 2009 the site received over 55,000 hits. In the last 
three and a half years, 50,000 forum messages have 
been read across the site. The site is interactive and 
provides opportunities for practitioners to interact 
directly and rapidly with the consultant dermatologist 
and also other users. This is a deliberate policy aimed 
at reducing professional isolation of isolated and solo 
practitioners. As medical students are given access to 
the site, it is hoped that they will incorporate telemedi-
cine into their ongoing clinical and educational lives 
after they graduate. 

 The philosophy behind the site is that the vast 
majority of dermatological problems can be managed 
in their entirety by non-specialist medical staff pro-
vided they have ready access to timely, accurate diag-
nostic and management advice when needed. To enable 
and enhance local delivery of dermatology care, the 
site also provides online education in dermatology and 
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the necessary practical skills such as cryotherapy, cuta-
neous surgery and use of various specialised dermato-
logical medicaments. 

 To this end the site offers a variety of features: 

   Online Consultation 

 TN provides a 7 day a week consultation service. The 
turnaround time between submission of a request for 
advice and reply has been less than 24 h in over 96% 
of cases. Over 150 cases are submitted per year. Most 
requests are for help with diagnosis and/or manage-
ment of infl ammatory dermatoses. The store and for-
ward method is used. We receive digital images and an 
e-mail describing the patient’s problem. Initially there 
was a compulsory proforma detailing the patient’s history 
for the referring doctor to fi ll in. This was discarded as 
it was felt to be a disincentive to doctors using the site 
due to the time involved completing it. We now ask 
clarifying questions as and when needed. 

 Uniquely each submitted case can be viewed by all 
users of the site. This is done to allow cases to have an 
educational benefi t for doctors. To ensure maintenance 
of patient confi dentiality, the site is password protected 
and no identifying material either written or visual is 
posted. Patients are informed by the referring doctor of 
this fact and are free to decline permission for other 
doctors to view their case. 

 The site’s consultant dermatologist is not provided 
with any information that can identify the patient. In 
the majority of cases, the dermatologist is not even 
aware of the referring doctor’s identity. 

 Many cases are submitted for advice on management 
rather than help with making a diagnosis. Table  4.1  lists 
the diagnoses of the last 20 cases submitted for advice.  

 As can be seen even from this very incomplete list, 
the conditions submitted cover the entire gamut of der-
matology including neoplasia, infl ammatory derma-
toses, the common and the rare. 

 Despite attempts we are unable to get comprehen-
sive reliable feedback on patient outcome – a problem 
common to face-to-face consultation also. In an online 
survey of users conducted in 2009, 100% of respon-
dents rated their satisfaction as either ‘extremely satis-
fi ed’ or ‘satisfi ed’ when commenting on the service 
they received when submitting cases to TN. In the 
same survey, 92% of all TN users indicated that TN 
had ‘been of value’ to their patients.  

   Online Education and Resources 

 Traditionally dermatology has not been given a high pri-
ority in undergraduate medical courses in Australia. 
Informal discussions between the author and medical 
educators reveal that dermatology is a constantly requested 
topic at general practice educational meetings. To get the 
most from a teledermatology consultation, a referring 
doctor needs some basic dermatological skills. They must 
be able to submit a consultation of suffi cient accuracy and 
detail for a diagnosis to be made and then have the skills 
and knowledge to carry out the advice received. 

 When an Australian doctor refers a patient for a tra-
ditional face-to-face consultation with a dermatologist, 
the management of that patient’s skin condition will 
usually be carried out by the dermatologist. Expanded 
history, examination of the skin/mucosa/nails/hair, 
procedures such as skin biopsy, fungal scrapings, cryo-
therapy, excisions, curettage, explanation and prescription 
of dermatological treatments will all be performed by 
the treating dermatologist. This is not the case with 
teledermatology. If the patient is to be managed in their 
home community, the referring doctor will have to 
carry out these tasks and more. Familiarity with digital 
photography is an essential skill for a doctor referring 
patients to a teledermatology service. 

 To enable referring doctors to complete this aspect 
of a teledermatology consultation, TN has a large and 
continually expanding educational content. As the 

   Table 4.1    Recent cases on TN   

 Twenty recent cases on TN 

 Vitiligo  Plant contact dermatitis  Folliculitis  Bier spots 
 Perioral dermatitis  Delusions of parasitosis  Hidradenitis suppuritiva  Angina bullosa haemorrhagica 
 Psoriasis  Atopic eczema  Scalp halo naevi  Pyoderma gangrenosum 
 Dysplastic naevus syndrome  Urticaria  Alopecia areata  Pityriasis rubra pilaris 
 Adolescent striae  Insect bite reactions  Infective dermatitis  Intertrigo 



26 J. Muir and L. Lucas

World Wide Web already contains many readily acces-
sible sites providing didactic, text book style informa-
tion on dermatology (E medicine, Dermnet    NZ, etc.), 
our approach has been to concentrate on case-based 
learning. The educational material on the site is 
designed to enhance the user’s ability to perform the 
tasks which would normally be carried out by the der-
matologist when referred a patient for a traditional 
face-to-face consultation. 

 To this end we provide the following resources:
   A proforma outlining an ideal dermatological his-• 
tory and examination.  
  A guide to the performance of a thorough skin can-• 
cer check covering history, examination and pitfalls.  
  A guide to digital photography.  • 
  A step-by-step, illustrated guide to punch and shave • 
biopsy, curettage and elliptical excision. These are 
pitched at the level of a medical student and cover 
all aspects of these procedures from asepsis to 
dressings to handling of specimens.  
  Techniques such as Marini and pulley sutures, sec-• 
ond intention healing, cyst and skin tag removal 
techniques are also featured.  
  A detailed, illustrated guide to cryotherapy is pro-• 
vided. This covers theory and practice including 
equipment, indications, contraindications, applica-
tions and short- and long-term complications. 
Images show the use of cryotherapy and illustrate 
the appearance of treatment sites both in the short 
and long term.  
  An illustrated guide to the use of nonsurgical treat-• 
ments in the management of solar keratosis and 
skin cancer, i.e. 5% 5 fl uorouracil cream, imimiqui-
mod and photodynamic therapy.  
  A guide to the use of topical steroids.  • 
  Detailed guides to the diagnosis and management • 
of acne and drug eruptions.  
  Streaming video footage covering history taking, • 
skin checks, cryotherapy, eyelid and facial surgery.  
  At the time of writing there are 645 case studies.  • 
  A section of the site is devoted to review of interesting • 
articles from the dermatological literature. There 
are over 70 journal articles reviewed in detail. 
Articles are selected on the basis of relevance to 
doctors working in primary care.  
  There are discussion forums where site users can • 
discuss matters of concern. All posts are answered 
by the site’s teledermatologist and by any inter-
ested user.  

  Each week a quiz is sent to all registered users of • 
TN. This is an image accompanied by one or more 
questions. The answer is posted after a week. 
During the intervening period users post their 
answers. If incorrect, clarifying questions are asked 
or hints given.  
  A number of other sites or useful inks (Dermnet NZ, • 
E medicine, Australasian College of Dermatologists, 
etc.) are listed and can be accessed at a click of a 
mouse.  
  The activity of each user of the site is tracked and • 
recorded. This provides them with a permanent 
record for the purpose of documenting their con-
tinuing professional development requirements.    

   Case Studies on TN 
 One of the popular features of TN is ongoing case 
studies provided by the site consultant dermatologist 
for users to learn and test their knowledge. Each of the 
site’s case studies is based on a case seen and managed 
by the site’s dermatologist. Each case is presented with 
illustrative images and a relevant history. This is fol-
lowed by a series of questions that explore the practi-
cal management of that specifi c case. The initial 
question is always to describe the clinical features. 
Further questions explore history, other clinical fea-
tures, investigations, differential diagnosis, manage-
ment, prognosis, side effects of treatment and so on. 
The answers are available at a mouse click. The cases 
illustrate benign skin lesions, melanoma and non- 
melanoma skin cancer including dermoscopy, com-
mon and rare infl ammatory dermatoses. 

 Most also have an MCQ    at the end. Many have been 
posted as a result of a direct request from a site user to 
see a particular condition. New cases are added on a 
regular basis. There are often multiple examples of a 
specifi c condition. Each case is discussed in depth with 
specifi c reasons given for the approach to diagnosis 
and management. Treatment is outlined in detail docu-
menting choice of medication, dosage and duration of 
use. Where relevant, the management of drug side 
effects is addressed. 

 It is hoped that users can adapt the approach taken 
in the cases to their own patients. Commonly when a 
telemedicine consultation is received, the inquirer is 
directed to a posted case study to see how a similar 
problem was managed. The site avoids text book style, 
didactic material which is readily available elsewhere 
in favour of real cases illustrating important clinical 
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principles. These cases can be accessed in a blinded 
fashion as an exercise in self-assessment. Alternatively 
they are coded under their diagnoses. This means that 
if a user wishes to see cases of melanoma, Sweets syn-
drome, bullous pemphigoid, plant contact dermatitis, 
drug eruption or sarcoidosis for instance, they have to 
merely click on that diagnosis and one to often several 
examples will be available to them. On average, a case 
study will take 10–20 min to complete. 

 Many dermatological conditions are readily recog-
nised but management is often not straightforward. As 
the conditions are coded under diagnosis, these can be 
used to guide users in managing their own patients 
without then having to seek advice from the site’s der-
matologist. To illustrate there are 12 cases of psoriasis, 
10 different cases of acne, 7 of tinea incognito, 4 of 
alopecia areata and 3 of leucocytoclastic vasculitis. 
The concept is that as these cases are described in 
detail, doctors can use them as a guide to managing 
their own patients. A text book for instance may give 
ten or more options for treating acne. By perusing the 
cases posted on the site, the enquiring doctor can see 
how the dermatologist managed them and perhaps 
apply this specifi c management or variation thereof to 
their own patient. 

 They are also popular as an educational resource 
when doctors have medical students or trainees in their 
practice. They are also used by many as a tool for 
patient education. 

 As the cases posted on the site are derived from 
patients seen by the teledermatologist, they refl ect the 
burden of dermatological disease seen in Australia. 
This means that the majority of conditions are com-
mon ones. However, rare conditions such as acroder-
matitis enteropathica, mastocytosis, pemphigus foliaceus 
and many others are available. 

 Dermoscopy is given special prominence  [  15–  18  ] . 
Once again this is explored from a practical basis. 
Cases are shown with clinical and dermoscopic images 
as well as relevant history of the lesion and the patient. 
Dermoscopy is taught in the setting of actual clinical 
practice and how it impacts on the assessment and 
management of a specifi c skin lesion. At the same 
time, dermoscopic features are illustrated and explained. 
Each dermoscopy case is explored in detail covering 
history, clinical and dermoscopic features, manage-
ment options and how each was fi nally treated. The 
reasons why one treatment option was preferred over 
another are explored. For similar reasons as with 

infl ammatory dermatoses, multiple examples of the 
various skin lesions are posted. There are over 150 
case studies illustrating dermoscopy and subsequent 
management of skin lesions. 

 Australia has a very high burden of skin malig-
nancy, and most treatment is carried out by general 
practitioners  [  19  ] . Treatment options are many and the 
choice of treatment may be determined by multiple 
independent variables. A superfi cial basal cell carci-
noma on the back of a man in his late eighties will 
likely be treated completely differently to the same 
lesion arising on the chest of a woman in her twenties. 
There are over 80 separate cases of basal cell carci-
noma on the site. Each is illustrated in a question and 
answer format covering everything from diagnosis, 
dermoscopy to management options to fi nal treatment. 
There are at least seven available treatment options for 
BCC (cryotherapy, curettage and cautery, excisional 
surgery, margin controlled surgery, imiquimod, photo-
dynamic therapy and radiotherapy). Few doctors in 
rural and remote practice in Australia would have dif-
fi culty in diagnosing most basal cell carcinomas. 
Selection of the best treatment taking into account 
tumour and patient variables as well as available 
resources can be diffi cult. By perusing these posted 
cases, users expand their knowledge base and at the 
same time can apply the information gleaned to the 
specifi c management of their own patients.    

   Australia Medical System 
and Telemedicine 

   Medicolegal Issues 

 Before going on line with TN, our two major concerns 
with the consultational aspect of the service were 
patient confi dentiality and medicolegal issues. Intere-
stingly, no surveyed doctors utilising the service iden-
tifi ed medicolegal issues as a concern, and only a few 
suggested privacy issues were a concern  [  20,   21  ] . 

 Doctors are instructed to submit no identifying 
patient details such as names, addresses or dates of 
birth. In fact the identity of the doctor submitting the 
case is restricted to their fi rst name only. The images 
submitted rarely show identifi able facial features. If 
this is unavoidable, the doctor submitting the case 
obtains written consent to use the patient’s facial 
images. 
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 Australia has, at the time of writing, a state-based 
system of registering doctors. Medical indemnity cover 
for a consultation only applied to those states within 
which an individual doctor is registered. Telemedical 
advice is covered by usual medical indemnity but only 
when carried out in the state where the doctor is regis-
tered. The question arises as to where does a telemedi-
cine consultation take place? Is it in the state where the 
patient is, where the doctor providing telemedical 
advice is, in both or neither? With no precedent to go 
on and no clear ruling available in the relevant legisla-
tion, legal advice was sought. The argument was raised 
that if the patient physically travelled interstate to see 
the TN dermatologist rather than merely sending their 
images, the consultation would occur in the dermatol-
ogist’s home state. 

 It was felt that a court would likely consider a tele-
medicine consult based on store-and-forward technol-
ogy to have occurred in the state where the patient was 
at the time of the consultation. The practical outcome 
of this is that any doctor providing an Australia-wide 
telemedicine service has had to be registered in every 
state and territory. This means that the dermatologist 
providing telemedicine advice on TN had to pay eight 
separate registration fees a year rather than one. 
Happily national registration is being put in place as of 
2010 so this extra cost will no longer be incurred. As 
there is no technical reason why a teledermatology ser-
vice could not receive referrals from other countries, 
the same medicolegal issues would exist in this situa-
tion. TN does answer requests for advice from doctors 
working in foreign lands. 

 Before submitting a case the referring doctor has to 
agree to an acknowledgement and disclaimer*. This 
form confi rms that:

   The doctor is currently registered and insured for • 
practice in Australia.  
  That TN is designed to assist the doctor in diagnosis • 
and management of their patient’s condition. The 
referring doctor remains responsible for making the 
diagnosis and managing the patient.  
  The referring doctor recognises that a face-to-face • 
consultation may carry less risk of diagnostic error 
than telemedicine.  
  That their insurer will cover them when seeking • 
telemedicine advice.  
  That they have obtained written, informed consent • 
from their patient to use TN to help manage their 
case.  

  The patient understands that the referring doctor is • 
responsible for their management.  
  The patient is given the option of referral for a face-• 
to-face consultation.  
  The patient agrees to their deidentifi ed information • 
and images being viewed by other doctors using the 
site for educational purposes. This is not a condi-
tion of using the service.  
  The patient has signed the TN patient consent • 
form*.  
  That the doctor will not submit any material that • 
could identify the patient.  
  Lastly that the organisations and individuals respon-• 
sible for providing TN are not liable for the infor-
mation or guidance provided by TN and that 
although every effort is made the site cannot be 
guaranteed to be secure.     
 As in the rest of the world the fallout from medical 

negligence cases that involve a teledermatology con-
sultation is unknown. The main reason for this is that 
so far and fortunately there have been no cases of med-
ical negligence brought before an Australian court 
involving teledermatology that we know of. There is a 
great deal of evidence supporting the use of telemedi-
cine in the management of dermatological disease 
 [  22–  27  ] . Without telemedicine many patients in rural 
and remote Australia can only access specialist advice 
by travelling to urban areas which greatly increases the 
burden on these patients in terms of expense and time. 
In some rural areas, there is a visiting dermatology ser-
vice but this can still mean long delays. 

 We hope that our consent, acknowledgement and 
disclaimer forms allow doctors and patients to be able 
to make informed decisions on whether or not they 
choose to use our service. Naturally we strive to give 
the best advice possible with the information we receive. 
It is quite common that we need to request additional 
images and history to ensure optimal results.  

   Reimbursement 

 Australia has a government-run universal health insur-
ance program, ‘Medicare’. Doctors receive remunera-
tion from this for medical services rendered. Thus, when 
a doctor sees a patient for a consultation or performs a 

* Copies of these forms are in Appendices  4.1  and  4.2 .
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surgical procedure, Medicare will reimburse a set 
amount of money for the service delivered. At the 
moment teledermatology does not attract a Medicare 
reimbursement for either the doctors utilising, or those 
providing, a teledermatology service. This is despite 
the fact that utilising a telemedicine service places a 
considerable burden of time and effort on the referring 
practitioner especially when compared to referral for a 
traditional face-to-face consultation. By using a tele-
medicine service to assist in managing their patients, 
the referring doctor is also undertaking far greater 
responsibility for the patient’s management then with a 
traditional referral. 

 A recent survey of doctors using TN found that sub-
mitting a case for consultation took between 20 and 
30 min of their time. Combining this with the consid-
erable savings to the individual patient and indeed 
society in terms of not needing to take time off work, 
no need to travel, lack of delay in receiving a specialist 
opinion and earlier intervention, it would seem obvi-
ous that the use of teledermatology should attract 
reimbursement for the referring practitioner in the 
same way as any other medical service.   

   Conclusion 

 ‘Tele-Derm National’ is one part of a larger online 
education and consultation service directed at the 
needs of practitioners and their patients in rural and 
remote Australia. It is also used by urban doctors, doc-
tors in training and medical students. Its aim is to pro-
vide practical and readily accessible education in 
dermatology as well as a rapid turnaround consultation 
service. We feel that one cannot exist without the 
other.       

   Appendix 4.1.    Submit a Case to Tele-Derm 

   Acknowledgement and Disclaimer 

 Before using the TELE-DERM service you must agree 
to the following terms:
    1.    I am a doctor registered to practice in Australia 

and hold current medical indemnity insurance.  
    2.    I acknowledge that the TELE - DERM service is 

intended to assist me in diagnosing and managing 
my patient’s condition. A consultation with a 

TELE - DERM dermatologist  is not a substitute 
for my clinical judgement. I continue to be respon-
sible at all times for the diagnosis and manage-
ment of my patient’s  condition.  

    3.    I acknowledge that there is less margin for error in a 
face to face consultation compared with an internet 
consultation such as the TELE - DERM service.  

    4.    I have written confi rmation from my medical 
indemnity insurer that the existing policy of medi-
cal indemnity insurance issued to me covers my 
use of the TELE - DERM service.  

    5.    I have obtained my patient’s informed consent to 
using the TELE - DERM service. In doing so, I 
explained to my patient that I would be using the 
internet to consult a TELE - DERM dermatologist 
on the patient’s condition but that all decisions 
regarding diagnosis and management would be made 
by me. I also explained to my patient that the consul-
tation would necessitate e-mailing information and 
images relating to my patient’s condition and that 
there could be an increased potential for unauthor-
ised disclosure or error in diagnosis or management 
arising from use of an internet service as compared 
to a face to face consultation. As an alternative, I 
offered my patient referral to a dermatologist.  

    6.    Unless specifi cally indicated by me, my patient has 
also given informed consent to his or her case being 
posted on the TELE - DERM website for educa-
tional purposes. My patient was made aware that 
this is not a condition to my using the TELE - 
DERM service.  

    7.    My patient has signed the TELE - DERM consent 
form. I have included this in my patient record.  

    8.     I will not include in any material submitted to a 
TELE   -   DERM dermatologist any information 
from which my patient could be identifi ed. In par-
ticular no names, addresses or dates of birth will 
be included. The images of the condition submit-
ted are such that the patient cannot be identifi ed 
by his or her physical features.   

    9.    I acknowledge that the TELE-DERM service is 
hosted by the Australian College of Rural and 
Remote Medicine (“ACRRMquot”) and funded by 
the Commonwealth Government as represented 
by its Department of Health and Ageing, with the 
fundholder being Queensland Divisions of General 
Practice. The Department and ACRRM, and their 
respective directors and other offi cers and emp-
loyees, partners, agents and sub-contractors make 
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no representations or warranties and do not accept 
any liability from any person for the information 
or guidance (or the use of such information or 
guidance) which is provided on the TELE-DERM 
web site or as part of the TELE-DERM service.  

    10.    Although every effort is made by ACRRM and its 
contractors to ensure the integrity of TELE-DERM 
web site, ACRRM cannot guarantee the safety of 
computer systems of site users. ACRRM does not 
accept liability for any damage to any computer 
system which has been connected to the TELE - 
DERM web site. Users enter the web site at their 
own risk.       

   Appendix 4.2. Patient Consent 
Form for Use of TELE-DERM Service 

 I ……………………….., acknowledge that my doctor 
is seeking information and guidance on the diagnosis 
and management of my condition from a qualifi ed der-
matologist at TELE–DERM. This involves transmis-
sion of details of my case, including images over the 
internet. I have checked with my doctor that no details 
or images sent can reveal my identity. I acknowledge 
that the internet is not a totally secure medium and 
third parties may be able to gain unauthorized access 
to my TELE-DERM consultation. I realize that a face 
to face consultation with a dermatologist is less likely 
to result in an error of diagnosis or management. 

 I understand that I can instead be referred to a der-
matologist for a face to face consultation if I wish. 

 I understand that dermatologists at TELE–DERM 
are merely giving my doctor information and guid-
ance. They will not be responsible for the diagnosis 
and management of my condition. 

 I understand that all decisions on the diagnosis and 
management of my condition will be made by my doc-
tor, [insert referring doctor’s name]. 

 I understand that I may still need to see a dermatolo-
gist face to face if my condition cannot be managed by 
my doctor after consultation with a TELE–DERM 
dermatologist. 

 I consent to my case being posted on the TELE – 
DERM web site for educational purposes. [Delete if 
consent not given]. 

 I acknowledge that the TELE-DERM service is 
hosted by the Australian College of Rural and Remote 
Medicine (“ACRRM”) and funded by the Commonwealth 

Government as represented by its Department of Health 
and Ageing. The Department and ACRRM, and their 
respective directors and other offi cers and employees, 
partners, agents and sub-contractors make no represen-
tations or warranties and do not accept any liability 
from any person for the information or guidance (or the 
use of such information or guidance) which is provided 
on the TELE-DERM web site or as part of the TELE-
DERM service 

 This Consent may be relied upon by the Doctor, 
Queensland Division of General Practice, the TELE – 
DERM dermatologists, the Commonwealth Government 
and ACRRM (including their directors and other per-
sons mentioned above). 

 Signed……………Date …………………………. 
 Witness…………………. [referring doctor]   
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    A Preview of Existing Health Care Services 

    Pakistan is a densely populated country of Southeast 
Asia. More than 75% of its population lives in villages 
and small towns. There is a major rural-urban disparity 
in the delivery of health care services because most of 
the well equipped hospitals and clinics are located in big 
cities where most of the physicians prefer to reside and 
practice. The current health care infrastructure super-
vised by the ministry of health, consists of basic health 
units, rural health centers, tehsil headquarter (THQ) 
hospitals, district headquarter (DHQ) hospitals, and 
teaching medical institutions. A large number of private 
clinics and hospitals established in the urban areas also 
contribute to the delivery of health care services to the 
urban population. On the contrary, health care services 
in the rural areas remain far from suffi cient. The people 
living in the rural and remote areas often have to travel 
long distances to get medical treatment in big cities. 
This incurs both expenditure and inconvenience of 
transporting sick patients, which is further complicated 
by the defi cient road network and the low per capita 
income of an average Pakistani. 
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   Core Messages 

    •  Pakistan like other developing countries is 
facing problems in addressing the issues of 
availability of health care services to its grow-
ing population, which is concentrated in the 
villages and remote areas. On the contrary, 
telecommunication connectivity all over the 
country improved remarkably in the last 
decade. In this scenario, telemedicine can be 
utilized to provide health care to the remote 
and underserved areas. Telemedicine has also 
played a major role in bridging the gap between 
primary and tertiary health care facilities dur-
ing disaster relief operations. Dermatology is 

undoubtedly the most suitable specialty for 
telemedicine. Therefore, teledermatology has 
been an integral part of various telemedicine 
projects and networks in Pakistan. However, to 
meet the challenge of integrating teledermatol-
ogy into the current health care system of the 
country, major issues need to be addressed.     
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 The situation is even worse for the remote Northern 
areas of Pakistan where diffi cult mountainous terrain 
hampers mobility and access to modern health care 
services. A high morbidity rate is a direct consequence 
of this situation  [  1  ] . 

 To summarize, Pakistan like other developing coun-
tries is facing problems in addressing the issues of 
availability of health care services to its growing popu-
lation, which is concentrated in the villages and remote 
areas. Moreover, junior doctors serving in these areas 
feel isolated as they are unable to consult senior or spe-
cialist doctors in case of any diffi culty regarding diag-
nosis or treatment of complicated cases.   

   Telecommunication Infrastructure 

 The telecommunication industry in Pakistan under-
went a rapid development in the last decade, as a result 
of which the communication connectivity all over the 
country improved remarkably. The number of fi xed 
telephone lines in the country is now well over four 
million, and the Internet is increasingly becoming a 
popular medium with about 170,000 broadband sub-
scribers and 3.7 million dial-up users  [  2  ] . In this sce-
nario, telemedicine holds great promise as an alternative 
means of health care delivery to the underserved rural 
and remote areas  [  3  ] . The concept of moving informa-
tion instead of people has been the basis of all tele-
medicine efforts in developing countries like Pakistan.  

   Existing Telemedicine/Teledermatology 
Scenario 

 In a country like Pakistan with poorly developed 
basic health infrastructure and major rural-urban dis-
parity regarding provision of health care services, 
the need and importance of telemedicine cannot be 
denied  [  4  ] . Various private and governmental organi-
zations have pioneered implementation of telemedi-
cine in Pakistan, and a number of telemedicine 
projects have recently been launched. These projects 
offer a great opportunity for the people living in under-
served rural areas to have access to improved health-
care  services. Telemedicine is now being utilized in a 
growing number of medical specialties including der-
ma tology, oncology, radiology, surgery, cardiology, 
psychiatry, and gynecology  [  5  ] . Dermatology, 

because of its inherent visual nature, has been considered 
the most suitable specialty for telemedicine by vari-
ous telemedicine networks and projects presently 
working in Pakistan  [  6  ] . In addition to providing spe-
cialist dermatologic care to the underserved areas of 
the country, teledermatology has the potential to 
lessen the feeling of isolation experienced by the 
doctors serving in rural and remote areas. In the sec-
tions to follow, we will discuss the present status and 
future prospects of various telemedicine projects in 
Pakistan with special emphasis on teledermatology. 
It would be important to note here that the teleder-
matology services have been launched in Pakistan 
either as part of various telemedicine projects or as 
separate and independent teledermatology projects. 
Preliminary results of these projects have shown a 
number of potential benefi ts not only to the patients 
and the doctors but also to the health care system of 
the country (Fig.  5.1 ).   

   Telemedicine Networks Involving 
Teledermatology 

   TelemedPak    

 Elixir Technologies, a software development company 
based in the US, introduced the concept of telemedicine 
for the fi rst time in Pakistan in 1998 as a philanthropic 
project, TelemedPak  [  7  ] . The website of TelemedPak 
(  http://www.telmedpak.com    ) serves as the largest 
Pakistan-based medical web interface which provides 
public information concerning all types of health 
problems. 

 TelMedPak    worked in collaboration with major 
universities in Pakistan including Rawalpindi Medical 
College, Agha Khan University, and the National 
University of Science & Technology, offering various 
training programs in telemedicine for the medical 
students. 

 In addition to the training programs, TelemedPak 
successfully completed two telemedicine pilot projects 
– the Taxila and Gilgit projects to assess the applicabil-
ity of telemedicine in Pakistan. The hospitals were 
equipped with computers, Internet access, and scanners, 
and were required to email case reports of diffi cult cases 
for expert medical opinion to the specialist doctors at 
the Holy Family Hospital, Rawalpindi, which served as 
the hub of all telemedicine activities for these projects. 
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 The success of these projects proved that telemed-
icine was not only possible in Pakistan but it could 
also potentially uplift the health status of the remote 
areas by provision of the specialist care in areas where 
 conventional face-to-face consultation with the specialists 
may not be possible. 

 Teledermatology has been the integral part of these 
projects providing teleconsultation, tele-assistance, 
and distance learning to the junior doctors working in 
remote areas of Gilgit and Taxila. Telemedicine cen-
ters established in THQ hospitals of Gujar Khan, Pind 
Dadan Khan, Pindi Ghaib, Fateh Jang, and Jhand were 
linked with the main co-ordinating centers in Holy 
Family and DHQ hospitals in Rawalpindi. 

 A study to compare the store-and-forward method 
of teledermatology with the conventional face-to-face 
consultation was conducted with technical support of 
TelemedPak  [  8  ] . Patients were selected from the der-
matology department of Pakistan Institute of Medical 
Sciences (PIMS), Islamabad. Images along with a 

short history and clinical fi ndings were stored in a 
computer and sent via email to the department of der-
matology of King Edward Medical College, Lahore, 
for teleconsultation. Diagnoses made by face-to-face 
consultations at PIMS were then compared with the 
diagnoses made after teleconsultation. The study 
showed that diagnoses made through teleconsultations 
were similar to the diagnoses reached after conven-
tional face-to-face consultation.  

   The Pakistan Telemedicine Project 

 The U.S. Department of State and IBM are leading a part-
nership bringing telemedicine to northern areas of 
Pakistan  [  9  ] . The partnership has helped to improve tech-
nology at a central coordinating hospital, the Holy Family 
Hospital, Rawalpindi, with more limited resources at a 
“spoke” hospital in District Attock  [  10 ,  11  ] . Other mem-
bers of the partnership include Wateen Telecom, Motorola 
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Inc., Medweb Inc., USAID, the U.S. Department of 
Defense, Telemedicine and Advanced Technology 
Research Center (TATRC), the government of Pakistan, 
and the Holy Family hospital, Rawalpindi, and DHQ hos-
pital in Attock. 

 The Pakistan Telemedicine Project offers teleconsul-
tation in a wide range of fi elds including general surgery, 
cardiology, ophthalmology, dermatology, radiology, and 
infectious diseases. Another important aspect of the proj-
ect is building capacity for healthcare services via virtual 
clinical grand rounds for medical education. 

 The partnership combines an Internet access portal 
providing interactive collaboration tools such as secure 
email, voice, and video conferencing on a secure tele-
medicine network with advanced medical peripheral 
devices including portable ultrasound, digital cameras, 
EKG, stethoscope, and X-ray machine. 

 Weekly scheduled teledermatology clinics are held 
at the Holy Family hospital using live interactive video 
method. Dermatologists are not only able to see live 
images of the skin disorders but are also able to take 
history from the patients and their relatives. The store-
and-forward method of teledermatology is used for the 
patients who are unable to attend the scheduled clinics. 
The doctors, paramedical staff, and nurses upload 
patient’s data into one of the servers provided by the 
Medweb. The consultants can view the cases and 
respond by logging into the server at leisure.  

   Telemedicine/e-Health Training Center 

 The telemedicine/e-health training center is a joint 
Pak-US collaboration  [  12  ] . This center consists of a 
teaching laboratory in the surgical Unit II of the Holy 
Family Hospital, Rawalpindi, and a remote consulting 
unit at THQ hospital in Pindi Gheb. This center has high 
bandwidth telecommunication link with collaborating 
institutions in the US, Virginia Commonwealth University 
(VCU), Richmond, and Telemedicine & Advanced 
Technology Research center (TATRC), Fort Detrick. 

 The telemedicine/e-health course is designed to 
train doctors and nurses from both tertiary care hospi-
tals and primary care centers in telemedicine. The 
main objective is to train primary referring doctors and 
nurses as well as doctors and nurses responding to the 
referrals at the tertiary care hospital. In the initial 

phase, 45 doctors and nurses from Rawalpindi region 
were trained. 

 Teledermatology remains a widely used application 
and focus of various telemedicine projects of the cen-
ter. Twice weekly teledermatology clinics are held at 
the center providing teleconsultations to the patients 
attending teledermatology clinics in remote DHQ hos-
pitals of Gujrat, Attock, Pindi Gheb, and Khushab 
using live interactive video method.  

   Pakistan Space Organization (SUPARCO) 
Telemedicine Project 

 The Pakistan Space and Upper Atmosphere Research 
Commission (SUPARCO) is the country’s national space 
agency responsible for the execution of the space sci-
ence and technology programs in the country. 

 SUPARCO has launched Pakistan’s fi rst satellite-
based telemedicine network. It has connected Jinnah 
postgraduate medical college hospital (JPMC) in 
Karachi with remote medical center at Shikarpur through 
Paksat-1 satellite transponder for the purpose of patient 
evaluation and teleconsultations  [  13  ] . Live interactive 
video telemedicine has linked specialists in JPMC to the 
patients in rural areas, thus providing specialist health 
care services to the rural areas. The next step is the 
development of satellite-based telemedicine centers at 
Holy Family hospital, Rawalpindi, in Punjab province 
and primary care centers in Muzaffarabad keeping in 
view the geographical isolation of northern areas.  

   Role of Telemedicine in Natural Disaster 
Management 

   Earthquake 2005 
 Telemedicine/e-health training center played a remark-
able role in providing telemedicine service to the disas-
ter-stricken northern areas of Pakistan during the 
earthquake of October 2005. This was a high magnitude 
earthquake which left at least 86,000 people dead, 69,000 
people injured, and 4 million people homeless. This also 
heavily damaged the physical infrastructure of the area 
that included all major hospitals in the government and 
private sector (Fig.  5.2 ). Soon after the earthquake, out-
breaks of infectious, parasitic, viral, and fungal skin 
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diseases occurred due to unhygienic living conditions in 
overcrowded camps. Telemedicine/e-health training cen-
ter promptly responded to the disaster providing tele-
medicine services with the help of the ministry of 
information technology, International Telecommuni-
cations Union, Pakistan Software Board, and INTEL 
 [  14  ] . A telemedicine center was established at the Holy 
Family Hospital in Rawalpindi which customized tele-
medicine software for disaster relief, to train volunteers, 
to respond to teleconsultations from relief camps at 
disaster site, to coordinate relief activities with Prime 
Minister Relief Cell in Islamabad, and to address daily 
needs of the earthquake victims. Mobile telemedicine 
centers were established in the most heavily affected 
areas including Muzaffarabad, Hattian Bala, Shoal Najaf, 
and Balakot. “Telemedicine for disaster relief” also 
worked in collaboration with the foreign missions, 
NGOs, and government relief missions. Most of the 
teleconsultations were provided in dermatology, ortho-
pedics, pediatrics, and gynecology utilizing both real-
time and store-and-forward modalities. The patient’s 
data including history, examination, and images of the 
patients was collected and stored in the main server by 
the trained doctors and health workers in the affected 
areas. This was later sent to the consultant dermatolo-
gists via Internet or satellite. The consultants promptly 
responded to these requests with diagnosis and treatment 
plans. In the live video interactive teleconsultations, the 
consultants were able to communicate directly with the 

patients and their treating physicians  [  15  ] . These tele-
consultations resulted in speedy treatment and mini-
mized hospital stay of the patients.   

   Floods 2010 
 Pakistan faced the worst fl ooding of its recorded history 
in July 2010. The fl ooding continued for 2 months dev-
astating a large part of the country and displacing mil-
lions of people. The extent of damage to the already 
compromised and poor physical infrastructure was huge. 
The roaring fl ood waters washed away almost everything 
including houses, livelihoods, schools, hospitals, roads, 
and the bridges. At one point about one-fi fth of the coun-
try was under water. People in the affected areas were 
isolated and stranded with no access to shelter, clean 
drinking water, food, and medicines (Fig.  5.3 ).  

 Medical implications of the fl oods were also 
immense. In addition to the physical and psychologi-
cal trauma caused by heavy large-scale fl ooding, the 
incidence of food- and water-borne diseases, malaria, 
and skin diseases increased due to damage to the drain-
age systems and contamination of water supplies. 
Hundreds of medical camps were established in vari-
ous parts of the country by the NGOs and the govern-
ment-supervised health sector to meet the medical 
needs of the people displaced by the fl oods. According 
to one survey every third patient reporting to these 
medical camps had a skin problem. Although the 
 commonly reported skin diseases were scabies and 

  Fig. 5.2    A hospital completely demolished by the October 
2005 earthquake in Muzaffarabad       

  Fig. 5.3    Dr. Aisha Sethi recording a patient’s history for tele-
consultation at an outreach skin clinic in a remote fl ood-affected 
village       
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bacterial and fungal skin infections, complicated skin 
disorders were also reported. Unfortunately, most of 
the doctors and health workers serving in the medical 
camps had little or no training to deal even with com-
mon skin diseases. In this diffi cult time, the Pakistan 
Society of Teledermatology arranged outreach mobile 
skin clinics in various remote fl ood-stricken areas of 
the country to meet the dermatologic needs of the 
affected communities. Expert dermatologists from 
Pakistan and the United States volunteered to work in 
the outreach mobile skin clinics providing dermato-
logic care to the affected people  [  16  ] . Thousands of 
patients presenting to the outreach mobile skin clinics 
were treated and provided medicines free of cost 
(Fig.  5.4 ). The society also collaborated with the 
already established medical camps and offered to pro-
vide necessary basic training to the doctors and health 
workers in general dermatology. To continue the deliv-
ery of expert dermatologic care, teledermatology was 
introduced to the doctors and the health workers in 
base medical camps. Initially, fi ve such medical camps 
established in remote fl ood-hit areas were selected, 
and connected to the  dermatology departments of 
teaching institutions and privately working dermatol-
ogy centers to provide expert dermatologic care through 
store-and-forward method of teledermatology. Over 
800 teleconsultations were made during 2 months 
(Fig.  5.3 ). 

 The e-Health Association of Pakistan, Swinfen 
charitable trust, and iCons in Medicine also played sig-
nifi cant role in providing teledermatology/telemedi-
cine services to the fl ood-affected areas. 

 It was not an easy task to initiate and sustain teled-
ermatology services to the remote fl ood-affected areas, 
especially when there was no planned teledermatology 
network in the acute phase  [  15  ] . Other limiting factors 
included low voltages, frequent power shutdown, 
shortages of the necessary equipment, inadequate 
funding, and large number of patients.    

   Independent Teledermatology Networks 
and Projects 

   Teledermatology Units in Teaching 
Institutions 

 The ministry of science and technology realizing the 
potential of telemedicine in Pakistan established “National 
Telemedicine Task Force” in September 2001. The fol-
lowing were the main objectives of the task force  [  17  ] :

   To identify telemedicine pilot projects of national • 
interest including telemedicine education of doc-
tors, tele-psychiatry, and teledermatology  
  To create awareness about telemedicine in the coun-• 
try by arranging seminars and conferences at the 
national level    
 National Telemedicine Conference 2002 was orga-

nized by the forum on June 22, 2002. Live telemedicine 
sessions were demonstrated during the conference show-
ing teleconsultations between the doctors and the spe-
cialists and also between the patients and the specialists. 

 Teledermatology had always been the main focus of 
national telemedicine task force. Teledermatology units 
were therefore established all over the country in the 
dermatology departments of almost every teaching insti-
tution. These institutions have been connected with the 
district headquarter (DHQ) hospitals employing both 
store-and-forward and real-time modalities. The DHQ 
hospitals have been provided with high-resolution digi-
tal cameras, computers, and a high-speed Internet con-
nection. The medical staff including doctors, nurses, 
and paramedical staff at the point of care is trained how 
to use the equipment. Teleconsultation and tele-assis-
tance regarding diagnosis and treatment of various der-
matologic disorders is provided to the doctors and 
paramedical staff in the DHQ hospitals. These teleder-
matology projects also involved some degree of tele-
education providing continuing medical education for 
the doctors who submitted their cases. Although there 
have not yet been any large studies focusing on the 
clinical outcomes of teledermatology in Pakistan, the 

  Fig. 5.4    Dr. Janjua providing teledermatology services in a 
remote fl ood-affected area during an outreach skin clinic orga-
nized by the Pakistan Society of Teledermatology       
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preliminary results of a few small-scale studies compar-
ing the conventional face-to-face consultations with 
teledermatology consultations have shown several ben-
efi ts of teledermatology including easy extension of der-
matologic services to remote areas with few or no 
dermatologists at all  [  18  ] .  

   Teledermatology Project of Ayza Skin & 
Research Center 

 This project was initiated in the private sector by the Ayza 
Skin & Research Center (AS & RC) in a small town of 
central Punjab in 2004  [  19  ] . The scope of the project was 
to connect general practitioners working in small towns 
and villages with the specialist dermatologists in teaching 
institutions and dermatology centers in big cities. The 
project utilized email-based store-and-forward teleder-
matology. Diffi cult and challenging cases presenting at 
the center or sent by the general practitioners and derma-
tologists from other parts of the country are reviewed, 
processed, and then sent to a pool of expert dermatolo-
gists from Pakistan, Austria, Australia, India, and the 
United States using the store-and-forward modality. 

 The project also uses telederm.org (  http://www.
telederm.org    ) web application which is world’s largest 
online discussion forum  [  20  ] . Cases are submitted to a 
pool of selected international experts for discussion. A 
prompt specialist opinion is therefore obtained, lead-
ing to more accurate diagnosis and treatment out-
comes. Through this initiative, scientifi c cooperation 
has been established with a large number of expert der-
matologists from renowned institutions worldwide.  

   Teledermatology Project of COMSATS, 
Islamabad 

 COMSATS Institute of information technology, 
Islamabad, launched a telemedicine pilot project in 
2006 with the aim of providing teleconsultation to the 
patients in Sakurdu, a remote town in the Himalayan 
mountainous region of Pakistan  [  21  ] . The project was 
initiated with the collaboration of COMSATS, 
Association of Physicians of Pakistani Descent of North 
America (APPNA), and Digital Vision program of 
Stanford University in Boston. Initially a telemedicine 
project soon turned into a teledermatology project 
because 77% of the teleconsultations were for various 
dermatologic disorders. Store-and-forward method was 

preferred over live video sessions mainly because of time 
difference between the remote facility and the US. A 
simple format was selected to collect medical records. 
Images of the skin problems along with short history and 
clinical fi ndings were sent to Stanford University in 
Boston, US, where specialist dermatologists responded 
to the queries. The following tasks were accomplished 
by the project team during the project which lasted from 
April 2006 to October 2006:

   Local medical health professionals at the point of • 
care were assisted to gather proper medical records 
for dermatology cases.  
  The doctors were educated to better understand der-• 
matologic disorders.  
  They were assisted in providing better diagnosis for • 
treatment in the rural community.  
  The quality of care provided to the rural community • 
was improved.  
  The software interface was improved and its fea-• 
tures were tested.  
  The system was devised to facilitate store-and-for-• 
ward method of teledermatology.     

   Pakistan Society of Teledermatology 

 The Pakistan Society of Teledermatology was founded 
in 2004 in Lahore by a few devoted dermatologists from 
renowned teaching institutions and dermatology centers 
with the prime objective of creating awareness among 
dermatologists, family practitioners, and general public 
regarding the need and importance of providing special-
ist dermatology services through telecommunication to 
the remote and rural areas of Pakistan  [  22  ] . Other aims 
and objectives of the society include:

   To review existing teledermatology networks and • 
projects in the country  
  To assess current status of telecommunication and • 
to identify technology that best meets the demands  
  To assess the ability of existing teledermatology • 
 networks and projects to meet the needs and willing-
ness of the general practitioners and dermatologists  
  To optimize teledermatology services in the country  • 
  To plan and distribute basic information regarding • 
practice of teledermatology to all health profession-
als involved in various teledermatology projects  
  To provide an online discussion forum to discuss • 
diffi cult and challenging cases submitted by family 
practitioners and dermatologists from various parts 
of the country  
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  To provide online educational resource of derma-• 
tology curriculum, and access to online dermatol-
ogy atlases for the continuing medical education of 
residents, dermatologists, and medical students  
  To arrange seminars and workshops for the education • 
and training of dermatologists, family physicians, 
medical students, and paramedical health workers 
regarding the use of teledermatology system  
  To provide a center for coordination among various • 
teledermatology projects  
  To collaborate with various international teleder-• 
matology projects    
 The society is presently working in collaboration 

with the International Society of Teledermatology 
based in Austria, and Dr. Ian McColl’s web-based edu-
cational program for medical students, family physi-
cians, and dermatologists  [  23  ] .   

   Limitations and Cultural Issues 

 Despite general consensus supporting the increased 
diagnostic accuracy, reliability, and effectiveness of 
teledermatology, unfortunately, the technique has not 
yet become the integral part of the existing health care 
system of Pakistan. Since available resources are 
mostly allocated to the prevention and treatment of 
serious medical conditions rather than to nonlethal 
skin disorders, dermatology therefore is not the main 
focus of health policies of the country  [  4  ] . 

 Generally, the following problems are being faced 
by the health care professionals involved in various 
teledermatology projects in the country explaining the 
limited use of teledermatology.

   Poor quality or low-resolution images  • 
  Insuffi cient clinical information  • 
  Lack of proper training of the doctors and paramed-• 
ical staff  
  Patient loss to follow-up  • 
  Inadequate medical record system  • 
  Technological problems from failure of computer • 
hardware, software, telecommunications, and peri-
pheral equipment  
  Inadequate privacy and confi dentiality of identifi -• 
able health information  
  Medical liability issues  • 
  Cultural barriers  • 
  Political barriers  • 
  Language barriers  • 

  Distrust in the safety and privacy of the technique  • 
  Economic issues     • 

   Suggestions and Future Prospects 

 To meet the challenge of integrating teledermatology 
into the current health care system of the country, the 
authors recommend addressing the major issues 
already discussed in the previous section  [  24  ] . 

 We suggest that health professionals involved in 
various teledermatology projects be adequately trained 
to take good quality, high-resolution images and taught 
how to properly send their cases for teleconsultation 
using the store-and-forward method. 

 It is also advisable to follow certain rules and regu-
lations to maintain privacy and confi dentiality of all 
identifi able health information of the patients. 

 Internet services need to be widely and readily 
accessible in the rural and remote areas. 

 It has been observed that people who are educated 
and well acquainted with the computers and Internet are 
usually open to the use of teledermatology. Therefore, 
to overcome cultural and language barriers, the literacy 
level of the people needs to be raised by establishing 
educational institutions in remote and rural areas. 

 It is also crucial to engage the dermatology depart-
ments of the hospitals and medical centers in the pro-
cess of introducing teledermatology as soon as possible. 
Comprehensive training programs and seminars need 
to be arranged emphasizing the potential advantages of 
teledermatology. 

 The health policy makers should weigh the eco-
nomic value of various teledermatology projects 
against potential benefi ts of extending specialist der-
matology services to remote underserved areas through 
telecommunication. 

 Both implementation and sustainability costs need 
to be considered before planning new teledermatology 
centers. The services can be cost effective with subsi-
dized funding from the provincial and federal health 
sector. 

 With further development of telecommunication 
infrastructure in near future, Internet services will soon 
be within the reach of rural and remote northern areas 
of Pakistan resulting in improvement of the telederma-
tology services to these areas  [  5  ] . 

 It is hoped that teledermatology will ultimately 
become an increasingly mainstream activity for all the 
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telemedicine projects discussed above, but it would 
not be possible without the whole-hearted involvement 
of physicians and dermatologists of the country in 
 various national and international teledermatology 
initiatives.      
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   Rationale for Use of Teledermatology 
in Developing Countries 

 Many nations in the developing world have a dire short-
age of doctors, especially specialists, such as dermatolo-
gists. Disparities in access to all facets of health care 
exist, especially in rural areas, with several factors con-
tributing to the disproportionate impact of disease in 
these resource poor settings: poverty, disease stigma, 
cultural and social barriers to testing and treatment, 
insuffi cient health care infrastructure to support the large 
patient pool, lack of health literacy, limited provider 
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   Core Messages 

       •  Teledermatology can facilitate access to high-
quality, cost-effective health care in developing 
countries, as well as play an essential role in clini-
cian education, foster distribution of educational 
materials, and promote independence in clinical 
practice as well as improving patient care.  

  •  Store-and-forward technology is the most 
commonly utilized method in developing 
countries, given the availability of the Internet, 
general ease of use, level of familiarity for cli-
nicians, and affordability; however, mobile 
teledermatology may be another feasible 
option with the rapid scale up of sophisticated 
cellular networks around the world.  

  •  Certain challenges exist with the use of tele-
dermatology in developing countries, including 
technical and systems problems, as well as eco-
nomic, legal, and cultural limitations.  

  •  There are many examples of systems that are 
in place and available for use, including the 
Swinfen Charitable Trust (  http://www.swin-
fencharitable trust.org/    ), the African Teleder-
matology Project (  africa.telederm.org    ), Pro yecto 
Latinoamericano de Teledermatología (  latino-
america.telederm.org    ), the Community for 
Teledermatology (  www.tele derm.org    ), and the 
Telepathology network of the University of 
Basel (  http://telemed.ipath.ch/ipath/    ).  

  •  Teledermatology programs hold the potential 
for extending much-needed health care ser-
vices to remote and resource-poor areas in 
developing countries, and an important feature 
of these programs must be that they are sus-
tainable and can positively contribute to the 
community over an extended period of time.      
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training, inadequate medical equipment, scarce man-
power to distribute health care throughout the region, 
and few qualifi ed laboratory facilities exist amongst 
many complex factors  [  1  ] . Therefore, affordable, easy-
to-use technologies like teledermatology are imperative 
for facilitating specialty patient care and providing much 
needed health care worker educational opportunities. 

 One signifi cant resource-limitation in the provision 
of dermatologic care is a dearth of trained providers in 
many developing countries. In 2004, 7.7 million physi-
cians were practicing worldwide, distributed such that 
half of these physicians were practicing in areas with 
less than one-fi fth of the world’s population  [  2  ] . 
Furthermore, an estimated 3.4 billion people in over 
300 developing countries are living in regions with little 
to no access to basic dermatological care  [  3,   4  ] . For 
example, it has been reported that Sub-Saharan Africa 
has as few as 10 doctors per 100,000 inhabitants, with 
many areas having no dermatologists at all  [  5  ] . Even in 
countries which have a supply of dermatologists, there 
is frequently a rural-urban distributional imbalance of 
such providers. For example, the majority of the nearly 
6,000 dermatologists in the Indian Association of 
Dermatologists, Venerologists and Leprologists prac-
tice in large cities, while 72% of the 1.2 billion people 
live in rural villages, creating a scarcity of skin care for 
many throughout the country  [  6  ] . 

 Due to this shortage of physicians, especially spe-
cialists, poor infrastructure, and lack of resources, rural 
health care workers who serve the majority of the pop-
ulation in many developing nations are isolated from 
specialist support and current information. Around 
90% of cutaneous conditions in tropical developing 
countries are diagnosed and managed by care provid-
ers who have no formal dermatologic training  [  4  ] . 
A shortage of elementary skills in the management of 
skin diseases is a further confounding problem, with 
several studies assessing success in the management of 
skin diseases in primary care settings in the developing 
world reporting that treatment failure rates of over 
80% are common  [  7  ] . In developing countries where 
skin diseases are highly prevalent but misdiagnosis 
and treatment failure rates for such diseases remain 
signifi cant, there is terrifi c potential for increasing 
local health care workers’ knowledge and skills in 
treating skin disease through the use of teledermatol-
ogy while also improving patients’ access to quality 
skin care. Local workers can learn through  participation 
in a teleconsultation service, garnering information 

about diagnosing and managing skin disease through 
submission of consultations and expert feedback. It 
has been established that providing feedback to remote 
health providers regarding the patients they are caring 
for is an effective educational method through which 
these providers may signifi cantly increase their com-
petency in dermatological diagnosis, management, 
knowledge and differential diagnosis  [  8,   9  ] . Addi-
tionally, electronic learning resources can be incorpo-
rated into teledermatology programs and targeted to 
commonly seen dermatological conditions, circum-
venting the limitations of time and distance often 
encountered by health workers in developing countries 
when attending courses, conferences, or training pro-
grams in person. Online databases facilitate continued 
acquisition and revision of knowledge with these edu-
cational opportunities contributing to an increased 
understanding and independence in clinical practice 
and improved clinical care. 

 A means for an accessible, cost-effective and accu-
rate diagnosis and treatment of skin conditions in 
developing countries should be met for a number of 
important reasons. Skin diseases are very common, 
with patients presenting in large numbers in primary 
care settings, such that ignoring patients with skin dis-
ease is not a viable option. Up to 80% of the popula-
tion living in developing countries suffers from 
cutaneous disease, with over 30% of the health issues 
dealt with in rural health clinics of developing coun-
tries involving cutaneous diseases  [  7,   4  ] . Children and 
the immunocompromised, in particular, tend to be 
affected, adding to the burden of disease amongst 
already vulnerable groups. Some estimates suggest 
that 75% of children in developing countries have skin 
diseases, with most lacking access to dermatologic 
care  [  4  ] . Signifi cantly, morbidity and mortality due to 
skin diseases are substantial, with skin diseases rank-
ing amongst the fi ve most frequent causes among rural 
populations for loss of working capacity and/or death 
 [  4  ] . Furthermore, morbidity from cutaneous disease is 
signifi cant through disfi gurement, disability, and 
symptoms such as intractable itch, contributing to a 
reduction in quality of life. Also signifi cant is the rela-
tive economic cost to families of even trivial skin com-
plaints, which limits patients’ ability to access many 
therapies and leads to a potential reduction of income 
due to an inability to work secondary to cutaneous dis-
ease. Very importantly, the need for effective recogni-
tion and management of mucocutaneous conditions 
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cannot be ignored given that many systemic diseases, 
such as HIV/AIDS and leprosy, have presenting skin 
manifestations, yet a basic knowledge of the simple 
features of diseases whose presenting signs occur in 
the skin is often lacking at the primary care level  [  10  ] . 

 Teledermatology can facilitate access to high-quality, 
cost-effective health care and play an essential role in 
clinician education, fostering distribution of educational 
materials to the local workers in an effort to promote 
increased understanding and independence in clinical 
practice as well as improving patient care. Benefi ts to 
patients are many, including a reduction of waiting and 
travel time for appointments with skin specialists, 
expanded and more rapid access to screening for skin 
diseases and more accurate and effi cient diagnosis and 
management of cutaneous diseases  [  11  ] . Similarly, 
teledermatology technology can be seen as a practical 
and effective manner to distribute information to local 
health care workers with the hope of signifi cantly 
improving their ability to recognize, diagnose and treat 
cutaneous conditions while decreasing health inequali-
ties in resource-limited settings. Local providers in 
developing countries can benefi t from the use of teleder-
matology via improved and effi cient access to special-
ized dermatology consultation, increased opportunities 
for continued medical education, enhanced professional 
collaboration, greater research exposure and collabora-
tion, more effi cient screening of patients with skin con-
ditions and better follow-up of such patients  [  11  ] . 
Additionally, local health systems in developing nations 
can benefi t from the use of teledermatology due to a 
reduction in health care costs, fewer hospital admissions 
and shorter hospital stays, increased effi ciency of human 
and other resources, a compilation of online databases 
and increased and effective support for local health care 
professionals  [  11  ] . Therefore, teledermatology is an 
ideal technology for increasing and improving care for 
skin disease in developing countries.  

   Methods of Use (Live Interactive Versus 
Store and Forward – Internet Based 
System, Email Based System, Mobile 
Phone Based) 

 Fortunately, dermatologic disease can frequently be rec-
ognized visually, making teledermatology a feasible 
method to employ in the care of skin disease. Teleder-
matology merges medical expertise and  communication 

 technology to allow for patient examination, monitoring 
and management by a dermatologic expert in a distant 
location, facilitating provision of clinical support ser-
vices to remote, isolated and rural regions which lack 
access to higher level medical expertise. It involves the 
electronic transfer of information which may be done 
in several ways. One form of telemedicine technology 
is video teleconferencing, during which patients, 
 specialists and, sometimes the referring clinician, 
interact via a real-time video link with dynamic visual 
images  [  12  ] . Currently, the most common type of 
teledermatology is store-and-forward or asynchronous 
teledermatology, which involves the transfer of digital 
images across locations, allowing consultation to occur 
at a later time when the situation does not necessitate 
immediate feedback  [  12  ] . Store-and-forward technol-
ogy involves transfer of patient history, clinical exami-
nation fi ndings, and digital images via email or on a 
web-based interface to a consulting dermatologist who 
later evaluates the information and returns his impres-
sions and recommendations  [  13  ] . This method is more 
commonly utilized due to its lesser technological 
requirements and affordability  [  11  ] . Internet-based 
store-and-forward teledermatology is commonly uti-
lized as it allows for worldwide reach, constant avail-
ability, general ease of use and a level of familiarity for 
clinicians and the public  [  14  ] . As technology expands, 
mobile telephones are being employed for the transfer 
of teledermatology data. Mobile teledermatology may 
be useful when neither a specialist nor equipment for 
Internet-based store-and-forward telemedicine consul-
tations is available, such as in emergency situations, in 
remote or under-served locations, or while traveling 
 [  15  ] . These various formats of teledermatology pro-
grams commonly involve providing assistance with 
diagnosis and management via teleconsultation ser-
vices as well as discussion forums and educational 
databases.  

   Evidence of Effi cacy of Teledermatology 
in Developing Countries 

 Teledermatology systems must be effi cient, reliable, 
and easy to use. While there have been several studies 
investigating teledermatology outcomes, they have 
mainly focused on projects in industrialized countries. 
The accuracy of teledermatology is refl ected by the 
degree of concordance between teledermatology and 
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face-to-face diagnoses. Several studies show that store-
and-forward teledermatology consultations produce 
similar clinical outcomes when compared with con-
ventional clinic-based consultations. For example, Lim 
et al.  [  16  ]  found a concordance of 88% for primary 
diagnosis and 96% for differential diagnoses between 
store-and-forward versus face-to-face dermatologic 
consultations in Australia. Several other studies have 
confi rmed the accuracy of teledermatology in industri-
alized nations with diagnostic agreement between 
face-to-face dermatologists and teledermatologists 
ranging from 81% to 89% and agreement on manage-
ment decisions ranging from 90% to 96%  [  17,   18  ] . 

 Only a few studies have looked at the use of teleder-
matology in developing countries. For example, Rashid 
et al.  [  19  ]  showed that 81% ( p  < 0.05) of store-and-for-
ward teledermatology consultation cases resulted in the 
same diagnosis as face-to-face diagnosis of patients 
with skin conditions in Islamabad, Pakistan. Similarly, 
Lepe et al.  [  20  ]  report a high concordance of diagnoses 
obtained via face-to-face versus fi lmed evaluation of 
skin lesions in Mexican patients. Trindade et al.  [  21  ]  
examined the use of an Internet-based store-and-for-
ward teledermatology service in the diagnosis of 
patients with suspected leprosy at public health clinics 
in outlying areas of Sao Paulo, Brazil. They found an 
overall agreement in the diagnosis of cutaneous leprosy 
in 74% of the 106 cases  [  21  ] . Caumes et al.  [  22  ]  inves-
tigated the use of store-and-forward teledermatology to 
diagnose skin disease in patients in Burkina Faso (both 
travelers and Burkinabese nationals) and to enhance 
local general practitioners knowledge of skin disease. 
They found a 49% diagnostic agreement (64 of 130; 
95% CI 41–58) between the local general practitioner 
and the remote consulting dermatologists based in 
France, with the percentage agreement between the 
local health worker and the consulting dermatologists 
improving signifi cantly over time ( p  < 0.05)  [  22  ] . 
Therefore, research suggests that when health care pro-
viders are trained to take appropriate photographs of 
the skin and provide relevant clinical information, the 
teledermatology encounter produces similar diagnoses 
as a live patient encounter and can also serve as an 
effective means of education for enhancing local health 
care workers knowledge of mucocutaneous disease. 
Furthermore, a study investigating the use of teleder-
matology in India found that teleconsultation was the 
fi rst contact for the patient with a dermatologist in over 
90% of the cases,  suggesting that teledermatology is a 

means to increase access to specialty skin care in areas 
with a shortage of dermatologists  [  23  ] . The dearth of 
studies looking at the use of teledermatology in devel-
oping countries may be due to problems in obtaining 
funding or in assessing clinical outcomes due to a loss 
of patient follow-up and inadequate medical record 
systems in resource-limited settings. Large studies 
investigating the economic value, clinical benefi t and 
sustainability of teledermatology in developing coun-
tries remain to be conducted.  

   Challenges with Using Teledermatology 
in Developing Countries 

 Certain challenges exist with the use of teledermatology 
in developing countries. These include technical and 
system problems along with cultural and economic 
 limitations. For example, several factors may lower 
diagnostic accuracy in teledermatology consultations 
including poor image quality, insuffi cient clinical data 
supplied, diffi culty in appreciating the three- dimensional 
quality of skin lesions and the loss of information gained 
by hands-on patient examination. While some of these 
factors (i.e. inability to physically examine the patient) 
are inherent to the nature of telemedicine technology, 
others (i.e. poor image quality) have the potential to be 
ameliorated through the provision of up-graded equip-
ment and/or increased training of personnel in taking 
and submitting appropriate photographs and clinical 
information. To help address this aspect, materials 
detailing the proper technique for taking clinical photo-
graphs and successfully submitting consultations should 
be provided to participating clinicians (for example, see 
the Africa Teledermatology project website)  [  24  ] . 

 Economic, legal, cultural and technical limitations 
may also arise when establishing teledermatology pro-
grams in developing countries. Although skin diseases 
have been shown to occur with substantial frequency and 
infl ict signifi cant morbidity, dermatological health care 
is often overlooked in the allocation of medical resources. 
This is especially true in resource-limited settings already 
signifi cantly impoverished by epidemic levels of deadly 
diseases such as HIV/AIDS, which are often considered 
to be more pressing. This lack of recognition has resulted 
in limited fi nancial, technological and manpower 
resources at many health centers providing dermatologi-
cal care. Even when external funding is available to 
establish teledermatology programs, implementation 
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and ongoing utilization of these programs can be chal-
lenging, as the services place an increased burden on 
already scarce fi nancial and human resources. 
Sustainability of such programs is limited by political, 
economic, technical and cultural barriers. For example, 
modern communication systems including Internet ser-
vices in hospitals and remote health clinics must be 
maintained by governments of developing nations to 
ensure the sustainability of telemedicine programs  [  11  ] . 

 Additionally, social structures and cultural beliefs 
often limit the implementation of teledermatology ser-
vices, with some patients, providers and local institu-
tions expressing unease with the technology secondary 
to a lack of trust in security or privacy concerns. Others 
may feel that the technology will not improve their 
health care experience or outcomes. Similarly, local 
health care workers may also adopt negative attitudes 
toward the use of teledermatology services due to a vari-
ety of concerns. They may not feel comfortable submit-
ting consultations in English, believe that teledermatology 
will not improve the care of their patients, distrust the 
safety and privacy of the technology, prefer to refer 
patients to face-to-face consultations, or feel that 
 teledermatology is time-consuming and generates 
extra work  [  11  ] . These attitudes may result from inad-
equate  information due to political and economic differ-
ences,  cultural viewpoints, language barriers and varied 
percep tions of health and wellness. These beliefs can 
potentially be addressed via increased education about 
the technology and its potential benefi ts, with the provi-
sion of translation services to allow consultations to be 
submitted in the providers’ native language and assur-
ance of adequate privacy and security. Further, listening 
to the communities’ concerns and involving them in the 
incorporation of this technology in local health care may 
help increase the acceptability of the services. 

 Another issue which may arise with the use of 
teledermatology technology in developing countries is 
the presence of new and challenging legal problems. 
These issues generally relate to problems concerning 
the privacy and security of identifi able health informa-
tion, the reliability and quality of health data and medi-
cal liability issues arising in distance consultation. 
Consulting experts are commonly located in remote 
locations, necessitating that they investigate the poten-
tial risks concerning medical liability in the respective 
countries where the patients are located. The medico-
legal position of remote expert dermatologists is simi-
lar to that when telephone, fax, letter or email is used 

for consultation; therefore normal standards of care 
and skill should apply  [  11  ] . Submitting health care 
providers have an obligation to provide accurate clini-
cal information, submit quality, appropriate images 
and administer recommended treatments with the 
patient’s permission. Additionally, developing coun-
tries must adopt rules and regulations to address legal 
aspects of teledermatology technology including safe-
guards regarding data forwarding, data security, confi -
dentiality and the responsibilities of the involved 
providers, in order to protect patients’ rights  [  11  ] . 

 While most teledermatology projects in developing 
countries receive subsidized funding from external 
governments, NGOs or foreign universities and hospi-
tals, fi nancial constraints can contribute to the chal-
lenge of providing care via teledermatology programs 
and sustaining these programs over time. While some 
have demonstrated fi nancial advantages of telederma-
tology versus face-to-face consultations in terms of 
advantages for patients including reduced time missed 
from work, decreased loss of income and diminished 
time and expense for traveling, there is a lack of infor-
mation about the cost-effectiveness and sustainability 
of such services. This may result in part from the fact 
that economic analysis of teledermatology services is 
complicated due to the presence of a number of hidden 
costs and benefi ts which are diffi cult to quantify, 
including the cost of patients’ time and the intangible 
benefi t of earlier correct diagnoses  [  11  ] . Implementation 
costs for the establishment of teledermatology pro-
grams mainly consist of the costs for equipment, such 
as digital cameras and accessories, computers, image 
editing software, back-up systems and printers; equip-
ment maintenance; telecommunication services; and 
staff time and training  [  11  ] . On the other side of these 
programs, expert consultant dermatologists are not 
generally reimbursed for their time and efforts. 

 Another obstacle to the implementation of teleder-
matology programs relates to infrastructure and 
resource limitations. Power supplies in many areas of 
developing countries are frequently unreliable and 
telephone and/or Internet networks may also be incon-
sistent or lack widespread data coverage. In many 
areas of the developing world, workers experience dif-
fi culty uploading images onto a computer network, 
which is necessary for use of store-and-forward tele-
dermatology using digital cameras and a computer 
with Internet connection. Many remote medical work-
ers do not have access to traditional Internet, using a 
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 computer connection, however, they may have access 
to cellular phone data connections, making mobile 
telederma tology a potential solution. Mobile teleder-
matology also has an economic advantage over tradi-
tional store- and-forward teledermatology using digital 
cameras and Internet-connected computers  [  25  ] .  

   Examples of Systems in Place Available 
for Use 

   The Swinfen Charitable Trust 

 Lord and Laby Swinfen established the Swinfen 
Charitable Trust (  http://www.swinfencharitabletrust.
org/    ) in 1998 in order to “assist poor, sick and disabled 
people in the developing world” through consultation 
services allowing for the provision of access to expert 
medical advice from consultants around the world  [  11, 
  26  ] . Clinicians in developing nations are able to sub-
mit cases to specialists worldwide via an email tele-
medicine system which employs an automatic email 
messaging service, developed by the Centre for Online 
Health at the University of Queensland, Brisbane, 
Australia, that directs email messages about each case 
to all involved parties. The Swinfen Charitable Trust 
has 163 hospital links with 448 consultants in 59 coun-
tries in the developing world and in disaster and post 
confl ict situations, including Afghanistan, Cambodia, 
East Timor, Iraq, Nepal, Papua New Guinea and Sri 
Lanka. Services are provided in many specialty areas 
including dermatology, dentistry, pediatrics, obstetrics 
and gynecology, oncology, orthopedics, ophthalmol-
ogy, neurology, plastic surgery and trauma. This service 
provides users with high-resolution digital cameras 
and tripods and trains the local medical staff in the 
proper use of the equipment, allowing remote hospitals 
in developing countries to receive assistance free of 
charge  [  11  ] .  

   African Teledermatology Project 
(  africa.telederm.org    ) 

 The African Teledermatology Project (  http://africa.
telederm.org/    ) is an effort to utilize store-and-forward 
teledermatology technology to connect various medi-
cal institutions in Sub-Saharan Africa to more special-
ized dermatology units in the USA, Europe and 

Australia  [  24  ] . It was initially conceived as the  Uganda 
Tele-Dermatology-and E-Learning-Project  in February 
2007 under the sponsorship of the Kommission für 
Entwicklungsfragen (KEF) der Österreichischen 
Akademie der Wissenschaften  [  11  ] . The scope of the 
project was expanded with the collaboration between 
the Departments of Dermatology at the University of 
Pennsylvania, USA and the Medical University 
of Graz, Austria with the eventual additional inclusion 
of a number of other medical centers in eastern, central 
and southern Africa, leading to the formation of the 
Africa Teledermatology Project. The goal of the  project 
is to create a network for dermatologic teleconsulta-
tion and e-learning, providing medical support to local 
physicians, dermatologists, and health care workers in 
hospitals and clinics throughout Africa. Utilizing the 
telederm.org application, the consultation services 
allow for individual discussions pertaining to diagno-
sis and management of patients with skin diseases, 
links to educational resources, and access to a derma-
tologic curriculum. This curriculum has been created 
specifi cally for African sites in an effort to foster 
increased understanding and independence in clinical 
care and increase access to information and care in 
resource-limited areas  [  11,   27  ] . 

 The network allows users to register as clients or 
experts. Clients can submit cases via the Internet to 
experts who review cases, write comments, suggest 
diagnoses, make management recommendations and/
or discuss cases with other experts within the system. 
The web-based application allows store-and-forward 
medical cases to be uploaded with digital photographs 
and transferred via a password protected Internet con-
nection to an expert teledermatologist for feedback 
and suggestions. Clients may choose to send a request 
for consultation to a selected expert or for discussion 
in an open forum. Automatic email notifi cations are 
sent to selected experts when a case is submitted for 
their review. Notifi cations are also sent via email to 
clients when a comment is posted to one of their cases. 
Expert answers and interactions remain in a private 
fi eld for viewing only by the submitting client unless 
the case has been submitted for an open “discussion 
view.” In the fi rst year of the program, 160 telederma-
tology-supported patient cases have been processed 
via the project, with 35% of these cases involving chil-
dren and 25% of these cases relating to HIV-associated 
skin conditions  [  11  ] . The project website also includes 
a curriculum with educational materials. These include 
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a “discussion forum” for interesting or complex cases, 
exemplary cases with comprehensive discussions, a 
list of dermatology literature resources and a dermatol-
ogy curriculum tailored to the most common condi-
tions seen at participating sites. Additionally, detailed 
instructions are provided as to how to join the project 
as a consultant or submitting site.  

   Proyecto Latinoamericano 
de Teledermatología 
(  latinoamerica.telederm.org    ) 

 The Proyecto Latinoamericano de Teledermatología 
(  http://latinoamerica.telederm.org/    ) utilizes a Spanish 
version similar to the africa.telederm.org system in 
order to provide remote dermatology consultation ser-
vices and facilitate the exchange of information 
between health care providers in various parts of Latin 
America and dermatology experts. The program was 
created through a collaboration between the Department 
of Dermatology at the University of Pennsylvania, 
Philadelphia, USA; the Servei de Dermatologia 
Hospital Clinic in Barcelona, Spain; the Department of 
Dermatology at the Medical University of Graz, 
Austria; and the Dermatology Research Centre, 
University of Queensland, Brisbane, Australia. The 
project incorporates a store-and-forward teledermatol-
ogy platform, discussion forums, and Internet based 
educational resources. The website is currently being 
used to increase access to specialty dermatology con-
sultations by linking local dermatologists to clinicians 
in rural Mexico; however, any Spanish-speaking health 
care workers in Latin America may submit cases to be 
answered by expert dermatologists that are registered 
on the site  [  28  ] .  

   Amazonas – Brazil Teledermatology 
and Teledermatopathology 
Project (  piel.telederm.org    ) 

 Amazonas-Brazil teledermatology and teledermatopa-
thology project (  http://piel.telederm.org/    ) is a web 
application utilizing the telederm.org system which 
was created through a collaboration between the 
Department of Dermatology at the Medical University 
of Graz, Austria; the Unit of Social Dermatology at the 
National Reference Center for Hansen’s Disease 

(NRCHD), San Martino University Hospital, University 
of Genoa, Italy; the Dermatology Group of the 
University of Queensland School of Medicine, 
Brisbane, Australia; and the Foundation of Tropical 
Medicine of Amazonas (FMTAM) in Manaus, 
Amzaonas-Brazil. It allows dermatologists, dermato-
pathologists, pathologists, infectious disease special-
ists and other health care workers to discuss interesting 
cases in clinical dermatology of tropical diseases, with 
a special emphasis on leprosy, at no cost. Registered 
users can submit case information and digital images 
to a moderated forum for discussion with other users, 
and the site has been created to function in English, 
Spanish, or Portuguese  [  29  ] .  

   The Community for Teledermatology 
(  www.telederm.org    ) 

 The Community for Teledermatology was established 
in 2002 by the Department of Dermatology of the 
Medical University of Graz, Austria with the goal of 
developing a software application to facilitate world-
wide exchange of expertise and knowledge in derma-
tology and dermatopathology  [  11  ] . The program 
allows for the transmission of store-and-forward 
medical cases with attached clinical images via sev-
eral teledermatology networks, some of which are 
active in developing countries. These include the 
telederm.org project and the Africa Teledermatology 
Project  [  11  ] . 

 The telederm.org project was initiated in April 2002 
as a non-profi t venture under the auspices of the 
International Society of Teledermatology in partner-
ship with the Department of Dermatology, Medical 
University of Graz, Graz (Austria) and the Dermatology 
Group, School of Medicine, University of Queensland, 
Brisbane (Australia)  [  11  ] . The telederm.org project 
teledermatology network currently has over 1,300 par-
ticipating physicians from over 90 countries world-
wide who participate in a teleconsultation service to 
seek dermatology diagnostic and treatment advice as 
well as in an online discussion forum for the examina-
tion of challenging cases  [  11  ] . Clinicians from differ-
ent medical specialities and regions of the world are 
matched with dermatologists with a range of  experience 
and expertise. Approximately 30–40 new users join 
this network each month and around 20–30 new cases 
are submitted via the project each month  [  11  ] .  
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   India’s Telemedicine Initiative of the Indian 
Space Research Organization (ISRO) 

 The Indian Space Research Organization (ISRO) has 
created a telemedicine initiative linking super- specialty 
hospitals with rural and remote hospitals across the 
county via its geo-stationary satellites and through 
mobile telemedicine units. The ISRO’s telemedicine 
pilot program began in 2001 and has currently expan-
ded to connect over 330 hospitals, 280 remote/rural 
district health centers and hospitals with at least 50 
super specialty hospitals in major Indian cities, 
including 13 mobile telemedicine units. These mobile 
telemedicine units consist of medical equipment, 
telemedicine hardware and software and a connec-
tion to the satellite communication system mounted 
in a van, allowing for the establishment of a mobile 
telemedicine center at any location which can be 
used for teledermatology, tele-ophthalmology, dia-
betic screening, mammography, childcare and com-
munity health  [  30  ] . Over 300,000 patients have been 
served with teleconsultation and management through 
the ISRO telemedicine network. Additionally, the 
ISRO’s telemedicine program provides a means for 
continuing medical education and training of health 
care providers as well as regular monitoring of emer-
gency and intensive care and disaster management 
support  [  31,   32,   33  ] .  

   Institute of Tropical Medicine, in Antwerp, 
Belgium Telemedicine for HIV Care (  http://
telemedicine.itg.be    ) 

 In 2003 the Department of Clinical Sciences at the 
Institute of Tropical Medicine in Antwerp Belgium 
initiated this project to facilitate the introduction of 
antiretroviral therapy and guide AIDS care delivery in 
resource-limited settings. This site provides training, 
distance support, case discussions, and education for 
health care providers working in these areas  [  11,   34  ] . 
Users from many countries are able to register, log on, 
and submit questions and patient consultations by 
uploading a clinical scenario, which may include infor-
mation on the history, physical examination, labora-
tory fi ndings, and/or clinical images. The users receive 
advice via email messages from a server list and 
through a discussion forum on this telemedicine web-
site (  http://telemedicine.itg.be/    )  [  11,   34  ] .  

   University of Washington/University 
of Cape Town Initiative in South Africa 

 The Teledermatology Network for Underserved Areas 
of South Africa is a collaborative project between the 
University of Washington, USA and the University of 
Cape Town, South Africa. The program connects rural 
primary-care clinics via a teledermatology network to 
specialists and clinicians at the University of Cape 
Town and the University of Washington in order to 
provide dermatology consultation and educational ser-
vices. Consultations are sent via a secure email system 
for review to a distant dermatologist  [  35  ] .  

   Operation Village Health at Harvard 

 Operation Village Health began in 2001 as a means to 
allow Harvard-affi liated physicians in the Partners 
HealthCare system (now the Center for Connected 
Health) to support Cambodian health care workers. 
Local providers are able to send point-of-care clinical 
data including digital images via email to volunteer phy-
sicians in Boston, USA and Phnom Penh, Cambodia for 
consultation and recommendations. The program also 
provides resources on the ground such as basic point-of-
care laboratory supplies and relevant clinical guidelines 
to supplement the telemedicine support  [  36  ] .  

   Telepathology Network of the University 
of Basel (iPath) 

 The Department of Pathology of the University 
Hospital Basel developed the iPath software as an open 
source framework for building web- and email-based 
tele-medicine applications (  http://telemed.ipath.ch/
ipath/    )  [  37,   38,   11  ] . This system is currently in use on 
all continents, including in many developing countries, 
as a means to store medical cases with attached images 
and other supporting documents in closed user groups 
in which users can review cases, suggest diagnoses and 
submit feedback and comments  [  38,   11  ] . Membership 
is open to anyone, and users are organized into one or 
more discussion group with moderators who can assign 
group members and edit erroneous data. 

 Several telemedicine networks serving developing 
countries, including some which involve  teledermatology, 
are currently hosted by iPath. These include the Solomon 
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Islands National Telemedicine Network, a partnership 
between the National Referral Hospital in Honiara, South 
Pacifi c Medical Projects and the University of Basel 
which strives to improve health care delivery in provin-
cial hospitals in the Solomon Islands with a focus on der-
matology, radiology, orthopedics and pediatrics  [  39  ] . 
Another telemedicine network which utilizes iPath is the 
LT Telepatologija network of pathologists and other 
medical specialists in the Baltics which serves to support 
clinicopathological case discussions, consultations and 
education  [  40  ] . RAFT-Forum, a telemedicine platform 
of the Réseau de Téle-enseignement et de Télémédicine 
Francophone, utilizes the iPath host to provide a forum 
for webcasting of interactive courses for health care 
workers in French-speaking regions of Africa to encour-
age knowledge sharing amongst participating institu-
tions  [  41  ] . iPath also hosts the Telemedicine Sur platform 
for medical discussions, education and consultations for 
health care practitioners in Latin America involving 
mainly dermatology, pathology, pediatrics and venerol-
ogy  [  42  ] . The West Africa Doctors and Healthcare 
Professionals Network is also based on the iPath soft-
ware and aims to enhance communication capabilities of 
physicians for continuing medical education, informa-
tion access and diagnosis and management support in 
various specialties  [  43  ] . In Nepal, the iPath platform is 
used to provide low-cost email, Internet access and a 
range of medical and public health resources via the 
HealthNet Nepal program which enables health care 
providers through Nepal to communicate and exchange 
knowledge  [  44  ] . Another telemedicine program which 
utilizes iPath is the Teledermatology project in Port St 
Johns, South Africa. This project strives to improve 
access to dermatological care for patients while also 
increasing practitioner’s skills and knowledge  [  45  ] .  

   ClickDiagnostics – Mobile Phone Based 

 ClickDiagnostics, Inc. is a global tele-health company 
headquartered in Cambridge, Massachusetts, USA. 
The ClickDiagnostics mobile telemedicine service has 
been developed with resources from the MIT Media 
Lab, MIT Sloan School of Management, Harvard 
Kennedy School of Government, Harvard Medical 
School, University of Pennsylvania Department of 
Dermatology, and africa.telederm.org. It provides a 
mobile technology-based infrastructure to connect 
community-based health-workers to remote medical 

specialists. Remote health care workers are able to 
gather information and digital images with a mobile 
camera phone and upload this information to a central 
server via mobile phone software whenever connectiv-
ity is available. Successful programs for dermatology 
and oral medicine have been initiated in Botswana, 
and a teledermatology pilot has been completed in 
Ghana. Additionally, educational resources can be pro-
vided via a mobile-phone interface  [  46  ] .   

   What Is Needed to Get Started for a Store 
and Forward Versus a Live Interactive 
(Real-Time) Program 

 Participants in teledermatology programs require some 
basic equipment. For participation in store-and-forward 
teledermatology projects, a computer with necessary 
software, a digital camera of adequate resolution, an 
uninterruptible power supply and access to the tele-
phone and or Internet network are needed  [  14  ] . Digital 
clinical and/or pathological images can be provided via 
a digital camera, video camera, and/or a fl atbed or slide 
scanner  [  14  ] . Mobile teledermatology based on the store 
and forward method involves the use of mobile devices 
such as mobile camera phones or personal digital assis-
tants which are equipped with digital cameras with suf-
fi cient resolution to capture good quality digital images 
and transmit them via a wireless network directly to 
remote experts’ cellular telephones or computers. 
Mobile phones which incorporate digital cameras are 
currently available around the world at an affordable 
price and allow for data and image capture, transfer and 
storage, with high mobility and portability  [  47  ] . 

 Live interactive, or real-time, teledermatology con-
sultation utilizes a video-conferencing monitor to 
allow a distant dermatologist to visualize and directly 
interact with the patient in a manner similar to a tradi-
tional clinic-based encounter. This platform requires 
more expense and sophisticated video-conferencing 
technology as well as wide bandwidth communication 
lines for an adequate quality of streaming video  [  48  ] .  

   Conclusion 

 The use of teledermatology is increasing in developing 
countries and shows promise for enhancing provider 
educational opportunities, increasing access to  specialized 
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dermatology care and improving patient care. With 
these various benefi ts and the growing number of pro-
grams targeted at developing nations, teledermatology 
may soon become an integral part of the health care 
system in some countries. With the incorporation of 
such technology into the health care systems, health 
policy makers and health care workers in developing 
countries must consider standards and regulations 
relating to the use of telemedicine  [  21  ] . Additional 
attention must be focused on the ethical, legal, eco-
nomic and technical issues arising with the use of 
teledermatology to ensure acceptance, security, eco-
nomic viability and effi cacy of such programs thus 
leading to sustainability. Research efforts to expand 
the understanding of teledermatology programs in 
developing countries is also needed to confi rm the 
clinical benefi ts and cost-effectiveness of such tech-
nology in this setting  [  21  ] . The growing use of mobile-
phone based teledermatology may help overcome 
some of the technical and economic challenges of 
store-and-forward or live video teledermatology plat-
forms and potentially allow for such services in more 
remote areas. Additionally, teledermatopathology pro-
grams could refi ne teledermatology services by assist-
ing with confi rmation of diagnoses and contributing to 
training and collaborative research  [  21  ] . 

 Teledermatology programs hold the potential for 
extending much-needed health care services to remote 
and resource-poor areas in developing countries. 
An important feature of these programs must be that 
they are sustainable and can positively contribute to 
the community over an extended period of time. For 
teledermatology to become integrated into health care 
in developing countries, all participants must be satis-
fi ed and comfortable with the technology.     
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     Introduction 

 Teledermatopathology is the application of modern 
advances in communication to dermatopathology for 
the distant diagnosis of skin specimens. This diagnos-
tic approach involved in the beginning two major sys-
tems: the dynamic real-time transmission of images 
from distant locations to consulting pathologists via 
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  Core Messages  

      •  Teledermatopathology can be performed with 
three options: (a) the static store-and-forward 
(SAF) option involves the single fi le transmis-
sion of subjectively preselected and captured 
areas of microscopic images by a referring 
physician, (b) the real-time transmission of 
images from distant locations to consulting 
pathologists by the remote manipulation of a 

robotic microscope, (c) the hybrid virtual slide 
systems (VSS) that involves the digitization of 
whole slides at high resolution thus enabling 
the user to view any part of the specimen at 
any magnifi cation.  

  •  VSS overcomes those major limitations con-
cerning SAF teledermatopathology (i.e. “fi eld 
selection error,” image quality).  

  •  VSS has various applications: telediagnosis in 
daily routine work, second opinion consulta-
tion, quality assurance service, teleteaching, 
tele-education and Virtual Slide Congresses.  

  •  Already several specifi c web sites are present 
in Internet.  

  •  Despite SAF teledermatopathology being the 
most frequently used and less expensive 
approach to teledermatopathology, VSS repre-
sents the future in this discipline.  

  •  Anyhow, expertise of the teleconsultants and a 
sophisticated clinico-pathologic correlation 
remains of upmost importance to fi nalize a 
correct diagnosis with teledermatopathology.    



58 C. Massone et al.

the remote manipulation of a robotic microscope or 
alternatively, a static store-and-forward (SAF) option 
in which each image is captured and transmitted as a 
single fi le  [  1–  3  ] . 

 Analyzing the number of publications in telermato-
pathology and in telepathology in Pub Med, it is a mat-
ter of fact that after the initial enthusiasm that followed 
the general development of telemedicine in general 
and specifi cally of teledermatology more than 15 years 
ago, interest of dermatopathologists for teledermato-
pathology decreased during the last years. On the con-
trary, research and innovation in telepathology 
increased and nowadays telepathology is a fl orid real-
ity. This makes that new systems are fi rstly tested and 
implemented for telepathology and afterwards trans-
lated to teledermatopathology, as happened for the 
recently developed Virtual Slide Systems (VSS) and 
the Virtual Microscope (VM)  [  4,   5  ] .  

   The Technological Equipment 

 Even if the technological bases of teledermatopa-
thology are a suited microscope, a digital camera, a 
computer and an Internet connection, each of the 
three systems requires completely different hardware 
and software from low cost systems to high expen-
sive ones. Moreover, a more than basic IT knowledge 
is required for optimal results. Last, but not least, 
independently from the system applied, the fi nal 
result depends directly to the quality of the original 
HE slide. 

   SAF Teledermatopathology 

 The SAF-system is currently the most common 
 app lication used in teledermatopathology. Recently, 
DeAgustín et al. reviewed hardware and software cur-
rently available for SAF systems  [  6  ] . Each image is 
captured by a conventional camera/video camera adap-
ted on a normal microscope. Images are saved on a 
smart card and then downloaded on a personal com-
puter where editing can be done using image specifi c 
software (i.e. Photoshop, Adobe Systems GmbH, 
Saggart, Republic of Ireland). These are then transmit-
ted as a single fi le by e-mail or File Transfer Protocol 
(FTP) to one or more teleconsultants individually for 
evaluation. Compression of the fi les using the current 

standard compression format called Joint Photographic 
Experts Group (JPEG) can solve transmission prob-
lems due to large image size. Upon arrival, the images 
are saved on the teleconsultant’s personal computer 
but would need to be sent along to other teleconsul-
tants in order to seek further opinions  [  1,   7,   8  ] . 

 SAF teledermatology presents both advantages and 
disadvantages. The application is relatively easy and 
fast to use, requiring only basic informatics knowl-
edge. In fact, most modern microscopes today are 
already equipped with a photographic camera adaptor, 
reducing any additional costs. A photographic digital 
camera and a personal computer with Internet connec-
tion that can be associated to specifi c image software 
are the minimum equipment requirements. 

 An important issue of SAF teledermatopathology is 
that of image quality and selection. The former is 
dependent upon two basic points: image acquisition 
and photo-editing. The currently available digital 
photo-cameras can acquire high-resolution images and 
produce excellent images even at high magnifi cations. 
At low magnifi cation (scanning,  × 2), however, the 
image quality is not satisfactory and does not compare 
to conventional microscopy. Interestingly enough, 
none of the previously mentioned studies attributed 
their errors to image quality  [  1,   7–  15  ] . The process of 
photo-edition using specifi c image software can 
enhance the image quality, but requires special skills 
and experience in order to obtain quality results. 

 Secondly, image selection is critical in achieving 
correct histopathologic diagnosis, even for expert 
observers. A referring pathologist who correctly estab-
lishes a reliable differential diagnosis will be able to 
identify which morphologic elements require expert 
interpretation. On the other hand, one who does not 
formulate a plausible differential diagnosis will most 
likely hinder the correct expert assessment. Indeed, the 
selection issue becomes crucial when particular subtle 
features are clues for diagnoses. Incorrect diagnoses 
due to the lack of relevant image capture are termed 
“fi eld selection error.” This type of error was reported 
in three of the above-mentioned studies and is an 
important issue not only in skin pathology but also in 
many others organ systems  [  1,   8  ] . 

 Even highly experienced dermatopathologists enco-
unter serious diffi culties in performing diagnoses in dif-
fi cult cases; this premise can also be applied for SAF 
teledermatopathology. It is therefore important that 
expert teleconsultants be mindful of the individual 
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 limitations regarding particular cases. In some cases the 
result will simply refute or confi rm the baseline proposal. 
If a diagnosis is done by exclusion of other diseases, 
SAF teledermatopathology will require more images, a 
detailed clinical background and an accurate follow-up 
of the patient in order to achieve a conclusive diagnosis.  

   Real-Time (Dynamic) Teledermatopathology 

 This approach attempts to reproduce a dynamic screen-
ing via live, full-motion, remotely controlled video 
microscopy. Real-time teledermatopathology is more 
appealing to most pathologists because it closely 
resembles the established technique of traditional 
pathologic examination. However, it requires a high 
quality and fl exibility of communication in order to 
transmit video images and carries economical limita-
tions associated with software and hardware applica-
tions, in addition to availability of high fi delity 
telecommunication  [  1,   8  ] . A further limitation of this 
option is the requirement of synchronicity between the 
consultant and the referring physician. It can prove dif-
fi cult to coordinate each person’s availability and indeed 
time-zonal differences create a further challenge.  

   Virtual Microscope Teledermatopathology 

 In the last several years hybrid systems that combine 
limited robotic capabilities with high resolution images 
have been introduced in telepathology and are known 
as Virtual Slide Systems (VSS) (i.e. see also   www.ape-
rio.com    ). These new VSS are large, single fi le, digital 
facsimiles of the visual content of glass microscope 
slides acquired at high magnifi cation using a ×20 or 
×40 objective lens  [  2,   16  ] . This fi le can then be viewed 
on any computer at any location with a virtual micro-
scope interface where a user can alter the magnifi ca-
tion during virtual assessment  [  2,   16  ] . VSS image 
quality is infl uenced by the quality of the H&E slide, 
presence on the H&E slide of the whole section and 
the positioning of the image, where an orthogonal dis-
position of the tissue in the slide border becomes man-
datory in order to ensure correct image orientation 
 [  17  ] . VSS overcomes those major limitations concern-
ing SAF teledermatopathology and combines the 
advantages with those of the real-time method. This 
technique has enormous potential with the  introduction 

of an automatic slide feeder that allows the user to pro-
duce slides in digital format that can be used in daily 
routine diagnostic work (Fig.  7.1    ).  

 The initial concerns of VSS regarding the time 
needed to scan the slides have been overcome by the 
development of ultrarapid virtual slide processor 
(DMetrix)  [  5  ] . The application of this technique how-
ever, is hindered by economical concerns (cost of 
equipment) and by slow transmitting connections 
related to the present scarcity of broadband lines  [  1, 
  16,   18  ] . Some web-based versions of a virtual micro-
scope have been developed in an effort to reduce trans-
mission problems by only transmitting those fi elds 
which are immediately required by the viewer (see 
next section)  [  15,   18,   19  ] . Images stored on a VS server 
are accessible to multiple users simultaneously, and 
are of diagnostic quality that could be used for many 
purposes from routine work to education for medical 
students or self assessment courses  [  3,   4  ] .   

   The Literature Background 
in Teledermatopathology 

 A number of studies have investigated the feasibility of 
 SAF teledermatopathology  application predominantly 
on nonmelanoma skin cancers or melanocytic lesions 
and all have indicated a signifi cant level of diagnostic 
agreement  [  9–  13  ] . A diagnostic concordance of 100% 
was achieved in studies by Weinstein et al. and Dawson 
et al. who evaluated margin assessment in frozen sec-
tions of nonmelanoma skin cancer and cutaneous Basal 
cell and Squamous cell carcinomas respectively  [  9,   10  ] . 
Okada et al. achieved this same value through compari-
son of pathologic and dermatopathologic techniques 
for investigations of melanocytic lesions while Ferrara 
et al. found a diagnostic accuracy of 100% for the com-
bined dermoscopic-pathological approach towards 
these lesions  [  11,   12  ] . Della Mea et al. observed a  K  
statistic of 0.79 between two pathologists also examin-
ing melanocytic lesions  [  13  ] . Piccolo et al. demon-
strated an improvement of telepathologic concordance 
when combined with conventional microscopy, an out-
come also seen by Berman et al. who additionally found 
improvements with the provision of clinical history 
 [  14,   15  ] . These studies also revealed that diagnostic 
effi cacy and accuracy in teledermatopathology may be 
particularly weak when examining entities that require 
the identifi cation of subtle architectural arrangements 
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a

b

c

  Fig. 7.1    ( a – c ) Images from a virtual microscope image (Aperio, 
Aperio Technologies, Inc., Vista, CA, USA). Starting from the 
single image fi le (which is a svs fi le 431 MB in size) a user can 
change the magnifi cation from an overall low-power ( a ), to 
medium-power ( b ), till to the maximal resolution at which the 

specimen was scanned (×40) ( c ). The image resolution does not 
decrease when the magnifi cation increases. The “rotate tool” 
allows to turn the image as desired. The “hand tool” allows to 
move and to look the digital image exactly as a normal glass 
slide       
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as in infl ammatory skin diseases or delicate cytologic 
features as in dysplastic nevi  [  1,   7–  15  ] . 

 Morgan et al. studied the effi ciency and reproduc-
ibility of  dynamic teledermatopathology  through com-
parison of diagnoses on 100 specimens (25 melanocytic 
lesions, 50 non-melanoma skin cancers, 25 infl amma-
tory dermatoses) rendered by two independent, board 
certifi ed dermatopathologists using a double-headed 
microscope and teledermatopathology from two remote 
sites (approximately 64 km apart)  [  1  ] . The image was 
sent through T1 line and was received through a recip-
rocal personal computer running the identical V-TEC 
code and software. It was then processed and sent at a 
resolution of 640 × 480 active lines. A separate voice-
transmittal speakerphone line was present at each facil-
ity and in this setting the pathologists were able to 
generate remote telediagnoses in less than 1 min per 
slide for random, unselected cases. The agreement for 
teledermatopathology ( k  = 0.76) was good, but still 
below that of the conventional two-headed microscopy 
( k  = 0.93) and the video assessed diagnosis took longer. 
It was concluded however, that dynamic teledermato-
pathology does not appear to present a serious time 
limitation in clinical practice given the proper equip-
ment and expertise of the operators  [  1  ] . 

 Concerning  VSS , a high level of diagnostic concor-
dance between microscope diagnosis and remote tele-
diagnosis of gastrointestinal specimens based on VSS 
was achieved by Molnar et al. and China Li et al. dem-
onstrated feasibility in surgical pathology  [  20,   21  ] . In 
addition to showing that VSS are a realistic alternative 
to conventional pathology, Costello et al. developed an 
online pathology software tool (ReplaySuite) based on 
a VSS that presents archived virtual slide examinations 
to pathologists in an accessible video-like format  [  22,   23  ] . 
Studies by Gilbertson et al. established that the VS 
images are suffi cient for pathologists to make reliable 
diagnostic decisions and compose diagnostic reports 
 [  24  ] . Furness et al. found that the only signifi cant dif-
ference between diagnoses proffered on the basis of 
VSS and conventional slides, was that using VSS took 
pathologists considerably longer  [  25  ] . 

 Few experiences have been reported concerning the 
use of VSS specifi cally in teledermatopathology. 
Leinweber et al. focused on the technical requirements 
for achievement of a correct diagnosis on digital histo-
pathologic images  [  26  ] . A collection of 560 melano-
cytic lesions was selected from the fi les of the 
Department of Dermatology, Medical University of 

Graz, Austria. From each lesion one entire histologic 
slide was digitally scanned with a robotic microscope, 
a second generation virtual slide processor of “Class 
4A” (according to the classifi cation of Weinstein et al. 
on telepathology systems)  [  3,   27  ] . Apart from scan-
ning, focusing, recording and storing, the software also 
allowed a reproduction of images in different magnifi -
cations. Digital pictures were reviewed by four der-
matopathologists using a presentation program, which 
recorded the number of image calls, applied magnifi -
cations, overall time needed and amount of transmitted 
bits during the digital sign-out. One month later, the 
four microscopists had to review the corresponding 
slides and render a direct diagnosis on each case. 
Telepathologic diagnoses corresponded with the origi-
nal diagnoses in a range from 90.4% to 96.4% of cases 
( K  =    0.80–0.93). The transmission time correlated to 
about 1 min and the median time needed for achieve-
ment of a diagnosis was 22 s (being signifi cantly higher 
for melanomas compared with nevi). The authors con-
cluded that minimal time exposure is needed for cor-
rect reporting on digital histopathologic images and 
that ISDN lines are suffi cient for adequately fast trans-
mission following JPEG compression  [  26  ] . 

 Massone et al. performed the fi rst specifi c study in 
teledermatopathology using VSS focusing only on 
infl ammatory skin diseases  [  28  ] . Twelve teleconsultants 
from six different countries were asked to report on 46 
cases recruited from the routine collection of the 
Research Unit for Dermatopathology, Medical Univer-
sity of Graz, Austria. Digitalized images of each slide 
were obtained by scanning at ×20 optical magnifi cation 
with a second generation virtual slide processor of 
“Class 4A” that allows performing a high-resolution 
automatic acquisition of tissue sections  [  2,   3  ] . The 
image software integrated and created digital high-reso-
lution images of the whole skin specimen in JPEG for-
mat with a compression ratio of 80%. The digital images 
in original format were uploaded to a server of a specifi c 
web application suited for telepathology (  http://teled-
erm.org/research/dermatopath/default.asp    ) which was 
login and password protected and only available to the 
participants of this study  [  29,   30  ] . This web application 
integrates an image viewer software (WebScope © ) and 
works in a manner that closely resembles a light micro-
scope. Sample images of this study are available on the 
Internet at   http://telederm.org/research/dermatopath/    . 
For each case histopathologic images and limited clini-
cal data were available directly on the web application. 
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Even taking into consideration the differences between 
this study and those among the literature it is obvious 
that the result of 73% correct telediagnosis is signifi cant 
low  [  1,   7–  15  ] . As the teleconsultants in the studies were 
highly experienced, it is believed that intrinsic diagnos-
tic diffi culties associated with cutaneous infl ammatory 
pathology as well as the availability of complete clinical 
data infl uenced this loss of diagnostic accuracy. Other 
plausible explanations include the unfamiliarity of the 
consultants to the device where the slide analysis setting 
is very different to that which they are accustomed. 
Rather than viewing slides through a circular plane via 
the microscope eyepiece, the consultants are now seeing 
the image on a rectangular plane presented via the com-
puter screen which will no doubt require a period of 
adjustment. Another limitation of VSS is the failure to 
identify microorganisms in the virtual images despite 
their documented histologic presence (personal experi-
ence). Cerroni et al. confi rmed that both clinical picture 
and data can improve the diagnosis of telepathologists 
of 16.6%  [  31  ] . 

 Nielsen et al. recently tested VSS feasibility for 
skin tumors, proving an accuracy of 89.2% for VSS 
and 92.7% for conventional microscopy. All  k  coeffi -
cients expressed very good intra- and interobserver 
agreement among the four telepathologists  [  32  ] .  

   VSS in Telepathology 

 VSS has various applications and apart from telediag-
nosis in daily routine work and second opinion consul-
tation, teleteaching and tele-education represent two 
major alternatives with high potentiality. In a telepa-
thology education setting, Lundin et al. developed a 
digital atlas of breast histopathology based on a web 
based virtual microscope application (  http://www.
webmicroscope.net/breastatlas    )  [  33  ]  while Helin et al. 
applied VSS in teaching and standardizing Gleason 
grading in prostate carcinoma  [  18  ] . Schrader et al. 
developed a unique software capable of combining 
the histological virtual slide and the text information 
of the dictation process: this “diagnostic path” can be 
used for image retrieval, quality assurance or for 
 educational purposes  [  34  ] . Boutonnat et al. received 
positive feedback from students of two French medical 
schools that were taught histopathology using VSS, 
where overall student interaction also improved  [  35  ] . 
Analogous good results in the educational setting were 

obtained by Kumar et al.  [  36  ] . Fujita et al. developed a 
VSS to create and viewing clinico-pathologic cases 
 [  37  ] . Della Mea et al. developed an open source soft-
ware system for whole slide imaging (eSlide suite) 
 [  38  ] . Web conferencing systems using Skype and MSN 
have been tested by Klock and Gomes  [  39  ] . An inno-
vative telemedicine-enabled rapid breast care service 
that bundles telemammography, telepathology, and 
teleoncology services into a single day process has 
been implemented by Lopez et al.  [  40  ]  Successful 
experiences in Virtual Congresses of Pathology and 
Virtual Slide Congresses have been reported  [  41  ] .  

   Teledermatopathology on the Web 

 Different web applications shares dermatopathology 
images with free access for educational purposes.

   Dermpedia:   • http://www.dermpedia.org/      
  Diagnostic Image Forum:   • http://www.uninet.edu/
copat/dermopat.html      
  Derm-Path India:   • http://www.histopathology-india.
net/dermpath.htm      
  Atlas of dermatopathology:   • http://atlases.muni.cz/
atlases/kuze/atl_en/sect_main.html      
  Dermatopathonline.com:   • http://www.dermatopa-
thonline.com/      
  Pathowiki:   • http://www.pathowiki.org/pathowiki/
index.php/Kategorie:Haut        
 Other websites where cases are presented for sec-

ond opinion consultations have a limited access to reg-
istered users only.

   The Community for Teledermatology:   • www.teled-
erm.org      
  piel.telederm.org:   • http://piel.telederm.org/default.asp        
 The advantage of these SAF application is that 

images are available to a number of teleconsultants 
simultaneously. The security and privacy of the web 
application is guaranteed by a personal login and pass-
word used by each teleconsultants to access to patients 
data  [  29,   30  ] . 

 SAF web applications specifi cally have been also used 
for specifi c teledermatopathology studies (i.e.   http://
telederm.org/research/dermatopath/default.asp    ) [  28  ] . 

 Some web-based versions of a virtual microscope have 
been developed in an effort to reduce transmission prob-
lems by only transmitting those fi elds which are immedi-
ately required by the viewer (i.e.   http://www.webmicroscope.
net/    ,   http://telederm.org/research/dermatopath/default.asp    , 
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  http://alf3.urz.unibas.ch/vmic/list.cfm    ,   http://interpath1.
uio.no/telemedisin/WebInterPath/interpathindex.htm    ).  

   Limitations of Teledermatopathology 

 In dermatopathology the detailed knowledge of skin 
pathology and semiotics should always be integrated 
with the clinical background in order to arrive at a cor-
rect diagnosis. Two examples of dermatopathologic 
entities that might be particularly problematic in rou-
tine dermatopathology are infl ammatory dermatoses, 
characterized by subtle pattern-arrangements of infl am-
matory cells and dysplastic nevi revealing subtle 
changes in architectural and cytologic appearance that 
lead easily astray to a more malignant behavior. These 
lesions are also of major concern for achieving correct 
diagnoses in teledermatopathology  [  28,   31  ] . Earlier 
studies focusing on nonmelanoma skin cancers or mel-
anocytic lesions have successfully demonstrated the 
feasibility of both real time and SAF teledermatopa-
thology  [  1,   12–  15  ] . However, it was already observed 
that examination of lesions requiring identifi cation of 
subtle architectural arrangements or delicate cytologic 
features as in examples just described, may signifi -
cantly weaken the diagnostic effi cacy and accuracy in 
teledermatopathology  [  1,   12–  15,   28  ] . Also the recent 
applications of VSS in teledermatopathology both on 
melanocytic lesions and infl ammatory skin diseases 
have confi rmed the intrinsic diffi culty of dermatopa-
thology and teledermatopathology  [  26,   28,   31  ] . Further 
development of the VSS, new studies using the new 
virtual slide processor and training with the virtual 
microscope might improve the diagnostic performance 
of teleconsultants. Suffi ce to say that expertise of the 
teleconsultants and a sophisticated clinico-pathologic 
correlation remains of upmost importance  [  32,   42–  45  ] .  

   Prospects for the Future 

 The virtual microscopy is widely accepted in pathology 
for educational purposes and teleconsultation  [  46,   47  ] . 
The recent pilot studies suggest that the use of remote 
expert consultants in diagnostic pathology can be inte-
grated into the daily routine  [  5,   16,   45–  50  ] . A recent 
study investigated a randomized comparison of virtual 
microscopy and traditional glass microscopy and 
showed that residents in dermatology and pathology 

performed similarly in diagnosing dermatopathology 
disorders using virtual slides or glass slides  [  51  ] . VSS 
telepathology defi nitively offers the possibility to break 
the limitations of conventional static telepathology. The 
complete histological slide may be investigated instead 
of sets of images of lesions sampled by the presenting 
pathologist. The benefi t is demonstrated by the high 
diagnostic security of 95% accordance between fi rst 
and second diagnosis  [  46  ] . Open issues still remain 
medicolegal and reimbursement that will have to be 
clarifi ed and specifi ed  [  48  ] , but defi nitively VSS pos-
sesses high potentiality not only in teleconsultation and 
tele-education, but also in quality assurance service and 
remote routine diagnosis  [  50  ] . 

 Also in teledermatopathology, VSS technology 
would enable rapid and reproducible diagnoses, even 
though problems exist in the intrinsic diffi culty of inter-
preting dermatopathology of infl ammatory and neoplas-
tic skin diseases particularly in the context of lack of 
complete clinical data. In fact, Massone et al. concluded 
that despite its usability, the performance in teleder-
matopathology seemed to have also been infl uenced by 
the availability of complete clinical data  [  28  ] . As stated 
above, clinico-pathologic correlation will be the gold 
standard also for teledermatopathology  [  28,   31  ] . 

 Despite SAF teledermatopathology being the most 
frequently used and less expensive approach to teleder-
matopathology, VSS represents the future in this disci-
pline. As technology continues to be refi ned, the 
problems reported in previous literature will be over-
come. While presently the economical investment for 
VSS or real time teledermatopathology equipment may 
be beyond the reach of most dermatopathology prac-
tices, high resolution devices will become accessible for 
most of us in the not too distant future  [  42–  45  ] .  

   Conclusions 

 The clinical reading environment for the twenty-fi rst 
century pathologist looks very different than it did even 
a few short years ago. Glass slides are quickly being 
replaced by digital “virtual slides,” and the traditional 
light microscope is being replaced by the computer 
 display  [  45,   49  ] . Improvements in the diagnostic facil-
ity will no doubt follow on from further development of 
the VSS, the slide processor and of course training in 
the use virtual microscope. Undoubtedly as technology 
becomes even more sophisticated, in the future VSS 
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will overcome the present drawbacks and fi nd its place 
specifi cally in the fi eld of teledermatopathology.      
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     Telemedicine and Teledermatology 

 The twenty-fi rst century has ushered in an ever expand-
ing network of medical communication modalities. 
Subsequently Telemedicine, a now well established 
component of modern medicine, is used internation-
ally, with the goal of optimizing diagnosis, treatment, 
and teaching. Dermatology, perhaps the most visual of 

medical specialities, is uniquely positioned to take 
advantage of this fi eld of medicine. 

 Despite the relative age of telemedicine and the 
potential for dermatology to take advantage of this med-
ical modality, quite surprisingly teledermatology as a 
subdivision has only recently evolved. Dermatologists 
in the USA were the fi rst to begin exploring the area. In 
response to Dermatological isolation, Perednia and 
Brown  [  1  ]  fi rst utilized teledermatology in rural Oregon 
in 1995. Two years later in Minneapolis, Zelickson and 
Homan  [  2  ]  found a diagnostic concordance of 88% 
between face-to-face diagnosis and teledermatology on 
nursing home patients, albeit on a mere 29 subjects. 
Teledermatology has become far more widespread sub-
sequent to this early experience, particularly in restricted 
areas with a paucity of dermatologists, where it pro-
vides an invaluable resource for a wide range of doctors 
and their patients.  

   Teledermoscopy 

 Dermoscopy (dermatoscopy) is a non-invasive, in-vivo 
technique which allows the clinician to examine cuta-
neous micro-features not visible under macroscopic 
examination. It is proven to be a more accurate tool 
in the diagnosis of melanoma than naked-eye exami-
nation  [  3  ] . Considerable time passed between the ini-
tial descriptions of dermoscopy as a valuable technique 
to diagnose skin tumors and its incorporation into 
everyday practice – some believed it was diffi cult to 
learn and not worth their while as established clini-
cians, whilst others questioned its accuracy and clini-
cal utility. Only relatively recently has it become 
incorporated into the mainstream practice of 
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  Core Messages     
   •  Dermoscopy images are easy to capture and 

transmit.  
  •  A teledermoscopy service implemented in the 

correct clinical setting has the potential to save 
health systems considerable money.  

  •  Teledermoscopy needs to be used as an adjunct 
to a thorough history and full examination 
rather than to view single lesions in isolation.  

  •  Legal waters are nebulous and without pre-
cendent.  

  •  Mobile phones and portable USB microscopes 
are interesting future developments in image 
acquisition and relay.  

  •  Rigorous evaluation is still required before wide-
s pread implementation of teledermoscopy.    
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 dermatologists, particularly in the USA. Once consid-
ered an area of high specialization, dermoscopy is now 
the fasted growing method used to image skin and an 
integral part of the initial consult for many patients. 

 Teledermoscopy represents a rapidly evolving fi eld of 
teledermatology. Through ‘store and forward systems’ 
or less commonly ‘real-time systems’ a remote telecon-
sultant can give an opinion on the diagnosis and manage-
ment of images. Dermoscopic images are obtained 
digitally through the use of a consumer camera with a 
special lens or adaptor. These images are then easily 
sent, typically via secure email, to experts in a remote 
location. Resultantly, most practitioners with access to a 
matched dermoscope/digital camera and internet access 
have the facility to participate in teledermoscopy. 

 Within 24 h of receiving images, the teleconsultant 
will typically send a reply email offering their provi-
sional diagnosis, any differential diagnoses, and a pre-
ferred course of action. The referral system is therefore 
extremely convenient, as the interaction is not ham-
pered by different time zones or the time restraints of a 
busy practice.  

   Teledermoscopy Versus Teledermatology 

 Teledermatology has already gained widespread accep-
tance; It is however easy to envisage a time when 
teledermoscopy becomes far more popular amongst 
GPs, dermatologists inexperienced in dermoscopy, and 
patients alike. Clearly the major pressure driving tele-
medicine and teledermatology is the lack of regional 
dermatologists to cover a huge burden of disease in 
remote locations. This rural patient:doctor ratio is 
ever-expanding, and in concert with the high propor-
tion of pigmented skin lesions amongst consultations, 
makes teledermoscopy an attractive concept in this 
medical context. Patients can be reassured that an 
expert will be examining their lesion within 24 h, as 
opposed to travelling huge distances after waiting sev-
eral months for an appointment. 

 Additionally, teledermoscopy is not burdened by 
limitations which make accurate diagnoses diffi cult in 
many medical teledermatology consultations, such as 
a preference for 3D images. Dermoscopic images can 
be sent with color and image calibration, and in the 
majority of cases the image, which is projected on a 
large computer screen, is equivalent to that which the 
clinician would see in person. 

 Provost and colleagues compressed digital dermo-
scopic images and transmitted them over telephone 
lines in 1998, fi nding that an accurate diagnosis could 
be made using this modality  [  4  ] . Comparing teleconsul-
tation with face-to-face diagnosis of pigmented skin 
lesions, Piccolo et al.  [  5  ]  later found a diagnostic con-
cordance of 91%. In another study of 43 pigmented skin 
lesions by Piccolo  [  6  ] , the diagnostic accuracy was 
related to the experience of the teleconsultant and the 
intrinsic level of diagnostic diffi culty of the lesion, with 
a concordance of between 77% and 95% (mean 85%) 
compared to face-to-face diagnosis. Interestingly, image 
quality did not seem to affect accuracy in these studies. 

 Expert dermoscopists do however excel in making 
accurate diagnoses by recognizing subtle morphologi-
cal features not otherwise appreciated by those less 
experienced in the technique. Subsequently, it seems 
logical that providing the teledermoscopist with con-
sistent images that are calibrated to standardize color/
brightness etc and transmitted effectively would be a 
crucial component of correctly diagnosing lesions. 
The ultimate goal therefore is standardization of image 
documentation and transmission. 

 It seems intuitive that a crucial component of any 
successful doctor-patient relationship is the connec-
tion made during face-to-face consultation. Despite 
this, in a nurse-led study on teledermatology by 
Williams et al.  [  7  ] , 93% of surveyed patients were 
happy with the teleconsultation, and 86% found it 
more convenient than attending an out-patient clinic. 
Studies are yet to be published to date that assess the 
patient acceptance of teledermoscopy. 

 In a medical age dominated by bottom lines and 
fi nancial viability, few studies have analyzed the pub-
lic health ramifi cations and potential cost reduction in 
utilizing a teledermatology service. A recent publica-
tion by Moreno-Ramirez and colleagues  [  8  ]  addressed 
this issue, and found a €49.59 per patient saving in 
favor of teledermatology over conventional care 
(GP referral to dermatologist). 2009 patients present-
ing to GPs with suspicious skin growths had digital 
photos sent via an intranet service to dermatologists, 
and those diagnosed with benign appearing lesions 
were managed in primary care without the need for 
in-person dermatology assessment. 

 It is tempting to extrapolate from this data that 
 teledermoscopy would be an even more fi nancially 
advantageous tool for the health system, given teleder-
moscopic analysis of skin tumors is potentially more 
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accurate than macro-image teledermatology  [  9,   10  ] , 
meaning fewer suggested referrals by teleconsultants, 
who are more certain of the benign nature of lesions.  

   Image Capture and Relay 

 More recently, teledermoscopy by personal digital 
assistants (PDAs) and mobile phones has been pro-
posed as a potential candidate for triaging pigmented 
skin lesions  [  11  ] . Wireless communication via Global 
Positioning Radio System (GPRS) or a Universal 
Mobile Telecommunications System (UMTS) enables 
an image to be transmitted where internet connection 
is not available, allowing the previously undiagnosed 
lesions of patients with poor access to services an 
opportunity to have their concerns addressed. 

 Inherent in mobile telemedicine and mobile teleder-
moscopy is the advantage of all doctors having access 
and being familiar with mobile phones. Such devices are 
not a burden to carry and are easy to use, meaning if the 
quality was to reach parity with digital cameras, as a tech-
nology it has the potential to be more warmly received. A 
study looking into the potential for using 2-megapixel 
phone cameras to diagnose melanomas found that, with 
the images being captured by directly applying a cellular 
phone on a pocket dermoscope, only 2/18 had subopti-
mal image quality with the potential to infl uence teledi-
agnosis  [  12  ] . Regardless of these statistics, when dealing 
with melanoma and triaging patients with potentially 
fatal skin tumors, one cannot be overly conservative, and 
therefore although this technology holds promise, until 
images are of higher quality its use is likely to be reserved 
for areas without dermoscopically trained doctors and 
internet access. 

 Digital portable/USB microscopes, as used in the 
printing industry, may also serve to bridge the techno-
logical gap. If these devices were constructed with 
inbuilt software, images could be easily captured and 
exported directly for e-mail. This may simplify the 
process of image acquisition and export.  

   Teledermoscopy Forums 

 The more recent widespread use of dermoscopy as a 
diagnostic tool amongst dermatologists and GPs alike, 
in addition to the quality of captured images, ease of trans-
mitting teledermoscopic photos, and ever expanding 

research in the fi eld has seen the birth of a number of 
active discussion forums in which enquiring doctors 
and interested experts come together to discuss diag-
noses and dermoscopic concepts. Examples of more 
active forums include

     • http://www.dermoscopy-ids.org/discussion      
    • http://www.dermoscopyatlas.blogspot.com      
    • http://dermoscopic.blogspot.com         

   Pitfalls 

 With pigmented lesions forming the backbone of teled-
ermoscopy consults, the overwhelming concern in the 
fi eld lies in the misdiagnosis and subsequent misman-
agement of malignant melanoma. 

 Despite the fi ndings of early studies  [  7,   8  ] , a recent 
paper by Warshaw et al.  [  9  ]  conducted in a war veter-
an’s hospital in Minneapolis  was not as reassuring. 
Aggregated diagnostic rates for teledermoscopy were 
found to be inferior compared to clinic dermatology. 
Of particular concern, 7 of 36 index melanomas would 
have been mismanaged by teledermoscopy as opposed 
to one in the clinic. Three teledermoscopists were 
enrolled, each a recognized expert dermoscopist with 
more than fi ve years experience. Most of the misman-
aged melanomas were rated with moderate confi dence 
and moderate photograph quality by the teledermosco-
pists. Although the study population was almost 
entirely elderly Caucasian males (96%), it could be 
argued this is the population with the greatest inci-
dence and mortality secondary to melanoma, and even 
perhaps the demographic most likely to be isolated in 
a regional area and utilizing an available teledermos-
copy service. One must keep in mind however, that 
teledermoscopy was compared against trained clinic 
dermatologists and not general practioners, and there-
fore these fi ndings have less relevance in the setting of 
limited access health care. 

 The same group also analyzed the accuracy of teleder-
moscopy in the diagnosis and management of nonpig-
mented neoplasms. 728 patients were studied, and although 
in-patient clinic dermatology was statistically more accu-
rate than teledermoscopy overall, the aggregated diagnos-
tic accuracy rates (percent correct matches of any of chosen 
diag noses with histopathology) for malignant lesions were 
equivalent. Management plan appropriateness was also 
equivalent for most groups, with the exception of benign 
lesions viewed by the teleconsultant without the aid of der-
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moscopy (macro only), where clinic dermatology was 
superior to teledermatology. 

 Another signifi cant pitfall in teledermoscopy is in 
regards to the problematic pink/hypomelanotic lesions, 
where correlation with the fundamental principles of 
medicine are essential, including
    1.    A thorough tumor history, with emphasis on the 

patient’s previous sun exposure, history of tumors, 
and family history of skin disease.  

    2.    Clinical examination of all melanocytic lesions and 
consideration of associated skin type.  

    3.    Dermoscopy as the fi nal clinical adjunct to a com-
prehensive history and clinical examination.     
 These hypomelanotic or amelanotic lesions are very 

challenging to diagnose by the clinic dermatologist, 
and they therefore represent a high-risk group in the 
teledermoscopy consult.  

   Legal Hurdles 

 Another concern for teledermoscopists, especially those 
working internationally, regards the legislature sur-
rounding teledermoscopy, which is nebulous at best and 
without precedent. Teledermoscopists rarely hold pro-
fessional licensure outside their country of residence, 
and the potential to be charged in a legal case abroad 
without insurance exists, particularly given the potential 
consequences of misdiagnosing malignant melanoma. 

 Additionally, at this point in time teledermoscopists 
are relying on their medical indemnity cover as a der-
matologist to cover any malpractice suits fi led against 
them in teledermoscopy, but it is not yet established 
whether legal cover as a dermatologist extends to 
include this form of work. 

 Intrinsic to the medical legislature of any country is 
an attempt to protect its citizens from unknown, under-
qualifi ed, or incompetent doctors. All of these legal 
questions therefore assume that international doctors 
would even be offi cially endorsed by foreign 
Governments to receive and correspond to teledermo-
scopic images. Teledermoscopy has, until now, almost 
entirely been the domain of internationally recognized 
experts. Resultantly, the well-established precedent in 
medicine and dermatology, whereby world experts 
give opinions requested from oversees consultants on 
challenging cases has largely been the validation for its 
legality and use. With the aforementioned increased 
use of dermoscopy throughout dermatology, married 

to an increased acceptance of telemedicine, this para-
digm is likely to shift signifi cantly, bringing these pre-
viously under-recognized legal problems to the fore. 
Lastly, the nature of teledermoscopy means that all 
images and correspondence are stored, meaning these 
legal issues are particularly relevant and easily tracked, 
and the transmission of these images over the internet 
means that encryption protocols and protection of pri-
vate patient information are crucial issues which are 
still yet to be fully resolved.  

   Financial Considerations 

 To date, most teledermoscopy projects have been pilot 
studies or between friends, and accordingly lacked 
fi nancial reimbursement. As teledermoscopy grows 
and emerges out of this realm, these fi nancial issues in 
addition to problems with referral pathways cloud its 
progression. 

 Increasingly, High Street clinics are developing 
teleder moscopy services as fi nancial ventures. Teleder-
moscopic images are taken by underqualifi ed staff that 
often lack the training to take a valid history or identify 
appropriate lesions to capture. Current lack of evidence 
to support this practice and reports of misdiagnosis are 
of particular concern. If teledermoscopy is used for 
commercial gain rather than as an adjunct to medical 
care, a potential for real patient harms exists, and fur-
ther evaluation of this business model is needed. 

 As a concept, teledermoscopy works well where 
geography dictates the patient has poor access to a 
local dermatologist who is trained in dermoscopy. 
Continuing to pursue such a consult when a competent 
and appropriately timely local service exists carries 
the very real potential for disrupting established 
 referral pathways and fragmenting professional 
 relationships. Furthermore, notwithstanding the accu-
racy of teledermoscopy relative to face-to-face consul-
tation, a thorough history and full examination by a 
trained dermatologist still represents the gold-standard 
of patient care. A teleconsultant can gather little infor-
mation about patient concerns and conceptions, and 
has no facility to probe patient answers or explore fur-
ther pockets in the history. Moreover, they are pro-
vided with a only one or a selection of lesions as 
opposed to having the opportunity to examine the 
entire patient, and are denied the opportunity to exam-
ine lymph node basins and palpate internal organs etc. 
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Of particular concern is reassuring a patient based on 
a small number of lesions selected by an untrained 
eye, when a malignant lesion may lie elsewhere 
unnoticed.  

   Future Challenges and Direction 

 Telemedicine has become increasingly accepted as a 
part of modern medicine as technology is integrated 
into the everyday lives of society. “Computerization” 
of interpersonal relationships is a billion-dollar indus-
try not restricted to medicine but rather inherent in 
twenty-fi rst century society. Although societal and 
generational chasms exist within this cultural re-orien-
tation, its ongoing development and acceptance paves 
the way for the smoother transition of all forms of tele-
medicine, including teledermoscopy. 

 Despite this, the “mechanization” that it represents 
is likely to remain a concern for a subset of the popu-
lation, particularly the elderly who may not be as 
“tech savy” or trusting of an unknown doctor in a dis-
placed location. Counterbalancing this concern, espe-
cially in remote areas, is the convenience of a rapid 
service, a lower cost of consultation, and in the case 
of teledermoscopy, potentially equivalent diagnostic 
capabilities. 

 Dermoscopy is an accurate and effective clinical 
tool because the experienced user can correlate subtle 
morphological changes with corresponding histologi-
cal changes, and in doing so make an accurate diagno-
sis. Expert dermoscopists are particularly skilled in 
making this connection. In addition, the accuracy of 
histological diagnoses of pigmented skin lesions has 
been shown to be enhanced when the clinician indi-
cates a specifi c area of concern  [  12  ] . An exciting pros-
pect therefore exists whereby a clinician could send a 
specimen for histological examination, accompanied 
by a teledermoscopic image and a comment indicat-
ing a particular focus of concern. A pathologist could 
then compile a report with dermoscopic-histologic 
correlates, including the original image of the suspi-
cious lesion attached, and in doing so improve the 
understanding of dermoscopy amongst pathologists, 
and the dermoscopy–pathology relationship amongst 
dermatologists. 

 A common stumbling block in the everyday 
 application of teledermoscopy is the bulkiness and 
cumbersome nature of dermoscopes and camera 

attachments. Digital portable/USB microscopes offer 
the potential of a single, easy device for acquiring 
images, and with direct JPEG uploading and easy for-
warding via e-mail, are a practical solution to image 
capturing and forwarding. This technology however 
still requires  evaluation before consideration can be 
given to implementation.  

   Conclusion 

 Teledermoscopy holds the promise of delivering con-
venient, cost-effective, and competent care to remote 
areas not easily accessed by expert dermoscopists. 
Given these attractive features it is likely to be well 
accepted by patients. Furthermore, an ever expanding 
and accepting technological society dictates that cap-
turing and transmitting dermoscopic images becomes 
increasingly simple, and combined with the rising 
medico-legal stakes involved with managing pig-
mented skin lesions makes GPs increasingly likely to 
utilize such a service. 

 Before widespread implementation however, it is 
important to ensure its use is appropriate, and in 
particular not in preference to face-to-face consulta-
tions with local, trained dermatologists. Even with-
out discounting the importance of the doctor-patient 
relationship, evidence exists which questions the 
accuracy of teledermoscopy in diagnosing and man-
aging malignant melanoma. Moreover, in an increas-
ingly litigious society there exist numerous legal 
concerns which are a distance from being resolved. 
Ongoing, rigorous evaluation is therefore still 
required before we can be sure of the role teleder-
moscopy will play for the next generation of doctors 
and their patients alike.      
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     Introduction 

 First described by Marvin Minsky in 1957  [  1  ] , refl ec-
tance confocal microscopy (RCM) has been applied in 
clinical settings only in the past decade. RCM is an 
emerging noninvasive diagnostic tool that rapidly pro-
vides in vivo tissue images at nearly cellular histological 
resolution  [  2,   3  ] . Because of its great capability to 
explore tissue with high resolution, RCM has found its 
application in many different skin entities and clinicians 
pioneered using RCM to characterize cellular and archi-
tectural morphology of infl ammatory and other skin dis-
eases  [  4  ] . Later on, diagnostic algorithms and features 
specifi c for melanoma (MM) were defi ned as well as the 
characterization of non-melanoma skin cancers. Here, 
we aimed to describe current applications of RCM and 
future directions regarding the potential application of 
RCM for tele-consultation and e-learning.  

   Instruments 

 In refl ectance confocal microscopy, a low power laser 
beam illuminates a point inside the object. RCM works 
by detecting single back-scattered photons from the 
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  Core Messages           
   •  Refl ectance confocal microscopy (RCM) is a 

revolutionary diagnostic tool that enables 
rapid non-invasive imaging of skin tissue at 
nearly histologic resolution without biopsy.  

  •  In the fi eld of dermato-oncology, RCM has been 
successfully applied on melanoma and non-
melanoma skin cancers for diagnostic purposes, 
even in equivocal dermoscopic lesions where 
subtle cyto-architectural atypia is present.  

  •  RCM provides the clinicians with a combina-
tion of clinical, dermoscopic and in vivo patho-
logic information that greatly increase the 
diagnostic confi dence.  

  •  RCM application in clinical centers dealing 
with challenging skin cancers, could be of 
great value for both clinicians and patients. 
However, the need of intense confocal training 

and expertise could represent an impediment 
for its successful application.  

  •  Tele-RCM has been created to solve the issue 
of personnel training (e-learning) and also to 
offer a tele-consult among scientifi c commu-
nity while improving diagnostic knowledge.    
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 illuminated in-focus section. A pinhole-sized fi lter 
rejects the light refl ected from out-of-focus portions of 
the object. The name “confocal” derives from the fact 
that the point source of light, the illuminated spot in the 
sample, and the pinhole aperture lie in optically conju-
gate “focal” planes. With the laser beam (wavelength of 
830 nm) a scan on the horizontal plane is performed, 
producing two-dimensional pictures representing paral-
lel sections of the skin. Contrast is provided by differ-
ences in refraction indices of organelles, melanin, 
melanosomes and other microstructures that are bright, 
contrasting with the dark background. Commercial 
instruments (Vivascope 1500 ® , Lucid Inc, Henrietta, 
NY) produce black and white images with a lateral reso-
lution of 0.5–1.0  m m and an optical sectioning thickness 
of 1.0–5.0  m m, reaching a depth of 200–300  m m in 
healthy skin, corresponding to the papillary dermis.  

   Image Acquisition 

 A metal ring is placed onto the skin by a double-side 
adhesive window, with a drop of water or oil as contact 
medium between the skin and the plastic window. 
A dermoscopic image is acquired by means of a hand-
held dermoscope. The camera provides a 24-bit, full–
color, 1,000 by 1,000 pixel image of the site within a 
10 × 10 mm fi eld of view. After dermoscopic image 
acquisition, the ring is fi lled with gel and the probe is 
placed onto it. A sequence of montage images (“block” 
images, 500 × 500  m m) can be automatically acquired 
on the examined lesion area at the selected depth level 
resulting in a mosaic of single high resolution images 
covering an area up to 8 × 8 mm (“cube”). Moreover, 
an automated stepper permits the acquisition of subse-
quent confocal sections, beginning at the stratum cor-
neum and ending inside the papillary dermis, with a 
step interval of minimum 2  m m (“stack”). Live audio-
video interlave (AVI) fi les can be recorded at the DEJ 
or superfi cial dermis to evaluate vessel morphology.  

   RCM Applications in Dermato-Oncology 

 RCM permits exploration of skin tissue, enabling the 
global evaluation of the architecture and cytological 
details of a given lesion. Therefore, RCM is as an effec-
tive method for the early diagnosis of diseases such as 
melanoma and non-melanoma skin cancer, enabling 

diagnosis, margin assessment (even in amelanotic 
tumors  [  5  ] ), and detection of residual disease after topi-
cal/surgical therapies  [  6  ] . Currently, the main applica-
tions of RCM are diagnosis of melanocytic lesions, 
basal cell carcinoma (BCC), squamous cell carcinoma 
(SCC) and actinic keratosis (AK). Typical fi ndings of 
BCCs in RCM include elongated nuclei of tumor cells 
oriented along the same axis (“polarization”), presence 
of well-circumscribed trabeculae/cordlike structures or 
round to oval islands or nodules surrounded by dark 
nonrefractile cleftlike dark spaces, scattered bright 
oval, plump to stellate-shaped structures with indistinct 
borders, corresponding to melanophages, admixed with 
or between tumor cords and islands in the papillary der-
mis, bright dendrites or dendritic cells and presence of 
tortuous vessels. The assessment of specifi c confocal 
features of BCC is useful not only for diffi cult-to diag-
nose cases, but also to monitor the effi cacy of topical 
treatments  [  7  ]  or to help clinicians in surgical margin 
detection  [  8  ] . Even thought limited laser depth penetra-
tion hinders the exploration of hyperkeratotic lesions, 
RCM fi ndings for SCC have been recently described 
 [  9  ] . Analyzing 38 cases including SCCs and AK, the 
presence of atypical honeycombed or disarranged pat-
tern, round cells at spinous-granular layer and round 
blood vessels in the superfi cial dermis, emerged as key 
features for SCC diagnosis. 

 Undoubtedly, RCM plays a major role in melanoma 
diagnosis and many efforts have been directed to clearly 
defi ne specifi c confocal criteria and their value in real 
clinical setting  [  10  ] . Moreover, RCM has been applied 
to evaluate specifi c cyto-architectural aspects of mel-
anocytic lesions that correlate well with dermoscopic 
features and conventional histological fi ndings  [  11  ] . 

 Melanomas are characterized by architecture disarray 
(so called “non edged papillae”)  [  12  ]  and irregular 
nested proliferations forming “sparse” nests and sheet-
like structures  [  13  ]  whereas benign nevi show an edged 
papillary contour and “dense” nests. Cytologically, 
large bright cells with hyporefl ective prominent nuclei, 
scattered through epidermal layers, are commonly 
found in MMs, often presenting an extensive distribu-
tion on the lesion  [  14  ] . Although pagetoid cells can be 
present also in benign nevi and Spitz nevi, in these 
lesions, they tend to have a focal distribution and a 
mild cellular atypia  [  15  ] . However, confocal diagnosis 
of in situ MMs or very thin malignancies can be very 
challenging especially when facing with atypical nevi 
presenting architecture disarray and cytologically 
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atypical cells  [  15  ] . The presence of atypical melanocytes 
and nests surrounding adnexal openings, sheets of 
mainly dendritic melanocytes, cord-like rete ridges at 
the DEJ and an infi ltration of adnexal structures by 
atypical melanocytes are considered to be striking con-
focal features of facial lentigo maligna  [  16  ] , and these 
features seems effi cient in differentiating lentigo 
maligna from benign freckles of the face.  

   Advantages/Promises of RCM Application 

 The advantage of RCM application in a clinical setting 
lies in a great diagnostic accuracy that help clinicians in 
decision making for dermoscopically atypical lesions. 
On the basis of confocal features that distinguish MM 
from nevi, clinical studies have analyzed the potential of 
RCM in diagnosis of melanocytic lesions  [  15  ] . Moreover, 
the role of RCM as a second-level examination of diffi -
cult to diagnose lesions has been elucidated  [  17  ] . In fact, 
in a blind setting, diagnostic accuracy for MM was far 
superior for RCM than for dermoscopy, particularly for 
the greater specifi city of the former  [  17  ] . 

 The great advantage of RCM lies in the possibility to 
combine clinical-dermoscopic data with confocal 
aspects that enable the clinicians to rapidly explore 
in vivo pathologic details while considering the patient-
related information. This is the same diagnostic path 
applied by a trained dermo-pathologist in front of a 
specimen under conventional light microscope, but it 
happens in real time and at patient’s bedside. Additionally, 
RCM imaging doesn’t modify the architecture of the tis-
sue, avoiding the artifacts that occur during sample han-
dling for routine H&E staining. Moreover, the possibility 
to horizontally scan the lesion ( en face ) gives us the 
opportunity to extensively explore a large tissue area 
while marking the foci of concern to direct pathological 
sectioning. It is particularly useful in case of facial len-
tigo maligna that may display skip areas, where RCM 
can be applied for biopsy site selection. 

 Although RCM is a powerful and versatile tool in the 
hands of clinicians, it has a limited depth penetration 
that hinders the exploration of hyperkeratotic or mostly 
dermal lesions. In addition to technical impediments, 
the RCM application in a diagnostic center requires a 
specifi c confocal training and expertise. To overcome 
the issue of personnel training, tele-RCM may represent 
a suitable and low cost tool that can offer the advantage 
of specifi c training and “at distance” consult.  

   E-Learning and Tele-Consult 

 RCM represents a revolutionary technique in the fi eld 
of dermato-oncology that requires a specifi c expertise 
in evaluation of lesions for the presence of confocal 
criteria and diagnosis assessment. The possibility to 
use a web platform for teaching purposes has been 
recently explored. In 2007, a dedicated web-platform 
(  www.skinconfocalmicroscopy.org    ) was developed for 
training purposes and with the aim to test the repro-
ducibility of RCM descriptors and parameters by 
means of inter- and intra-observer agreement  [  18  ] . 
Trained observers were asked to evaluate high resolu-
tion single images (500 × 500  m m) for the presence of 
specifi c RCM criteria. Interestingly, a good reproduc-
ibility resulted for most of the evaluated parameters, in 
particular for the ones previously proposed within 
diagnostic algorithms  [  15  ] . 

 The growing interest in confocal microscopy appli-
cation, resulted in the need to have a free on-line tutorial 
for new users. For this reason, the web-site and the 
images employed in the aforementioned study of repro-
ducibility were made available as an open source for 
users interested in testing their capability in recognizing 
confocal features. Later, a new interactive web-platform 
has been developed and it is operative after subscription 
(  www.skinconfocalmicroscopy.net    ). The e-learning plat-
form comprises a “tutorial” and a “training” section. 
The tutorial section describes the major confocal aspects 
in different layers, and aspects of architecture and aggre-
gates by use of example images together with defi ni-
tions of the parameters and diagnostic examples. The 
training session is constituted by series of cases to be 
explored and evaluated for pattern identifi cation and 
diagnostic challenge. At least one dermoscopic image 
of the case, along with two complete “mosaics” of the 
lesion (superfi cial layer, DEJ level and, in some cases, a 
third level corresponding to the superfi cial dermis), and 
not only high resolution single images, were provided to 
the users in order to mimic what happens during a real-
life examination at the patient’s bedside. To overcome 
the slow uploading of large size images, a dedicated 
software was implemented enabling the rapid naviga-
tion and zooming within the mosaic image. Essential 
clinical data are also included with description of clini-
cal appearance of the lesion. This training section pro-
vides a set of cases testing the users diagnostic ability, is 
intended to transfer the know-how of expert centers to 
distant users aiming to learn the method. In fact, the user 
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is asked to fi ll in specifi c forms with his/her diagnostic 
suspect and the identifi ed RCM features. Separate lists 
of features for epidermal and junctional-dermal layers 
are displayed below the corresponding mosaics. The 
user is fi rst required to submit the evaluation of each 
case, after which he/she is able to visualize the correct 
diagnosis and to compare his/her evaluation with that 
proposed by an expert in a real-time feedback. This real-
time feedback is designed to assist the participants in 
learning the criteria for RCM diagnosis and to improve 
the confi dence in the decision making process. A recent 
study, which included six residents as users, has demon-
strated the effi cacy of e-learning web platform in MM 
diagnosis assessment for people not previously skilled 
in the use of confocal microscopy ( data not published ). 
Moreover, it was possible to evaluate the “e-learning 
curve” that resulted in an improvement of diagnostic 
accuracy and confi dence over the fi rst 50 cases 
analyzed.  

   VivaNet ®  

 Issues concerning image storage, retrieval and privacy of 
information should be taken in consideration when apply-
ing tele-RCM. In fact, it is imperative as well that the qual-
ity or content of the acquired images is not altered or 
irreversibly compressed in any way. Equally important is 
the protection of patient privacy. In view of these needs, a 
new net system, called VivaNet®, has been developed. It is 
a DICOM and HIPPA compliant server for the storage, 
retrieval, and transfer of medical images that does not digi-
tize, print, display, process, or irreversibly compress the 
medical images. From a high-level perspective, VivaNet® 
is little more than a group of high performance computers, 
all speaking the same language and securely connected to 
each other over a Virtual Private Network (VPN) in a man-
ner that protects data, prevents intrusion and ensures con-
sistency in presentation while allowing for the seamless 
sharing of information between medical professionals 
using the system. By linking VivaNet® computers to each 
other over a secure, private and high speed connection, 
VivaNet® users are able to share and evaluate these large 
image sets quickly and effortlessly. Like a tree, VivaNet® 
has a root server which is responsible for permanently 
and securely archiving medical records. The branches and 
leaves of the tree represent the connections to imaging and 
reading workstations. As is often the case, a primary care 
physician may have colleagues he or she is accustomed to 

working with for the examination of excised tissue sam-
ples. VivaNet® will allow for these collaborations to con-
tinue and fl ourish while opening up a world of additional 
resources for second opinions and consent based informa-
tion sharing to the benefi t of all those involved. In some 
cases, VivaNet® imaging workstations may be directly 
connected to the expert who will be performing the evalu-
ation. In other cases where a direct connection between 
the primary care physician and confocal expert is not pos-
sible due to any number of geographic, political or eco-
nomic limitations, the remote VivaNet® workstations can 
still communicate with each other by way of the root 
VivaNet® server. Up to day the Vivanet® implementation is 
going on, being in an experimental phase in Europe and 
US in order to test its applicability and effi ciency.  

   Conclusions 

 The use of an e-learning platform may be very useful 
to provide continuing medical education and also to 
exchange diffi cult cases among scientist community 
while improving diagnostic knowledge. 

 Tele-refl ectance confocal microscopy is thought 
with the aim of linking a broad range of medical pri-
vate and public institutions involved in skin cancer 
diagnosis to more specialized dermatology units owing 
a specifi c expertise in confocal use. In this setting, tele-
refl ectance confocal microscopy can offer prompt 
expert diagnosis that is helpful in improving manage-
ment of many skin cancers resulting in an increase of 
diagnostic confi dence.      
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     Introduction 

 The term mobile telemedicine is nowadays widely 
used and encompasses a wide range of telemedicine 
applications. As telemedicine is also frequently called 

eHealth, some authors prefer to use the term mHealth 
 [  1  ]  (mobile Health). For the purposes of this chapter, the 
term mobile telemedicine is used to describe telemedi-
cine applications that do not use stationary equipment, 
but enable exchange of medical information over a dis-
tance without location-dependence of the participants. 
For this, small portable devices such as mobile phones, 
PDAs or portable PCs that are connected wirelessly to 
telecommunication services are used. Of note, this con-
cept of mobile telemedicine differs mobile telemedicine 
as a distinct entity from ‘traditional’ telemedicine, 
although they often overlap in reality. An increasing 
percentage of telemedicine work is becoming mobile 
based – i.e. it relies on portable devices to collect patient 
data using wireless methods of communication. 

 Mobile telemedicine enables health care of patients 
on travels or in disaster stricken areas as well as moni-
toring of patients at home, work, school and during 
transport. Mobile technologies can be used widespread 
in numerous medical specialities from telecardiology 
to teleneurology, for example. It enables emergency 
patient data to be sent during ambulance transport 
ahead to the hospital. Mobile devices are applied to 
monitor vital parameters such as pulse and blood pres-
sure, breathing patterns, of electrocardiograms (ECGs) 
and electroencephalograms (EEGs). In the hospital, 
mobile videoconferencing systems that are brought to 
the patient’s bedside can be applied to make a tele-
medical ward round  [  2  ] . 

 These mobile applications seem to have great ben-
efi t for the management of patients in a non-hospital 
environment. This particularly applies to the manage-
ment of patients with chronic disease who require 
long-term care and often fi nd it diffi cult to travel to and 
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   Core Messages 

    •  Mobile telemedicine refers to telemedicine 
applications that do not depend on stationary 
equipment.  

  •  Small portable devices such as mobile phones/
smart phones and PDAs or portable PCs are 
showing potential for telemedicine applications.  

  •  Mobile phone ownership and subscriptions are 
increasing exponentially world-wide, including 
underserved areas and developing countries.  

  •  Practical applications of mobile telemedicine 
include emergency services, triage, routine 
screening and telehomecare services.  

  •  Other mobile teledermatology services com-
prise prevention and follow up via text mes-
saging and mobile phone application software 

for patients and physicians.     
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from their health service provider. Furthermore, follow 
up and drug prescriptions could be enabled conve-
niently at home by dedicated application software for 
mobile phones to assist people with disease self-man-
agement. Especially telephone messages and text mes-
saging technologies have been recently adopted for 
disease prevention and management  [  3  ] . Potential 
applications of short messaging (SMS) and multimedia 
messaging (MMS) services comprise use as a home 
monitoring and surveillance tool, that offers a two way 
communication  [  4  ]  (Table  10.1 ) . 

 Mobile teledermatology refers to the use of mobile 
telemedicine in dermatology. In mobile teledermatol-
ogy, primarily mobile devices such as mobile phones 
and PDAs with built-in cameras are used to transmit 
images of skin lesions with accompanying patient data. 
There are more applications in mobile teledermatol-
ogy using asynchronous (store-and-forward) methods, 
although mobile real-time video and audio transmis-
sion are also enabled.  

 Mobile end devices that are very appealing for the 
usability in teledermatology are small portable devices 
such as mobile phones comprising so-called smart 
phones and PDAs as well as portable PCs with wireless 

Internet connection with built-in cameras. Due to con-
stant technological improvement there is a vast variety 
and constant change in commercially available 
devices. 

 Mobile phones with text messaging service are ubiq-
uitous in the hands of millions of people and easy to 
apply for most people as they are already part of their 
daily lives. A personal digital assistant (PDA) is a small, 
lightweight portable device that shares the features of a 
computer, such as basic word processing, databases, web 
browsing and transmission of email  [  5  ] . Newer models 
offer audio capabilities for mobile telephony thus over-
lapping with the features of ‘smart’ phones. The not well 
defi ned term “smart phone” refers to a mobile phone 
with computing capabilities  [  5  ] . Smart phones and PDAs 
allow for installation of customized software – or Apps 
 [  1  ]  (short form of Application software), i.e. specialized 
software programs with various features, comprising 
medical databases for example. 

 Each device has advantages and disadvantages 
regarding user-friendliness, equipment for digital 
imaging, screen size or memory, and cost to name a 
few. Screen size and display features and integrated 
digital cameras are especially important for applica-
bility in teledermatology. 

 It is not only the end devices but also the transmis-
sion technologies that undergo a continuous change 
 [  6  ] . Wide-range telephony technologies comprise 
satellite connections and the mobile telephone net-
work. Satellite connections where the end device 
connects to an orbiting satellite can provide mobile 
telephony in areas where terrestrial telecommunica-
tion networks are rare to nonexistent. Geostationary 
satellites enable almost worldwide Internet access, 
including ships and moving land vehicles. WLAN 
(Wireless local area network) allows mobile trans-
mission over medium to short distances and Bluetooth 
is used for very short distance transmissions. In ter-
restrial mobile telephony, the transmission occurs 
between the mobile phone and a network of antennas 
(cell stations). In recent years, bandwidth and access 
in remote areas have constantly improved with 
decreasing costs of the services. 

 The standardized Global System for Mobile 
Communication (GSM), a ‘second generation’ (2G) 
mobile telephone technology, was introduced in the 
1990s and is to date the most widespread mobile tele-
phony standard. It enables Short Message Service 
(SMS) the exchange of short text messages, which is in 

   Table 10.1    Applications of mobile telemedicine expand the 
services offered by the conventional health care system. Overlap 
between the given categories often occurs   

 Purpose  Example 
 Administrative/alerting  Appointment reminder 

 Automatic notifi cation of 
diagnosis 
 Regain prescription 

 Health status improvement/
disease prevention 

 Smoking cessation reminder 
 Sunscreen use reminder 

 Screening  Application for mole triage on 
mobile phone 

 Emergency services  Emergency data sent to 
hospital from ambulance 

 Access to medical 
information for patients 

 Advise to prevent sexual 
transmitted diseases 

 Mobile diagnosis and 
management 

 Store-and-forward and 
real-time mobile 
teledermatology 

 Clinical improvement/
follow up 

 Homecare of chronic diseases 
(psoriasis, leg ulcers) 

 Communication between 
professionals 

 Teledermatology consultation 
on a ward round 

 Continuous education for 
health care professionals 

 Drug databases 
 Diagnostic algorithms 
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ubiquitous use nowadays. With SMS technology, text 
messages up to 160 characters can be interchanged 
between mobile phone users  [  4  ] . The low rate of data 
transmission (9.6 kbit/s) with GSM technology limits 
image transmission considerably. Consequently, GPRS 
was introduced. General Packet Radio Service (GPRS) 
has a transmission capacity of about 50–100 kbit/s and 
enables Multimedia Messaging Service (MMS). MMS 
technology enables sending of text, images, audio fi les 
and video fi les  [  4  ] . GPRS allows for Internet access 
through WAP (Wireless Access Protocol). The third 
generation (3G) cellular systems that enable wideband 
mobile telecommunication, are based on Universal 
Mobile Telecommunication System (UMTS) that has a 
transmission capacity of 384 kbit/s. The further devel-
opment HSDPA (High-Speed Downlink Packet Access) 
with maximum transmission rate of 14 megabytes per 
second (Mbit/s) and beyond is approaching the quality 
of a landline. The fourth generation of mobile telephony 
aims at providing broadband wireless telecommunica-
tion and comprises WIMAX (Worldwide Interoperability 
for Microwave Access), that provides mobile Internet 
access with up to 40 Mbit/s  [  7  ]  (Table  10.2 ).   

   The Success Story of Mobile Phone 
Technology 

 Mobile phone technology is well integrated in our 
daily lives and already utilized by a substantial propor-
tion of the global population. Thus, the entry barrier to 
adopt the technology for use in health care is low. 
There is no necessity to purchase yet another new 

device. Furthermore, it is the one device that most 
 people will constantly carry with them. 

 Compared to computer technology accessibility of 
mobile phone technology is higher in populations with 
a low socioeconomic status  [  3  ] . The United Nations 
agency for information and communication technology 
issues (ITU) reported in 2008 a growth of global mobile 
phone subscribers averaging 24% per year since 2000, 
with mobile penetration estimated to reach more than 
60% or four billion by the end of 2008, and 4.6 billion 
by the end of 2009. Increased mobile phone usage 
especially in Russia, India and China were reported to 
spur the growth of subscriptions  [  12  ] . Costs of installa-
tion of fi xed line connections are higher than the cost of 
installing a mobile communication system. Reports 
conducted in Africa and Asia reported life changing 
developments through integration of mobile telephony 
in previously unconnected areas of developing coun-
tries in commercial but also health care perspectives. 
The number of mobile Internet subscribers was esti-
mated to increase from 577 million in 2008 to 1.7 bil-
lion in 2013 due to the growth of web 2.0 applications. 
It was estimated that Internet access by mobile phones 
will account for around 50% of Internet usage  [  13  ] . 

 Spurred by the increasingly ubiquitous availability 
of mobile technology in developing countries, the 
teledermatology enterprise ClickDiagnostics has been 
founded in 2008 (  http://clickdiagnostics.com    ). It has 
implemented mobile-phone based tele-consultation 
services in underserved areas in Africa, South Asia, 
North America, and South America, enabling individ-
uals with limited possibilities to see a doctor in a face-
to-face visit, access to health care.  

   Table 10.2    Mobile technologies and data transmission rates. 
Transmission rates have substantially improved throughout the 
last years. Transfer rates given are an approximation and are 

subject to change as the real-world confi guration of cellular net-
works does often not reach the theoretical full potential of trans-
mission rates and technology is constantly changing   

 Type  Generation  Acronym  Full name  Data transmission rate 

 Mobile Internet access  –  WLAN  Wireless local area network  11–120 Mbit/s 
 Mobile telephone 
standards 

 2G  GSM  Global System for Mobile 
Communication 

 9.6 kbit/s  [  8  ]  

 2.5G  GPRS  General Packet Radio 
Service 

 56–114 kbit/s  [  9  ]  

 3G  UMTS  Universal Mobile 
Telecommunication System 

 384 kbit/s–2 Mbit/s  [  8,   10  ]  

 3.5  HSDPA  High Speed Downlink 
Packet Access 

 >14 Mbit/s  [  11  ]  

 4G  WIMAX  Worldwide Interoperability 
for Microwave Access 

 10–100 Mbit/s  [  11  ]  
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   Overview of Scientifi c Publications 
and Examples for Applications 
of Mobile Telemedicine 

   Telediagnosis 

 The earliest investigations focusing on diagnostic 
power of teledermatology using mobile devices of 
the fi rst generation in general were performed by 
Massone and colleagues. Skin lesions, excluding 
melanoma, of 95 subjects were photographed with 
the integrated camera of a commercially available 
cell phone  [  14  ] . Images of the skin lesions were con-
sequently sent to three teledermatologists in store-
and-forward mode, using the web application   www.
telederm.org    . Teledermatologists made a diagnosis 
blinded to the face-to-face diagnosis and the diagno-
ses of the other teledermatologists. Diagnostic agree-
ment with the face-to-face diagnosis in the mobile 
phone study ranged from 68% to 73%, with an aver-
age of 70%. 

 The group then went on to investigate the feasibility 
of teleconsultation using personal digital assistants 
(PDAs). 87 subjects were photographed with the inte-
grated camera of a personal digital assistant (PDA) by 
a medical student  [  15  ] . The three teledermatologists 
assessing the PDA photos (which had considerably 
higher image quality) had an agreement with the face-
to-face dermatologist of 66–90%, averaging 80%. A 
limitation of these pilot projects conducted in 2005 
were limited resolution and image quality by the 
images acquired with the fi rst generation of mobile 
devices with integrated cameras. However, principal 
feasibility was proved. 

 A recent study by Tran et al.  [  16  ]  explored the 
applicability of mobile teledermatology in Egypt, 
Africa. 30 patients with various skin diseases were 
given a face-to-face diagnosis by a junior dermatol-
ogists and these were compared to diagnoses of two 
senior dermatologists made by means of a mobile-
based teleconsultation using a software-enabled 
mobile telephone. Diagnostic agreement between 
the observers was achieved in overall 75% of cases. 
A limitation to this study was the lack of a gold 
standard (such as histopathology) to formulate a 
“fi nal” diagnosis, which is a common problem to 
telemedicine studies.  

   Homecare 

 An important focus of mobile teledermatology is 
homecare of subjects affected with chronic diseases 
such as leg ulcers and psoriasis. Chronic wounds and 
leg ulcers require long-term treatment with several 
follow-up visits and thus are a burden for the health 
care system to which transportation contributes signifi -
cantly. In many countries, visiting nurses provide home 
care but often need feedback from the physician in 
charge. In a preliminary feasibility study in 2005 by 
Braun and colleagues, face-to-face examination of in 
total 61 chronic leg ulcers in 52 patients were com-
pared to examination of two teledermatologists [ 6 ]. On 
the images of the ulcer surface taken by visiting nurses 
with a mobile phone under routine conditions, teleder-
matologists estimated the proportion of granulation 
tissue, epithelization, fi brin, and necrosis of the ulcer 
surface as well as erythema, cyanosis, eczema and 
hyperpigmentation at the periphery. The same evalua-
tion was done by the dermatologist performing the 
face-to-face examination. The reported kappa value 
for the diagnostic agreement among the three physi-
cians of ranged between 0.69 for extent of granulation 
tissue and 0.94 for the assessment of epithelialization. 
(in Cohen’s kappa statistics, a value of 1 represents 
complete agreement, 0 indicates a level of agreement 
corresponding to statistical chance). 

 Monitoring of patients with psoriasis, one of the 
most common chronic skin disease, is another poten-
tial application of telemedicine. Individuals affected 
equipped with mobile phones with integrated cameras 
can take images of their lesions and forward them to a 
dermatologist together with health parameters who 
can monitor potential side effects of treatment and 
determine a PASI (Psoriasis Area and Severity Index) 
score. These applications are discussed in detail in 
Chaps.   13     and   14    .  

   Screening and Triage 

 A subsequently performed study by Massone et al. 
 [  17  ]  focused on teledermoscopy of pigmented skin 
tumors performed with mobile phones as a tool for 
melanoma screening. Images of melanocytic skin 
lesions were taken with the built-in camera of a mobile 
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phone and included both clinical and dermoscopic 
views. The dermoscopic images were acquired by 
applying the integrated camera of the mobile phone on 
a hand-held dermoscopic device. The two teleconsul-
tants that evaluated the images obtained a correct tele-
diagnosis when compared to the face-to-face diagnosis 
in 89% and 91.5% of cases, respectively. This study 
revealed the feasibility of store-and-forward teleder-
moscopy as a triage tool in the future. An individual 
concerned about a changing mole or new mole can 
capture the image of a given lesion and send it via 
MMS (Multi Media Message) to a specialized tele-
medicine centre for triage. In the future, an icon on the 
screen of a mobile phone could directly lead to a tele-
medical consultation including advice for new and 
suspicious moles. 

 Previously, image quality has been identifi ed as 
being a major limiting factor in mobile teledermatol-
ogy. However, recent technical advances led to such 
signifi cant improvement in the specifi cations of the 
small built-in cameras of mobile devices and in the 
transmission capability that image quality should no 
longer be considered as an obstacle. 

 However, the sample sizes in previous studies such 
as these described above have been limited and may 
therefore conceal the true values of the method. For an 
advanced model of practice in mobile teledermatology 
to be developed and implemented, a systematic clini-
cal examination is required. 

 Seven billion text messages month are sent vial cell 
phone in the United States of America every month 
 [  18  ] . The idea to use this ubiquitous technology for 
health care has been explored in various studies. A 
recent review by Krishna et al.  [  3  ]  identifi ed 25 studies 
of which 20 were controlled randomized trials and fi ve 
controlled trials conducted in America, Europe, Asia 
and Australia, that reported the use of mobile phones 
for health management via voice feature or SMS. 
Applications ranged from delivery of healthcare (noti-
fi cation of diagnosis, appointment reminders), out-
come of care (medication reminder, smoking cessation 
advice) to clinical improvement (diabetes manage-
ment, hypertension). One study reported the reduction 
of stress levels in patients receiving narratives on 
exploring a tropical beach or new age music via mobile 
phone. Signifi cant differences between control and 
intervention groups with mobile phone or SMS inter-
ventions was reported in 20 of the 25 studies. 

 In California, an Internet based platform designed 
for the prevention of sexually transmitted diseases – 
Internet Sexuality Information Services (see URL: 
Internet:   http://www.isis-inc.org/sexinfo.php    ) offers 
young people the possibility obtain advice about sexu-
ally transmitted diseases with direct links to special-
ized clinics using text messages. 

 One randomized controlled trial applied mobile 
teledermatology as a reminder strategy to improve 
adherence to sunscreen as means of prevention from 
skin cancer  [  19  ] . Sunscreen use was measured by an 
electronic measuring device attached to the sunscreen 
tube, that send a SMS to a data storage unit each time 
the cap was removed during a 6 week study period. 
Mobile phone text messages were sent to remind 35 
individuals in the intervention group of daily sunscreen 
use and gave general weather information. The daily 
sunscreen use of the individuals who received text 
messages was signifi cantly higher than in the control 
group who did not receive reminders. In the interven-
tion group, 69% ( n  = 24) reported to be willing to con-
tinue the reminder system, and 89% ( n  = 31) said that 
they would recommend it to others. 

 Data suggests that text messaging as a reminder 
tool could promote preventive behavior. It can help to 
overcome non-adherence to medical advice due to 
simple forgetfulness  [  4  ] . Text messages are seen imme-
diately wherever the patient is at a given time without 
delay. 

 The studies mentioned above only covered a rela-
tively short periods and long term effects need to be 
assessed. However the potential for the future holds 
great promise. For example, “intelligent” drug tubes 
might send reminders directly to the phone of an indi-
vidual when used too infrequently. In conclusion these 
applications go far beyond the “normal” established 
medical face-to-face care and enable empowerment of 
the individual to take care of their own health status.  

   Application Programs 

 Mobility is not only an advantage for the patients but also 
for physicians that are often also constantly moving, on 
ward rounds or house calls. Little books to carry around 
in the pocket are thus very popular, but the amount of 
information is limited and there is need to be up-to date in 
the ever changing world of medicine. Smartphones with 
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computer-like functionalities and PDAs allow for instal-
lation of so-called Apps (short form of Application soft-
ware), i.e. specialized software programs with various 
features, comprising medical databases for example 
 [  20  ] . As with every health-related Internet content, the 
quality of these applications vary signifi cantly and fea-
tures underlie a constant change. 

 One of the best-known medical application pro-
grams, for use by physicians is ePocrates (  www.epo-
crates.com    ). It started as a drug database that allows 
the user to search for a special medication or substance 
class and to check dosing, contraindications, drug 
interactions and adverse effects for example. Nowadays 
it also offers information on laboratory values, diagno-
ses and infectious diseases  [  21,   22  ] , the basic applica-
tion being free with possible pay-for use upgrades. 
Other applications comprise online tools to fi nd the 
right diagnosis with possible download on PDAs/ 
smartphones (Diagnosaurus   http://www.accessmedi-
cine.com/diag.aspx    ), or mobile platforms to learn to 
distinguish key heart sounds (iMurmur   http://www.
appstorehq.com/imurmur-iphone-53982/app    )  [  20  ] . 

 Applications for dermatology comprise tools for self 
monitoring of skin lesions accompanied with educa-
tional background for the patient (  http://www.iappfun.
com/item/368835200.html    ) and dermatology learning 
platforms. (  http://appshopper.com/medical/dermatology-
and-the-skin    ) Many applications, will have to stand the 
test of time regarding their true value.   

   Conclusion 

 Currently, telemedicine research in many medical 
specialities is focusing on developing and testing 
new ways to utilize mobile telecommunication tech-
nology that exceeds the traditional health care ser-
vices. The main advantage is that can make use of 
devices that are already ubiquitous used as mobile 
phones are nowadays a normal part of many people’s 
lives. They are increasingly distributed in remote 
areas and developing countries that have formerly 
been traditionally been underserved, allowing per-
sonal empowerment in access to healthcare and dis-
ease self-management. 

 The opportunities of potential application seem 
endless but there are considerable challenges to bring 
them to successful implementation. Data security 
and privacy are special restraints arising in mobile 

 teledermatology. Wireless applications could become 
susceptible targets to intrusion (to assess private infor-
mation) and even interference. Commercial mobile net-
work operators use different modes of data encryption 
features and MMS settings which renders standardiza-
tion of service diffi cult. Furthermore, data encryption 
features are often disabled – without the knowledge of 
the user – to improve network performance  [  23  ] . 
Implementation requires to overcome other obstacles 
such as lacking standardization, inadequate telemedicine 
resources and staff as well as lack of funding in the health 
care system. In the end, the success of mobile telemedi-
cine, will be determined by how well medicine can solve 
these problems and integrate the vast variety of advanced 
telecommunication and information technology as 
mobile technical equipment, such as mobile devices and 
connected telemedicine technologies are undergoing a 
rapid development. The challenge is to adapt the end 
devices and software for medical purposes. Mobile tele-
medicine holds great potential for revolutionizing the 
delivery of health care if applied with consideration. It 
could equalize access of healthcare for everyone inde-
pendent of geographic location and social background, 
all with a little device the size of a shirt pocket.      

   References 

    1.    Waegemann CP (2010) mHealth: the next generation of tele-
medicine? Telemed J E Health 16:23–25  

    2.    Smith AC, Gray LC (2009) Telemedicine across the ages. 
Med J Aust 190:15–19  

    3.    Krishna S, Boren SA, Balas EA (2009) Healthcare via cell 
phones: a systematic review. Telemed J E Health 15:231–240  

    4.    Terry M (2008) Text messaging in healthcare: the elephant 
knocking at the door. Telemed J E Health 14:520–524  

    5.    McCullagh PJ, Zheng H, Black ND, Davies R, Mawson S, 
McGlade K (2008) Section 1: medical informatics and 
eHealth. Technol Health Care 16:381–397  

    6.    Braun RP, Vecchietti JL, Thomas L, Prins C, French LE, 
Gewirtzman AJ et al (2005) Telemedical wound care using a 
new generation of mobile telephones: a feasibility study. 
Arch Dermatol 141:254–258  

    7.    Istepanian RH, Philip NY (2009) Provisioning of medical quality 
of services for HSDPA and mobile WiMAX in healthcare appli-
cations. Conf Proc IEEE Eng Med Biol Soc 2009:717–720  

    8.    Richardson K (2000) UMTS overview. Electron Commun 
Eng J 12:93–100  

    9.    Granbohm H, Wiklund J (1999) GPRS-General packet radio 
service. Ericsson Review 2:82–88  

    10.    Larsen SB, Clemensen J, Ejskjaer N (2006) A feasibility 
study of UMTS mobile phones for supporting nurses doing 
home visits to patients with diabetic foot ulcers. J Telemed 
Telecare 12:358–362  



8510 Mobile Teledermatology

    11.    Ko YF, Sim ML, Nekovee M (2006) Wi-Fi based broadband 
wireless access for users on the road. BT Technol J 
24(2):123–129  

    12.   ITU (International Telecommunication Union). [cited 2010 
December]; Available from:   http://www.itu.int/newsroom/
press_releases/2008/29.html      

    13.   ITU (International Telecommunications Union) Newslog. 
(2010) [cited 2010 November]; Available from:   http://www.
itu.int/ITU-D/ict/newslog/Mobile+InternetInternet+Users+
To+Top+17+Billion+By+2013.aspx      

    14.    Massone C, Lozzi GP, Wurm E, Hofmann-Wellenhof R, 
Schoellnast R, Zalaudek I et al (2005) Cellular phones in 
clinical teledermatology. Arch Dermatol 141:1319–1320  

    15.    Massone C, Lozzi GP, Wurm E, Hofmann-Wellenhof R, 
Schoellnast R, Zalaudek I et al (2006) Personal digital assis-
tants in teledermatology. Br J Dermatol 154:801–802  

    16.    Tran K, Ayad M, Weinberg J, Cherng A, Chowdhury M, 
Monir S et al (2010) Mobile teledermatology in the develop-
ing world: implications of a feasibility study on 30 Egyptian 

patients with common skin diseases. J Am Acad Dermatol 
64(2):302–309  

    17.    Massone C, Hofmann-Wellenhof R, Ahlgrimm-Siess V, 
Gabler G, Ebner C, Soyer HP (2007) Melanoma screening 
with cellular phones. PLoS One 2:e483  

    18.    Boland P (2007) The emerging role of cell phone technol-
ogy in ambulatory care. J Ambul Care Manage 30:126–133  

    19.    Armstrong AW, Watson AJ, Makredes M, Frangos JE, 
Kimball AB, Kvedar JC (2009) Text-message reminders to 
improve sunscreen use: a randomized, controlled trial using 
electronic monitoring. Arch Dermatol 145:1230–1236  

    20.    Terry M (2010) Medical apps for smartphones. Telemed J E 
Health 16(1):17–22  

    21.    Fox GN, Gill KU, Music RE (2005) Epocrates essentials: is 
the expanded product an improvement? J Fam Pract 
54:57–63  

    22.    Hyler SE (2002) ePocrates 4.0. J Psychiatr Pract 8:57–58  
    23.   M-Health News. [cited 2010 December]; Available from:   http://

www.m-healthconference.com/393/413/articles/195.php          





87H.P. Soyer et al. (eds.), Telemedicine in Dermatology, 
DOI 10.1007/978-3-642-20801-0_11, © Springer-Verlag Berlin Heidelberg 2012

 Skin Emergency Telemedicine       

     James   Muir      ,    Cathy   Xu      , and    H.   Peter   Soyer              

   Introduction 

 Teledermatology has been well shown to provide com-
parable diagnostic accuracy to face to face consulta-
tion in the management of skin disease  [  1–  3  ] . Combine 
this with the fact that almost all dermatological treat-
ment and procedures can be adequately carried out by 
non-specialist medical staff, it has long been used for 
the delivery of specialist dermatology services around 
the world. In general these are delivered via store and 
forward technology  [  4–  8  ] . 

 Longer response times when managing skin dis-
ease are usually acceptable. This is because the 
majority of dermatological disorders are not acutely 
life threatening. Often the condition has been present 
for many months before a teledermatology consult is 
sought. In many parts of the world due to a shortage 
of specialist dermatologists there is a considerable 
delay before patients with skin disease can access 
face-to-face consultation with a dermatologist. It can 
be argued that a teledermatology service does not 
have to be as good as a traditional face to face consul-
tation service, just better then the services available 
to the patient otherwise. Thus a teledermatology ser-
vice in areas where specialist face to face consulta-
tion is not readily available for reasons of geographic 
isolation or long waiting times for appointments may 
be a very good option for delivery of dermatological 
care. This would be true even if response times to 
requests for advice were prolonged provided they 
were signifi cantly shorter than the time needed for 
the same patient to access a traditional appointment 
with a dermatologist. In practice, turnaround times 
between submission of a request for advice and 
response from a teledermatologist vary. One of the 
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   Core Messages     
   •  Rapidly delivered and reliable specialist der-

matology advice is needed by accident and 
emergency departments.  

  •  Most patients with skin disease can be well 
managed by non-specialist medical staff who 
have ready access to specialist dermatologist 
advice.  

  •  Teledermatology routinely achieves diagnos-
tic and management outcomes comparable 
with face to face consultations.  

  •  A Skin Emergency Telemedicine Service 
(SETS) can provide a consultation service 
which is reliable and suffi ciently rapid to be 
clinically useful. This is currently not possible 
with traditional methods in most centers.  

  •  A SETS can provide dermatology advice far 
more cheaply, quickly, effi ciently and with 
many fewer staff then traditional face to face 
consultation.  
  The equipment and technical expertise to utilize 

a SETS is already present within the vast majority 
of modern accident and emergency units.     

     11   
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authors (JM) has been able to respond to 96% of all 
submitted  teledermatology cases within 24 h. This 
may not be quick enough in all situations. 

   Dermatological Emergencies 

 There are circumstances where a close to immediate 
response is needed. The obvious example being severe 
drug reactions such as toxic epidermal necrolysis where 
early diagnosis and withdrawal of the offending agent is 
associated with better patient outcomes  [  9–  12  ] . The 
same can be said for life threatening systemic illnesses 
which present with or at least manifest dermatological 
features. Many of these conditions are readily diagnosed 
on visual features alone by an experienced dermatolo-
gist but can present an insurmountable diagnostic chal-
lenge to practitioners untrained in skin disease. Examples 
include erysipelas, septicaemia, HIV seroconversion 
reactions, secondary syphilis, leucocytoclastic vasculi-
tis, calciphylaxis, disseminated intravascular coagula-
tion and so on. Then there are skin problems presenting 
in the setting of an acute and possibly related illness 
where the treating doctor needs immediate advice on 
their diagnosis and management. A recent case from the 
authors practice was one of severe pyoderma gangreno-
sum occurring in the setting of a fl are of long standing 
ulcerative colitis. The treating doctors were about to 
debride and graft the ulcerated lesions when they sought 
an urgent teledermatology opinion. The surgery was 
cancelled and the condition responded rapidly to appro-
priate medical therapy. 

 For logistic reasons specialist advice may also be 
needed rapidly. Factors such as geographic isolation, 
unit workload and resources may mean it is not practi-
cal or indeed possible for a patient to return to a treat-
ing doctor on another day to receive the answer to a 
submitted teledermatology consultation. 

 The most likely setting where an urgent dermatol-
ogy opinion will be needed is in a busy accident and 
emergency unit. Patients need to be assessed, diag-
nosed, managed and discharged from these units in a 
timely manner otherwise new patients cannot be 
accommodated. This is true regardless of the severity 
of the presenting complaint. Ideally the patients 
should be discharged appropriately and with an opti-
mal management plan in place. If specialist advice is 
needed, it must be rapid even if the condition is not 
life threatening or particularly severe. These units 

cannot afford to have patients waiting long periods of 
time whilst  specialist review is awaited. 

 Far from being a rare event skin disease represents 
between 4% and 12% of all presentations to an acci-
dent and emergency unit  [  13,   14  ] . Teledermatology is 
an obvious way to meet this need. Even in a large hos-
pital with specialist dermatologists on site it may be 
diffi cult to get a face to face dermatology consultation 
in a suitable time frame. This is not solely because the 
conditions seen are ‘dermatological emergencies’. 
Patients with more mundane and even chronic skin 
disease present to accident and emergency units. 
Medical staff need to manage these patients in an 
appropriate, timely and effi cient way. This is for rea-
sons of logistical effi ciency in the running of the unit 
as well as for purely medical reasons. Rapid access to 
specialist dermatology advice allows accident and 
emergency staff to discharge these patients either to 
the wards, home, dermatology outpatients or the care 
of their local doctor as appropriate.   

   Incorporating Teledermatology 
into Accident and Emergency 

 Is it possible to provide accident and emergency units 
with accurate and rapid dermatology advice via tele-
medicine? There is plenty of published literature docu-
menting the accuracy of teledermatology  [  1–  5  ] . It has 
been well shown to be as accurate as a face to face 
consultation in the great majority of cases  [  14–  17  ] . 
The challenge therefore is not so much in providing 
accurate advice but rather in timely service delivery. 
Clearly in the rare instances of a true dermatological 
emergency a diagnosis is needed as quickly as possi-
ble. However due to the dynamic of an accident and 
emergency unit a rapid response allowing patients pre-
senting with skin disease to be managed and discharged 
as quickly as possible is essential. If not these patients 
typically end up waiting for long periods of time before 
a decision is made as to their management. This can be 
because junior doctors who conducted the initial 
assessment are awaiting the opinion of more senior 
staff members. In hospitals with a dermatology depart-
ment an opinion may be sought from a dermatologist. 
This can still require a wait of hours. These patients, 
even if not unwell place an avoidable logistical burden 
on the accident and emergency unit. Usual telederma-
tology services utilizing store and forward technology 
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have a response time measured in hours or days which 
is inappropriate to the needs of an accident and emer-
gency unit seeking dermatological advice. 

 The crucial difference between a teledermatology 
service to an accident and emergency department and 
one providing advice to a primary care physician is 
rapidity of response. A patient in accident and emer-
gency needs to be managed in a timely fashion which 
ensures optimal patient outcome and promotes the effi -
cient working of the unit. We felt that a suitably 
designed telemedicine service providing dermatology 
advice to an accident and emergency service could ful-
fi l these aims. 

   Skin Emergency Telemedicine Service 

 The model adopted is called ‘Skin Emergency 
Telemedicine Service’ or SETS for short. In common 
with teledermatology services worldwide it utilizes 
store and forward methodology. The crucial difference 
is that concurrent with submission of a case the teled-
ermatologist is notifi ed via a phone call or text mes-
sage that there is a case needing their immediate 
attention. The teledermatologist can then immediately 
view the e-mail bearing the case history and digital 
images and respond with advice. The reply from the 
teledermatologist can be via a telephone call, e-mail or 
text message. After discussion with accident and emer-
gency staff it was felt that an acceptable delay between 
submission of a case and response would be up to 1 h. 
Provided they received immediate notifi cation of a 
submitted case the teledermatologists involved [Prof 
HP Soyer and Dr J Muir] felt this was a readily achiev-
able goal. 

 Thus a typical SETS consultation would run as 
follows:

   Patient presents to accident and emergency with a • 
dermatological problem.  
  Medical staff asses the patient and decide that • 
advice from a dermatologist is needed.  
  An electronic proforma (Table  • 11.1 ) giving details 
of the patients presenting complaint and history is 
fi lled out by accident and emergency department 
staff. This does not have to be physically done by 
medical staff but needs to be confi rmed as being 
complete and accurate.   
  Digital images illustrating the extent and character • 
of the skin problem are taken.  

  The completed proforma and images are e-mailed • 
to the SETS web site and the on call SETS dermato-
logist.  
  The dermatologist is notifi ed by a telephone or • 
text message that there is a case needing urgent 
attention.  
  The on call dermatologist immediately views the • 
case and contacts the referring doctor with diagnos-
tic and management advice. This contact can be via 
telephone, text or e-mail.    
 The possible sources of delay in this model are; rec-

ognition that a particular patient needs a SETS consul-
tation, collecting, documenting and forwarding the 
information and images to the on call dermatologist, 
notifi cation of the teledermatologist that there is a case 
submitted and fi nally the time taken for the on-call der-
matologist to assess the submitted material and then 
formulate and deliver a response. 

   Table 11.1    SETS proforma   

 Patient ID number:  DOB:  Sex: �Male �Female 

 History of presenting complaint: 
 Duration: 
 Progression: 
 Associated symptoms (e.g. itch, fever, arthralgia, malaise): 
 Results of any investigations (e.g. blood/urine tests, biopsies, 
x-rays): 
 Treatment to date: 
 General medical history: 
 Surgical: 
 Medication: (including prescribed, non-prescribed, over the 
counter drug, natural, intermittent and regular, also alcohol/ 
tobacco/ illicit drugs) and chronology 
 Allergies: 
 Occupation/Pastimes: 
 Exposure to animals: 
 Overseas travel: 
 Examination: 
 Diagnoses: 
 1. Emergency Department: 
 2. Teledermatology: 
  Differential diagnosis : 
 3. Biopsy performed:  � No � Yes 

 Results: 
 4.  Face-to-Face 

consultation: 

  Please attach images showing the extent of the eruption i.e. we 
need to know where it isn’t as well as where it is. Good quality 
close ups are essential. If any pathology present please send 
images. They need to be clearly labeled as to site and patient. If 
possible send images that do not allow patient identifi cation  
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 To test this model we set up a year long study in the 
accident and emergency unit of the Princess Alexandra 
Hospital, Brisbane, Australia. This is a 750 bed major 
tertiary hospital providing a full range of medical ser-
vices except for obstetrics. The accident and emer-
gency unit is a busy one seeing about 46,000 patients 
per year  [  18,   19  ] . Earlier discussions between senior 
dermatology and accident and emergency staff had 
revealed that getting a timely dermatology opinion was 
diffi cult when only face to face consultation was avail-
able. Emergency staff felt that there was a need for 
ready access to dermatology advice. This was because 
dermatological issues were not uncommon as either 
the primary reason for presentation or as part of a more 
complex problem. It was felt that many staff found 
dermatological disease diffi cult to diagnose and man-
age. This refl ects the low priority given to dermatology 
education in under- and post- graduate medical train-
ing. Although this hospital has a dermatology unit the 
staff in accident and emergency felt that often they 
could not get an opinion quickly enough to be of prac-
tical use to them. As with all busy units around the 
world there is considerable pressure on staff, resources 
and space resulting in the need for patients to be man-
aged as quickly as possible. 

 The pilot SETS study was designed to test the the-
ory that telemedicine could provide rapid, accurate 
and clinically relevant advice to accident and emer-
gency staff managing patients with dermatological 
problems without in anyway compromising patient 
safety. We hoped to show that by using telemedicine 
this outcome could be achieved signifi cantly more 
quickly than with the current practice of managing 
patients within the unit or awaiting face to face der-
matologist consultation. 

 To this end we only recruited patients presenting 
with skin problems who were over the age of 18 who 
gave informed consent to participating in the study. All 
patients not admitted to hospital were given appoint-
ments to be reviewed in dermatology outpatients 
within 2 weeks of their initial presentation. This was to 
confi rm the accuracy of the teledermatology diagnosis 
and management as well as ensuring optimal patient 
care. It should be noted that waiting times for derma-
tologist appointments are often considerably longer 
than 2 weeks. The dermatologists who reviewed the 
patients face to face were not involved in providing 
teledermatology advice in this study. Their diagnoses 
and management were later compared with that of the 
teledermatologists. Any pathology tests taken were 

also used to help determine the accuracy of the 
teledermatologists. 

 In the course of this year long study a total of 60 
patients were referred to the SETS. In 82% or 49 of the 
submitted cases a response was received by the refer-
ring medical staff in less than 1 h. In fact almost two 
thirds of cases were answered within 30 min. 

 Conditions seen were many (Table  11.2 ) and 20 of 
the 60 patients were actually admitted for inpatient 
care. As expected not all patients returned for review. 
Of the 50 who did return diagnostic concordance 
between the face to face and teledermatology consulta-
tion was seen in 80% and the remaining cases all 
showed relative diagnostic agreement. This of course 
refl ects the results of numerous studies of diagnostic 
accuracy of store and forward dermatology and was 
thus expected. It should be remembered that diagnos-
tic concordance between face to face dermatologists is 
no better than this  [  17  ] .  

 Perhaps more importantly from a practical stand-
point is the concordance rate for clinical management. 
This was measured at a 96% rate of complete agree-
ment by the face to face dermatologist with the man-
agement advice given by the teledermatologist. 

 In short it is possible to provide accurate dermato-
logical advice to an accident and emergency department 
within a time frame that makes such a service clinically 
relevant and useful to treating medical staff. In fact such 
a service could be provided to any practitioner able to 
take and send digital images, e-mail and who has a reli-
able telephone service. Thus a SETS service could also 
provide accurate and reliable dermatological advice to 
small hospitals, remote clinics, fl ying doctors or even 
ships at sea. This service would provide a far more rapid 
response then that possible with face to face consulta-
tion. Importantly this can be done without in anyway 
compromising patient care. In fact patient outcomes can 
be expected to be improved as in most of these situa-
tions no dermatological advice is currently available. 

   Table 11.2    Conditions seen in SETS   

 Conditions 
 No. of 
cases  Conditions 

 No. of 
cases 

 Vasculitis  2  Dermatitis/eczema  10 
 Drug eruptions  8  Urticaria  9 
 Scabies  3  Psoriasis  6 
 Tinea  2  Erysipelas/cellulitis  3 
 Darier disease  2  Photo drug/contact  4 
 Others  9  Acute varicella/zoster  2 
 Total   N  = 60 
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A SETS service can provide diagnostic and manage-
ment advice equal to that of a face to face service but far 
more quickly and to patients who currently cannot 
access any form of specialist dermatology advice.   

   Discussion 

 As expected we did discover areas where such a ser-
vice can be improved. Surprisingly one obstacle to an 
effi cient service was availability of staff suffi ciently 
familiar with digital photography and e-mail who were 
able to take and send adequate photographic images. It 
was not uncommon to be sent images that were poorly 
focused or too large a fi le size to be sent over the inter-
net. This diffi culty with simple technical issues can be 
easily overcome with a brief familiarization course 
with digital photography and use of e-mail. As the new 
generations of ‘techno savvy’ medical staff take over 
this issue should cease to be a concern. 

 Our data revealed that patients often spent many 
hours in accident and emergency before a SETS case 
was submitted. There are many possible reasons for 
this. As this was a new initiative not all staff would 
have been aware of the service or comfortable using it. 
This may have created delays in initiating a request for 
a SETS consultation. Cases presenting to accident and 
emergency are triaged according to degree of urgency. 
Only one of our 60 cases was felt to be imminently life 
threatening. Thus other patients would have been given 
priority. To reduce this delay it should be possible once 
a patient has been triaged to recognize that a SETS 
consultation will likely be needed. Non medical staff 
would be able to fi ll in the profroma and take and send 
the necessary digital images. The teledermatologists 
response would then be available to medical staff when 
they saw the patient thus expediting management and 
reducing the period of time patients spend within the 
accident and emergency unit. 

 In the few instances where there was a prolonged 
delay in response from the teledermatologist it was usu-
ally because there had been no completed notifying call. 
In this circumstance the teledermatologist was unaware 
that there was a case waiting assessment. It should be 
noted that this service ran 24 h a day, 7 days a week. The 
dermatologists providing the advice were able to respond 
promptly in almost all instances even when involved in 
their usual professional duties. A major reason for this 
is that the time consuming aspects of a medical con-
sultation (collection of data,  examination, explanation 

and initiation of management, performance of biopsies, 
writing prescriptions etc.) were all performed by others. 
All the teledermatologists had to do was form a differ-
ential diagnosis and communicate their management 
plan. This can be done in minutes provided the history is 
complete and the images adequate. It does mean that the 
referring medical staff need to have the skills to carry 
out the teledermatology advice. The only procedure that 
needed to be performed was punch biopsy which should 
be within the capabilities of any medical graduate  [  20  ] . 

   Improving Medical Education 

 Not to be forgotten is the educational benefi t a SETS 
service has. With a traditional referral to a dermatolo-
gist medical staff may remain unaware of the eventual 
diagnosis and management and how this was arrived 
at. By using SETS referring doctors receive almost 
instantaneous feedback as to the diagnosis, investiga-
tion and treatment of the problem referred. Although 
not specifi cally assessed in our study informal feed-
back from referring doctors supports the concept that 
this service offered considerable educational benefi t. 

 Furthermore ready access to specialist opinion at 
any time of day can instill clinical confi dence in medi-
cal staff when they are called on to deal with issues for 
which they feel themselves ill equipped. This is espe-
cially so for junior doctors working alone in the more 
remote areas of Australia. It is common for referrals to 
dermatologists to be made even when the diagnosis is 
known to the referring doctor. These patients are 
referred for advice on management. This was refl ected 
in our study where quite often the emergency depart-
ment staff had made a correct provisional diagnosis. 
The SETS dermatologist was able to confi rm their 
diagnostic assessment and offer advice on further 
investigation and management (Table  11.3 ).  

 One reason telemedicine is ideally suited for man-
agement of skin disease in accident and emergency is 

   Table 11.3    Rates of diagnostic agreement   

 Assessments 

 Diagnostic 
agreement (ED vs 
Tele) ( N  = 60) 

 Diagnostic 
agreement (Tele 
vs Final) ( N  = 50) 

 Complete agreement  26 (43%)  40 (80%) 
 Relative agreement  23 (38%)  10 (20%) 
 No agreement  3 (5%)  0 
 Not applicable  8 (13%) [No ED 

diagnoses] 
 10 [No FTF] 
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that all management can be performed by clinicians 
without specialist skills. There is no need for special-
ized procedural skills requiring advanced training as 
would be the case for surgical presentations. There are 
few specialized clinical skills needed to make a diag-
nosis other then the ability to recognize the clinical 
signs of a given skin disease. This can almost always 
be done as readily from a clinical image as from a face 
to face examination. With the aid of a SETS derma-
tologist clinicians in the emergency department can be 
guided to historical and clinical clues which may help 
make a diagnosis. 

 For a SETS to give optimal results referring doctors 
have to be able to perform a skin biopsy. This is of 
course well within the skill set of any doctor. Ideally a 
SETS case biopsy sample should be reviewed by a 
specialist dermatopathologist. The SETS dermatolo-
gist can guide the referring clinician on optimal biopsy 
site and whether investigations such as direct immuno-
fl uoresence, biopsy for culture or skin swabs etc. are 
needed. The ability for a SETS to direct appropriate 
collection of pathology samples also means that treat-
ment can be initiated without the concern that confi r-
matory pathology testing has not been ordered. This 
avoids the all too common problem of patients present-
ing to a dermatologist for assessment of a resolved or 
signifi cantly altered skin eruption after the referring 
doctor has commenced treatment. In this situation 
diagnosis is often impossible as clinical features and 
pathology results have been altered so much that they 
bear little relationship to the original eruption.  

   Improving Clinical Outcomes 

 As can be seen in the list of cases submitted (Table  11.2 ) 
in our study almost all can be diagnosed on clinical 
features alone. Simple pathology testing would have 
confi rmed the diagnoses. In the cases of vasculitis, 
triggers and involvement of organs other then the skin 
would need to be sought by history, examination and 
appropriate investigation. This can be guided by the 
SETS dermatologist but readily performed by the 
referring medical staff. This avoids delays in identify-
ing and removing triggers. Systemic involvement if 
present will be found and addressed earlier than would 
otherwise have been the case. 

 Drug eruptions were common and often identifi ed 
as such by the referring doctors. A SETS can give 

advice on the need for biopsy and most importantly 
which, of often multiple medications is the likely 
cause. Early recognition of infectious illnesses such as 
varicella, eczema herpeticum and scabies has clear 
health benefi t to both the affected patients and others 
they may come in contact with. 

 It is interesting to note that many of the conditions 
seen were not examples of dermatological emergen-
cies. However these patients did present to accident 
and emergency and thus needed assessment and man-
agement. Although familiar to dermatologists condi-
tions such as Darier’s disease, psoriasis, scabies or 
even tinea can represent a management challenge to 
accident and emergency staff even if the diagnosis is 
obvious. From the point of view of the doctor con-
sulted it would be professionally, ethically and medi-
colegally unsatisfactory to turn away patients 
presenting with non urgent skin conditions without at 
least an attempt to address their problem. Clearly these 
patients considered their skin problems serious enough 
to attend a busy unit knowing that there would likely 
be a long wait. With the aid of immediate and accurate 
advice from a teledermatologist the needs of both the 
patients with skin disease and their treating doctors 
can be addressed.  

   Cost Effectiveness 

 An important issue with any medical service is cost 
effectiveness. A SETS is clearly a cheaper and far 
more effi cient approach to the delivery of dermatologi-
cal care to patients then any that could be delivered by 
traditional face to face consultation. 

 The equipment and staff needed are already avail-
able in accident and emergency departments through-
out Australia. From a technical perspective all that is 
needed is a basic digital camera capable of taking 
macro images and the ability to send and receive 
e-mails and images. The actual work of taking the 
images, fi lling in the proforma and sending these to the 
teledermatologist could be done by suitably supervised 
non-medical staff. Thus any modern accident and 
emergency department wishing to utilize a SETS 
would not incur extra equipment or labor costs. 

 A major determinant of the cost of specialist consul-
tation is time. A dermatologist staffi ng a SETS can offer 
management advice on a submitted case in a far shorter 
time then is possible face to face. Using  electronic 
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 communication the on-call dermatologist has no need to 
travel. This means that any time spent by the dermatolo-
gist is used solely for addressing the case submitted and 
formulating and transmitting a management plan. The 
other time consuming aspects of a dermatology consul-
tation (history taking, biopsies, explaining the diagnosis 
and management, writing prescriptions etc.) are all per-
formed by the referring staff. 

 A single dermatologist could easily provide a SETS 
to multiple accident and emergency departments. Cost 
savings in on call allowances would be very large. As 
there are no geographical or indeed time zone restric-
tions to locations that can be serviced by a SETS far 
fewer dermatologists would be needed then with any 
equivalent level of service delivery by traditional 
means. 

 A further cost saving would be in the increased 
ability for patients to be managed within their own 
communities with no need to travel for specialist 
assessment and care.  

   Improving Access to Dermatology Care 

 A SETS also addresses the issue of equity in the deliv-
ery of medical care. Many areas of the world have no 
access to specialist dermatological advice. This is true 
even in wealthy nations such as Australia. Patients 
with skin disease often have to rely for help on medical 
staff with no advanced or often even basic training in 
skin disease. This is especially true with acute presen-
tations. A SETS allows access to reliable management 
advice for skin disease in a timely, effi cient and cost 
effective manner. This advice can be available virtu-
ally immediately and at any time. There is no reason 
why a SETS cannot be delivered to multiple centers in 
geographically disparate areas. 

 A dermatologist providing consultations for a SETS 
can offer advice from any area of the world which has 
adequate coverage by telecommunication services. As 
e-mails and digital images can be received and 
responded to on a variety of hand held mobile commu-
nication devices the dermatologist is free to undertake 
any other activities whilst awaiting a consultation 
request. They can travel away from their home base and 
still provide the same service. This has profound impli-
cations for recruitment of specialist staff to provide this 
service. Unlike traditional ‘on call rosters’ which meant 
the doctor would have to be in close physical proximity 

to any center requesting advice, a SETS dermatologist 
is completely free of any restrictions on movement or 
activity other than being contactable electronically and 
immediately. Thus a single dermatologist can provide 
continuous coverage to multiple centers with minimal 
impact on other activities. 

 In the study recently completed by the authors 
requests for assistance were answered 7 days a week 
and at any hour of the day. At the time of addressing a 
SETS consultation the dermatologists were often away 
from their work place or home. Consultations were 
even answered when the dermatologist was in another 
hemisphere. As each case could usually be assessed 
and answered in a few minutes the study dermatolo-
gists could provide SETS advice whilst working in 
their usual capacity. This means that a dermatologist 
providing emergency advice via a SETS will be far 
less inconvenienced and thus more likely to take on 
and continue in such a role.   

   Conclusion 

 The time has come to start providing more medical 
services via innovative use of technology. It is impor-
tant that this should not compromise patient care. A 
SETS has the capacity to effi ciently, cheaply and read-
ily provide comprehensive dermatological advice for 
patients in any area that has modern telecommunica-
tions services. Such a service would make specialist 
dermatology care available to patients previously 
denied this service by reason of geographical isolation 
or work force issues.      
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 Telewoundcare       

     Barbara   Binder       and    Rainer   Hofmann-Wellenhof                 

   Main Part 

 Chronic wounds are a signifi cant problem for patients 
and the health care system. About 2.5% of the com-
munity suffer from chronic wounds of various origins, 
and an even higher portion is seen with increasing age 
 [  22  ] . The causes of wounds include vascular diseases 
(venous or arterial ulcers), neuropathic or hematologi-
cal disorders, trauma, pressure and others  [  8,   17  ] . 
Vascular diseases are responsible for the majority of 
leg ulcers, 70% due to venous insuffi ciency, 20% due 
to peripheral arterial occlusive disease and only 10% 
caused by underlying diseases such as vasculitis, 
metabolic imbalances, medications or neuropathy. In 
patients suffering from diabetes mellitus, the leg ulcers 
are often due to a combination of causes, e.g. venous 
and arterial vessel impairment and neuropathy 
 [  18,   19  ] . Pressure ulcers, caused by various forms of 
immobility, are a major problem for the community. 
According to the literature, the prevalence data range 
between 0.4% and 38%  [  15,   20  ] . 

 Ulcers are dynamic and therefore regular assess-
ment of the wound and surrounding skin is required to 
facilitate necessary adjustments to therapy. These 
examinations should be performed by physicians 
trained in wound care; however, in many cases such 
specialists are not always available locally to the patient 
and therefore they have to travel to a specialized wound 
care center. Many of these patients are older with vari-
ous comorbidities and traveling long distances can be 
exhausting for them. For another group of patients it 
may be very diffi cult to organize the transportation 
because of total immobility caused by spinal injury. 
The visits can be time consuming because of the 
long travel distance and prolonged  waiting time 
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   Core Messages     

   •  Chronic wounds are a signifi cant problem for 
patients and the health care system.  

  •  Ulcers are dynamic and regular assessment of 
the wound status and the surrounding skin is 
mandatory and adjustments of therapy are 
required.  

  •  Telewoundcare offers patients in rural and 
remote areas expert medical consultation with-
out loss of quality medical care while main-
taining their independence and mobility.  

  •  Several studies and trials have proven that with 
e-consultations the classifi cation and assess-
ment of a wound can be made reliably. 
Treatment suggestions and treatment adjust-
ments, as well as wound healing monitoring, 
are feasible.  

  •  Teledermatology is an evolving technology 
especially in the fi eld of telewoundcare and 
holds great potential for the future.     
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in the outpatient departments. The inconveniences 
related to these regular visits at a specialist in wound 
care cause major discomfort to the patient therefore 
further reducing the patient’s quality of life. Patient 
transportation also imposes additional economic strain 
on the health care system. In Styria, a province of 
Austria, the transportation costs for the ambulance 
range between 0.65 and 1.26 EUR/km     [  21,   23  ] . 
To avoid travel and additional waiting times in an out-
patient wound care center for assessment and treat-
ment, patients are often admitted to a hospital for 
inpatient care associated with great costs for the com-
munity  [  11  ] . Furthermore, the patients lose some of 
their independence and may acquire additional com-
plications associated with bed rest  [  25  ] . During hospi-
tal stay the wounds are effectively treated according to 
wound management standards however the wound 
often worsens when the patient returns home due to the 
lack of wound care professionals in remote areas. This 
leads to a discomfort for the patient, hinders the wound 
healing process and once again impacts on the patient’s 
quality of life. 

 Another fact that should not be neglected is the 
aging population and therefore increasing prevalence 
of chronic wounds among society. Indeed, the prospec-
tive number of patients with chronic wounds would 
overwhelm hospital services and offi ces of profession-
als making the provision of good wound care to all 
affected, a challenge for the community  [  17  ] . 

 Telemedicine, especially teledermatology, holds 
great potential to solve the above mentioned problems. 
Since the fi rst employment of telemedicine by NASA in 
the early 1960s, the technical advances led to different 
possibilities of applied telemedicine. Reasonably priced 
photographic equipment or the possibility of taking 
photographs with the mobile phone, coupled with the 
quick electronic transfer of high-quality digital images 
make it possible to get expert opinion for diagnosis or 
recommendations for wound management without 
delay  [  5,   6  ] . As such, patients in rural and remote areas 
could potentially receive expert medical consultation 
whilst maintaining their independence and mobility. As 
chronic wounds are disabilities of the older population 
and these patients often suffer from numerous comor-
bidities, telemedicine also offers great advantage for the 
underlying diseases. Various trials have been published 
on this issue. Neurological disorders are common in 
older patients and Dorsey et al. reported about a positive 
effect of using telemedicine in Parkinson’s disease  [  7  ] . 

They showed, relative to  baseline, that nursing home 
patients experienced trends toward improvement in 
quality of life and patient satisfaction and demonstrated 
the feasibility of providing subspecialty care via tele-
medicine for individuals with Parkinson’s disease living 
remotely. Different studies are investigating the poten-
tial for telemedicine supported home care in Alzheimer’s 
disease and dementia  [  27  ] . An interesting multicentre 
study investigated the feasibility of a telerehabilitation 
intervention in home care setting in patients after stroke, 
traumatic brain injury and multiple sclerosis  [  9  ] . They 
found that the Home Care Activity Desk Training was 
as effective as standard care in terms of clinical out-
comes with both therapists and patients were satisfi ed 
with this kind of intervention. Chronic heart failure and 
chronic obstructive pulmonary disease are common 
among the elderly and studies of telemonitoring have 
proven to be effective, leading to improved self-care 
skills among these patient groups  [  14,   16,   24  ] . Bernstein 
et al. published an interesting model comparing the out-
come for patients treated in hemodialysis units with 
onsite nephrologist and without onsite nephrologist in a 
remote area  [  2  ] . They concluded that chronic hemodi-
alysis patients receiving remotely delivered care in spe-
cialized facility attain comparable, if not better, survival 
outcomes than their urban counterparts with direct 
onsite nephrology care. Telemedicine promises to 
become a novel twenty-fi rst-century tool for diabetes 
mellitus health care providers to communicate with 
patients to improve the quality and lower the costs of 
health care  [  13  ] . Looking at these data, telemedicine in 
the elderly population could become important among 
many specialist fi elds, including effective wound 
management. 

 Numerous studies have been published on telemedical 
wound care, investigating accuracy and feasibility in 
addition to acceptance by patients and professionals. 
Kim et al. performed a prospective study including 70 
patients with pressure ulcers stage II–IV, diabetic foot 
ulcers and venous stasis ulcers to compare the diagnos-
tic evaluation of a wound by the treating physician (in-
person assessment – considered as gold standard) with 
the diagnostic evaluation by remote physician using a 
telemedicine system  [  12  ] . A nurse took digital photos 
and collected other data of the patient and of the wound 
and sent the information via Internet to a database where 
they were posted for access by the telemedicine physi-
cian. The wounds were assessed during in-person visit 
and from the  telemedicine physician. Percentage 
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agreement for all visits ranged from 67.1 for “not 
 healing” to 88.8 for “cellulitis present.” The authors 
conclude that telemedicine has the potential to improve 
access to speciality care for patients who are not cur-
rently receiving routine monitoring by specialized nurses 
or physicians. 

 Braun et al. investigated the feasibility of telemedical 
wound care using mobile phones with built-in digital 
cameras  [  4  ] . Three physicians assessed nine variables 
of the wound status – one performed the face-to-face 
consultation and the other two the remote evaluation –. 
A total of 61 leg ulcers were included. Images were 
taken and sent by e-mail to the remote physician. The 
image quality was judged to be good in 59% and very 
good in 20% and the participants felt comfortable mak-
ing a diagnosis based on the pictures in 82% of cases. 
Therefore this method offers the possibility of a direct 
interaction between visiting nurse or physician and the 
specialists with immediate access to the image and the 
consequence of improved wound care. 

 In 2007, Rees RS and Bashshur N published a study 
investigating the effects of a telewound program on the 
use of service and fi nancial outcome among home-
bound patients with chronic wounds  [  23  ] . Nineteen 
patients with chronic pressure ulcers were included in 
this prospective study and followed up for 2 years. This 
sample was matched to a historical control group from 
hospital records. Once a week a digital photograph was 
taken by the nurse and sent, together with a clinical pro-
tocol, to the plastic surgeon experienced in wound care. 
The telemedicine group had 50% fewer emergency vis-
its, 50% fewer hospitalization associated with shorter 
lengths of stay. In this study, the telewound program led 
to lower costs in the management of pressure ulcers and 
possibly to better health outcomes. 

 From Veracruz, Mexico, the experience of using 
telemedicine in the successful assessment and treat-
ment of patients with hard-to-heal leg ulcers was 
reported  [  5,   6  ] . Three patients were included: one 
53-year-old man had ulcers on both lower legs and 
hypertension, morbid obesity, chronic venous insuffi -
ciency, recurrent erysipelas and lymphoedema; a 
73-year old very obese woman with ulcers on her right 
leg after surgical debridement of bullous erysipelas 
and a 51-year old female suffering from rheumatoid 
arthritis with one ulcer on each lower leg. Images were 
sent via e-mail to a wound care specialist weekly. The 
remote specialist was confi dent to give diagnosis and 
therapeutic recommendations. This method offers high 

quality wound care at low cost. In countries with few 
wound care specialists telemedicine provides a useful 
tool to obtain expert input remotely. 

 The experience of our research group with teleder-
matology and wound management began in 2001. 
A study was conducted with the aim to examine the 
feasibility of teledermatology in wound assessment 
and therapeutic recommendations for patients with 
chronic leg ulcers  [  23  ] . One hundred and ten leg ulcers 
of different origin were included. We compared the 
assessment of the wounds by two young physicians 
doing their internship at our department and a teleder-
matologist who was an expert in wound care. The two 
physicians took 1–4 digital images of each ulcer. The 
images together with selected clinical data (e.g. recent 
treatment, response to therapy, additional underlying 
disease) were transmitted to the expert via web appli-
cation for independent teledermatological assessment. 
The teledermatologist was blinded to the results of the 
assessment of the face-to-face visit. A high accordance 
was found between direct consultations and 
e-consultation, especially for slough (98.2%) and 
granulation tissue (76.4%). The teledermatologist 
assessed the ulcer edges more often than the physi-
cians in the face-to-face consultation (100% vs. 94.5%). 
The surrounding skin also was more often assessed by 
the teledermatologist than by the young physicians 
(99.1% vs. 60%). The last results could be explained 
by the fact that the younger physicians were less expe-
rienced in wound care and therefore they underesti-
mated the impact of surrounding skin changes for the 
wound healing success. In summary, the results of this 
study showed that the correct classifi cation of leg 
ulcers can be made by clinical examination or based on 
a digital image. For assessment by e-consultation addi-
tional data from the patient’s history and results of cer-
tain previous investigations are recommended; for 
treatment suggestions, information of previous thera-
peutic modalities and therapeutic response in addition 
to known allergic reactions should be transmitted to 
the teledermatologist. In those cases in which suffi -
cient clinical information was transmitted, the teleder-
matologist felt confi dent in recommending further 
treatment strategies and in planning further e-consulta-
tions. Therefore a standardized data sheet – transmit-
ted with the photographs – would be helpful in 
providing adequate assess ment of the wounds and 
treatment suggestions to increase the medical care of 
patients with chronic wounds in remote areas. 
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 Based on this experience, a further study was con-
ducted. We investigated the effi cacy of telemedicine for 
managing leg ulcers in a setting with home care nurses 
 [  3  ] . The reduction of costs and the acceptance of teleder-
matology by patients and home care nurses were also 
evaluated. Sixteen patients with a sum total of 45 leg 
ulcers were enrolled. The treatment regime was deter-
mined following an initial outpatient visit at our outpa-
tient department for assessment and classifi cation of the 
ulcers. Teledermatological follow up was performed by 
home care nurses once a week for 3 months. A standard-
ized data sheet with relevant clinical information com-
pleted by the nurses and 1–4 images were transmitted to 
the experts in the wound care center via a secure web site 
specifi cally designed for this study (Figs.  12.1  and  12.2 ). 
The quality of the images was excellent or suffi cient in 
89% and the experts were confi dent in giving therapeutic 
recommendations. The combination of teledermatologi-
cal expert monitoring and treatment performance by 
home care nurses led to a good healing rate. More than 
70% of the ulcers decreased in size, and approximately 
one third completely healed. During the treatment phase, 
patients with leg ulcers visited their general physician or 
a wound care center every 1–3 weeks for treatment 
adjustment. A marked decrease in outpatient visits was 
noted in our study and transportation costs were reduced 
about 46%. The acceptance of teledermatological 

monitoring by home care nurses was very good and they 
believed that the quality of their treatment had improved. 
Twelve patients were satisfi ed with the telemedicine 
wound care and they thought that teledermatology was 
able to replace a face-to-face visit with the general physi-
cian or a wound expert. Teledermatological monitoring 
of leg ulcers could increase the quality of medical care 
by enabling general practitioners and home care nurses 
to receive support from wound care experts from any 
location. Reduction of the need for travel also lead to 
lowering the costs of the insurance companies and to 
improving the quality of life for the 16 almost elderly 
patients.   

 An ongoing pilot trial (named “TeleUlcus”) con-
cerning teledermatology and wound healing was com-
menced in March 2009 and includes three provinces of 
Styria, Austria. The aim is to reduce in-patient care 
and outpatient visits for patients with chronic wounds, 
to improve the wound management in home care set-
tings, to reduce the economic burden to the health care 
system by reducing the transportation costs and 
enhance the healing rate of chronic wounds. Before 
starting the pilot trial, general physicians, home care 
nurses and the stuff of the included hospitals were 
trained in using teledermatology and specialized in 
wound care. Standards for diagnostic and therapeutic 
procedures, and standards for wound care were 

  Fig. 12.1    Standardized 
data sheet for the 
teledermatologist       
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introduced before starting the trial. The experts of 
wound care are located at the Department of 
Dermatology, Medical University of Graz and give 
support in diagnosis and procedure to all healthcare 
professionals by teledermatology (Fig.  12.3 ). The 
acceptance of teledermatology is very high in this trial 
and the members welcome the possibility of consult-
ing the experts on each occasion.  

 To date, teledermatology has not been introduced 
into the general Austrian health care system. One dif-
fi culty met during the trial is the lacking reimburse-
ment of devices and wound dressings for the physicians 
by the insurance companies. In Styria only patients 
treated by home care nurses have free access to the 
required wound dressings therefore patients treated by 
general physicians often don’t get the appropriate 
wound dressing. In the pilot trial we had special offers 
from the insurance company to overcome this barrier. 
This is not only true for Austria, Barret et al. also 
reported about such set of problems in Western 
Australia  [  1  ] . After evaluation of our data we hope that 
teledermatology in woundcare will become an appeal-
ing fi eld for the health care system and the insurance 
companies in Austria. 

 In the Netherlands, KSYOS TeleMedical Centre has 
been introduced as a state-certifi ed institution for spe-
cialized telemedical care, e.g. teledermatology. Cameras, 

software, training and help service are provided by the 
telemedicine institution. The teledermatological consul-
tation is fully reimbursed by the Dutch healthcare insur-
ance system. Telewoundcare is also a fi eld of this 
institution and patients receive proper care, in good time, 
at the best location and from the proper actor  [  26  ] . 

 In Soenderjylland, Denmark, telemedicine was intro-
duced as an interdisciplinary tool to remit patients with 
chronic wounds to the specialists in the hospitals, with 
the aim to avoid visits to the outpatient clinic, to control 
the quality of treatment given and to support the district 
nurses in wound care of patients with chronic wounds. 
The concept is named “Saar-I-Syd” (Wounds in the 
South). Patients are registered in the web base database, 
and digital images taken by mobile phone and clinical 
data are sent by the district nurse to this database. The 
expert gets a sms that new information has been submit-
ted to the database. After 12 months, they found that the 
set-up based on electronic web-based wound care record 
works very well, is simple to use and reliable. Specialist 
support is rapidly available for healthcare professionals 
far away from the hospital with the outcome of shorten-
ing the wound treatment period and of fewer visits to the 
outpatient’s clinic  [  10  ] . 

 In conclusion, several studies and trials have proven 
that with e-consultations the classifi cation and assess-
ment of a wound can be made reliably. Treatment 

  Fig. 12.2    Digital image sent 
to the teledermatologist. 
A color scale was photo-
graphed together with each 
lesion. The centimeter scale 
enables the teledermatologist 
to measure the area of the 
ulcus       
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 suggestions and treatment adjustments as well as 
wound healing monitoring are feasible; only digital 
images – taken by digital camera or mobile phone – 
and additional information of the patients underlying 
diseases and previous treatment modalities are required. 
Such an approach could potentially increase the qual-
ity of medical care in patients with chronic wounds by 
enabling health care professionals in any location to 
receive diagnostic and treatment support from experts 
in wound care. Reduction in the need to travel to an 
expert or a wound care center leads to lower costs for 
the health care systems. The quality of life for these 
almost elderly patients improves by avoiding inconve-
niences such as long waiting times for appointments at 
speciality clinics, often located some distance away, 
and repeated visits to those clinics. The patients main-
tain their independency and mobility. Because of the 
regular contact between experts in wound healing and 
the health care professionals high standard in wound 
care for all patients with chronic wounds could be 

achieved. By this improvement of wound care the 
period of treatment time could be shortened with 
reduction of costs for wound dressings. Teledermatology 
is an evolving technology especially in the fi eld of tele-
woundcare and holds great potential for the future.      
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13         Telepsoriasis       

     Julia   Frühauf       and    Rainer   Hofmann-Wellenhof              

     Introduction 

    Psoriasis is a chronic, immune-mediated, multisystem 
disease with predominantly skin and joint manifesta-
tions that affects approximately 2% of the general pop-
ulation  [  1  ] . It is characterized by scaly, erythematous 
patches, papules, plaques and occasionally, pustules 

that may be pruritic or even painful. It is associated 
with high morbidity and its impact on patient’s social 
life and emotional and physical wellbeing is dramatic 
 [  2,   3  ] . Conditions that may be associated with psoriasis, 
psoriasis arthritis, or both include autoimmune dis-
eases, such as infl ammatory bowel disease, components 
of the metabolic syndrome such as diabetes and cardio-
vascular disease, lymphoma, and depression  [  1  ] . 
Psoriasis waxes and wanes during a patient lifetime, is 
often modifi ed by treatment initiation and cessation and 
has few spontaneous remissions  [  1  ] . Although clear-
ance of the physical presence of psoriasis may enhance 
an individual well being in the short term, the notion of 
relapse once therapy is withdrawn is a constant psycho-
logical burden. Patient support groups are one source of 
psychological assistance, designed to develop and rein-
force positive coping styles. Results of a recent online 
survey about the role of psoriasis online support com-
munities confi rmed that these platforms offer both, a 
valuable educational resource and a source of psycho-
logical and social support  [  4  ] . Despite initial concerns 
that online activity might lead people to withdraw from 
social interaction  [  5  ] , a number of recent reports have 
noted that use of the Internet can empower people  [  6  ] , 
thus improving social support and self-esteem  [  7  ] . 
In addition, it allows individuals to access information 
at a time and place of their choice  [  5  ] . 

 As physicians who care for the large majority of 
patients with psoriasis, dermatologists play an impor-
tant role in identifying the morbidity of all aspects of 
psoriatic disease. 

 In this respect, telemedicine, and in particular teled-
ermatology, which combines telecommunication and 
information technologies, offers new possibilities for 
patients and doctors to interact with each other. When 
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  Core Messages 

    Psoriasis mainly manifests with chronic • 
infl ammation of the skin that may cause sig-
nifi cant physical and psychological burden.  
  It is essential for healthcare professionals to • 
work together with patients suffering from pso-
riasis planning treatment regimens, as active 
participation may improve patient compliance.  
  Teledermatology, and in particular mobile • 
teledermatology, might prove to be the prefer-
able tool empowering the chronic-ill to effec-
tively take control of their life with psoriasis.  
  The feasibility of teledermatology services in • 
the management of psoriasis patients has 
already been proven.  
  Further effectiveness studies are needed to • 
widely adopt this mode of care.    
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the practice of teledermatology fi rst began, most 
 communication was between physicians (generally 
specialist to generalist)  [  8  ] . For this purpose, digital 
cameras were used to produce high-quality images of 
a dermatologic condition and then to forward them via 
E-mail or other communication networks for referral. 
Teledermatology has since evolved to allow direct 
communication between patients and dermatologists. 
This advancement was partially fueled by the rapid 
progress in computer and information technologies 
incorporating expensive digital cameras into low-cost 
mobile phones, as well as patients becoming increas-
ingly comfortable using this technology. With mobile 
teledermatology  [  9,   10  ]  a ubiquitous and easy-to-use 
solution for data acquisition was gained in the man-
agement of the chronic-ill. Teledermatology has revo-
lutionized some aspects of health care delivery by 
transforming relationships between patients and physi-
cians shifting the power of consultation so that patients 
may become more informed and assertive  [  11  ] . Even 
for patients with chronic skin diseases such as psoria-
sis, loss of body control is one of the most bothersome 
aspects  [  12  ] . Therefore, teledermatology may have the 
potential to strengthen patient confi dence and motiva-
tion to use their own skills and knowledge to take 
effective control over their life, even with this chronic 
illness. Even simple strategies including telephoning 
the patient 2–3 weeks after consultations  [  13  ]  and 
involving patients in the selection of their treatment 
 [  14  ]  might enhance patients’ motivation and adherence 
to treatment plans, and even led to improved health 
outcomes  [  15–  19  ] . Due to remote and immediate med-
ical access, also waiting time and travel expenses might 
be effectively reduced for the patients. Many therapeu-
tic options are available for the treatment of psoriasis 
 [  1  ] . Limitations of traditional therapies and the 
improved understanding of psoriasis have led to the 
recent introduction of new bioactive agents, also called 
biologics. These agents have been effective even in 
high-need psoriasis patients, for whom at least two 
other systemic therapies were unsuitable  [  20  ] . Most of 
these medications can be self-administered subcutane-
ously at home, making possible a more fl exible life-
style for the patients. However, even there are 
limitations, as close monitoring is needed e.g. to adjust 
treatment plans when psoriasis fl ares or adverse effects 
from medications occur. Teledermatology seems a 
valuable tool to effectively monitor such patients, and 
moreover to reduce health care costs related to  psoriasis 

exacerbations, as it makes timely interventions 
 possible. American studies demonstrated that treat-
ment costs are a notable portion of psoriasis-related 
expenditures  [  21  ]  and that total and out-of-pocket 
expenditures rise with increasing disease severity  [  22  ] . 
Hospitalizations accounted for one third of the expen-
ditures arising for outpatient visits. To date, there is 
little information available about the economic impact 
of psoriasis in European countries  [  23,   24  ]  In a cost-
of-illness study from Italy  [  23  ] , the mean costs for pso-
riasis with moderate disease amounted less than half of 
those for patients with more severe disease. In another 
study from Germany  [  24  ]  the annual total costs were 
highest in high-need patients, who also showed the 
highest PASI score.  

   Technical Infrastructure 

 Image quality is an essential component in assuring 
the optimal communication of patient image data to 
the dermatologist for teleconsultation  [  25  ] . Therefore, 
there are minimum requirements for digital images such 
as resolution, contrast and color discrimination, and 
guidelines for technical specifi cations of image acqui-
sition have been recently proposed by the American 
Telemedicine Association  [  26  ] . It is remarkable that 
color discrimination seems less important in the evalu-
ation of psoriasis than in other skin diseases. Despite 
basic requirements for image standardization, such as 
constant room lighting and the use of a non-refl ective, 
white backdrop behind the region of interest, the abil-
ity to overview the whole body area involved mainly 
impacts the reliability of remote diagnosis. This might 
be due to the fact that psoriasis severity scores are an 
area-weighted measure, where the fi nal score is deter-
mined more by the Body Surface Area (BSA) and less 
by the morphological characteristics of the disease  [  27, 
  28  ] . This fi nding is also refl ected by previous research 
that found the BSA component to be mainly responsible 
for substantial inter-rater variability in psoriasis sever-
ity scorings  [  29–  32  ] . Till date, the current gold standard 
methods, PASI (Psoriasis Area and Severity Index) and 
Palmoplantar PASI (PPPASI), are used to measure 
psoriasis severity by evaluating the average redness, 
scaling and thickness (PASI), and average number of 
erythema, pustules and scaling (PPPASI) of the plaques, 
respectively, weighted by the area of involvement  [  33  ] . 
For calculating the scores, each area is given a numeri-
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cal score representing the proportion involved. The two 
scores vary from 0 to 72 with higher scores indicating 
severer conditions. Therefore, overview-images of each 
anatomical region and detailed views of some defi ned 
target lesions should be conveyed for teleconsultation 
to adequately display the area of involvement and the 
composition of the plaques. However, when using the 
Self-Administered PASI (SAPASI)  [  34  ]  for disease 
severity scorings, which is a patient-rated PASI with 
equivalent value  [  35  ] , image acquisition of some target 
lesions might be suffi cient. It is understandably uncom-
fortable for patients to expose sensible body regions 
(e.g. the genitals) in front of a camera. Furthermore, 
some body regions (e.g. the scalp) are inaccessible to 
the camera. To assess disease severity at these sites, 
the use of respective questionnaires might be useful. 
Furthermore, assistance e.g. by family members could 
be necessary in case of very widespread disease or loca-
tions, which are inaccessible by the patients themselves 
(e.g. lesions on the back). Taking into account the mor-
phologic characteristics of the disease, teledermatology 
may have some diagnostic limitations; due to the inabil-
ity to palpate the lesions and the danger to put too much 
emphasis on minute details, induration and scaling, 
might be misdiagnosed  [  36  ] . However, these limitations 
may only marginally impact psoriasis severity scorings, 
as diagnostic accuracy of remote PASI/PPPASI assess-
ments has been shown to be adequate and comparable 
to that of in-person clinical encounters  [  37  ] . Regarding 

image resolution, pictures of 720 × 500 pixels have 
been demonstrated to be adequate for  dermatological 
diagnosis  [  38  ] . Thus, any standard  digital camera and 
even any built-in camera with a, e.g., 1.3 mega-pixels 
capability and an image resolution of 1,280 × 960 pixels 
is more than suffi cient for decision-making. To date, 
the technical architecture mainly used in the manage-
ment of psoriasis patients consists of a conventional 
mobile phone equipped with a built-in camera and an 
implemented application. The software integrates both 
a section for image capturing (Fig.  13.1 ) and one for 
the input of patients’ medical history via questionnaire. 
The captured pictures are stored and sent as JPEG 
(joint photographic experts group, a compression algo-
rithm for digital images) fi les. In the last years, various 
mobile transmission technologies with improved trans-
mission rates have been developed. The technology 
commonly used is a packet-based wireless data transfer 
via General Packet Radio Service (GPRS) or Universal 
Mobile Telecommunication System (UMTS) to a cen-
tral web-server. The simplest method for remote analy-
sis of incoming patient data is the use of a Hypertext 
Preprocessor (PHP), a server-side scripting language, 
and a relational database engine, which are both imple-
mented on a web-server to create a database driven 
webpage. PHP processes the page request and converts 
the data from the database into a web-interface with 
login-protected user access. Although reducing the fl ex-
ibility of mobile care, data might be also transferred to 

  Fig. 13.1    Data capture 
using mobile phones. 
Photographs of lesions are 
made using a common 
mobile phone with a built-in 
camera (Image published 
Frühauf  [  39  ] )       
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the computer via Universal Series Bus (USB), and then 
stored and uploaded to a Web-application. To directly 
send treatment instructions from the remote examiner 
to the correspondent mobile phones of the patients, 
an additional mobile phone-based feedback system 
that converts email messages into short text messages 
(Email-to-SMS) seems very useful (Fig.  13.2 ).    

   Status of Research and Application 

 A long time, generalized skin eruptions were thought 
to be more diffi cult to diagnose by remote than by in-
person examinations, even if presenting with indurated 
lesions varying over time in intensity, extent and distri-
bution  [  40  ] . As an adjunct to visual inspections, der-
matologists routinely palpate the skin during clinical 
examination. This sensory modality is lacking, when 
using teledermatology for skin examination. This 
might explain some of the concerns dermatologists 

have had about the accuracy of teledermatology diag-
noses in psoriasis patients, as induration seems an 
important clinical sign of the disease  [  41  ] . In other 
fi elds of application, however, teledermatology has 
already been intensely utilized. It has been applied to 
melanoma screenings, in the surveillance of long-term 
therapy of leg ulcers, or in medical attendance in rural 
and remote areas  [  42  ] . Since 2005, increasing empha-
sis was also put on the evaluation of teledermatology 
services for patients with infl ammatory skin diseases. 
It has been found that teledermatology techniques 
could be reliably applied to diagnosis of atopic skin 
eruptions  [  43  ] , and the additive value of second opin-
ion teleconsultations in patients with challenging 
infl ammatory, neoplastic skin diseases among experts 
was confi rmed  [  44  ] . In the latter case, it is remarkable 
that up to 30% of the patients were correctly diagnosed 
by teleconsultation only. The authors assumed that this 
fi nding was not related to the diagnostic teledermatol-
ogy method itself, but could be a result of selection of 
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  Fig. 13.2    Technical architecture of a mobile teledermatology 
system: Patient data stored on a mobile phone are then transmit-
ted to a central web-server, using a packet-based wireless data 
transfer via General Packet Radio Service ( GPRS ) or Universal 
Mobile Telecommunication System ( UMTS ). For analysis of 
incoming patient data by the teledermatologists, Hypertext 
Preprocessor ( PHP ), a server-side scripting language, and a 

relational database engine using the scripting language 
Structured Query Language ( SQL ) are implemented on the web-
server to create a database driven webpage. PHP processes the 
page request and converts the data from the database into a web-
interface with login-protected user access (Modifi ed Version of 
artwork published Frühauf  [  39  ] )       
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diagnostic criteria or qualifi cation of the submitting 
physician and of the expert consultants. Recently, good 
accuracy and sensitivity of teledermatological exami-
nation could be also demonstrated in the area of occu-
pational medicine, where minimal skin changes, such 
as erythema, vesicles, papules or lichenifi cation, need 
to be assessed  [  36  ] . 

 Till date, only three studies have been performed 
using teledermatology particularly in the management 
of psoriasis patients  [  37,   39,   45,   46  ] . Klotz et al.  [  45  ]  
investigated the value of second opinion teleconsulting 
in the monitoring of phototherapy of psoriasis patients 
living in areas devoid of dermatologists. Two groups 
of patients were instituted. One group, received photo-
therapy by their local physician, the other received the 
same treatment, but was additionally supervised by a 
dermatologist via telemedicine services. In the moni-
tored group, 40% more patients were clear of psoriasis 
at time of discharge and treatment time decreased from 
140 to 37 days. The number of patients with side 
effects decreased. The number of self-and family prac-
tice-referred patients dropped; the clinic became a 
valuable referral center for dermatologists. At that 
time, when the settings of the two other telepsoriasis 
studies were instituted, teledermatology has already 
evolved to allow direct communication between 
patients and physicians, spotlighting mobile phones as 
the preferable tool for fl exible and patient-centered 
data transfer. Self-imaging e.g. via mobile phones is 
thought to empower patients to participate in their care 
actively, therefore resulting in improved clinical out-
comes  [  12  ] , and reduced numbers of return visits to the 
dermatological clinic  [  47  ] . The ability of patients in 
taking and submitting high-quality images for derma-
tological evaluation has been shown before  [  38,   48, 
  49  ] . In contrast to previous studies evaluating mobile 
teledermatology services  [  48,   50–  52  ] , Hayn et al.  [  46  ]  
and Frühauf et al.  [  37,   39  ]  independently developed 
mobile monitoring systems for psoriasis patients out-
side hypothetical in-offi ce scenarios, without any 
intermediary (e.g. research assistant) between patients 
and dermatologists. Data transmission was not com-
puter-based; instead, mobile communication networks 
were used, enhancing the fl exibility of mobile care. 
The software (Java 2 Micro Edition or C++ applica-
tion), which was implemented on the mobile phones 
(Sony Ericsson K770i or K800i, both with a built-in 
3.2 megapixel camera [Sony Ericsson, London, UK], 
and Nokia 6630 with a built-in 1.3 megapixel camera 
[Nokia, Helsinki, Finland], respectively), consisted of 

a section for image capturing, and a section for the 
input of historical information (e.g. occurrence of 
undesirable side effects or skin lesions in regions inac-
cessible to the camera, and body temperature) and 
information on quality of life via questionnaires. Of 
note, both systems were implemented as an adjunct to 
routine follow-up consultations. The system of Hayn 
et al.  [  46  ]  was used in the course of a medical case series, 
in which 19 psoriasis patients (age 46.3 ± 12.3 years) 
requiring biologic therapy were included. Together, 70 
consultations were performed and more than 1000 pic-
tures were conveyed from the patients. Severity mea-
surements were performed using the SAPASI. In 
addition, digital images of up to fi ve target lesions 
were specifi cally evaluated regarding plaque-composi-
tion. Preliminary results indicate that the mobile 
phone-based image acquisition by psoriasis patients 
themselves is feasible with suffi cient quality for ther-
apy assessment. A detailed statistical analysis is on the 
way and results will be soon available. In the 12-week 
pilot-study by Frühauf et al.  [  37,   39  ] , 10 high-need 
psoriasis patients (median age: 40 years, range: 
25–67 years) with generalized or palmoplantar psoria-
sis were enclosed. Instead of the SAPASI, herein PASI/
PPPASI calculations were used to assess disease sever-
ity. Therefore, patients photographed their skin lesions 
according to the anatomical areas of PASI or PPPASI 
 [  34  ] . 80 mobile visits and 486 images were conveyed 
from the patients. Both remote examiners rated quality 
and resolution of the images submitted by the patients 
very similarly. On average, 86% of each patient images 
(min-max, 66–95%) were judged as very good, 12% 
(5–28%) as satisfactory, and 2% (0–6%) as poor. Data 
from routine outpatient consultations, were compared 
with those obtained by two teledermatologists with 
particular attention to accuracy of PASI/PPPASI and 
therapeutic outcome assessments ( ³ 50% reduction 
from baseline PASI/PPPASI scores (PASI/PPPASI 50) 
at week 12)  [  53  ] . PASI/PPPASI assessments correlated 
signifi cantly between the face-to-face consultant and 
the two teledermatologists (Table  13.1 ), as well as 
between the two teledermatologists. The remote exam-
iners assessed the therapeutic outcome in agreement 
with the face-to-face consultant in 8 of 10 and 9 of 10 
cases, respectively. Together, therapeutic outcome 
assessments marginally differed in two patients, which 
is also a common fi nding during regular clinical con-
sultations  [  54  ] . Even with experienced in-person 
examiners, an inter-rater variability of up to 8.1 PASI 
scores has been described  [  54  ] . In this study, however, 
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the inter-rater variability was very low (Table  13.1 ) 
indicating that mobile teledermatology is a feasible 
method for monitoring disease severity in psoriasis 
patients. Together, it has been demonstrated that both 
approaches, either using patient-rated (SAPASI) or 
physician-rated (PASI or PPPASI) measures for sever-
ity scoring, could be reliably applied to remote diagno-
sis of psoriatic skin eruptions.   

   Patient and Physician Acceptance 

 The willingness to be educated is one of the highest 
among patients with psoriasis  [  55  ] . Therefore, a collab-
orative model of management whereby both patients and 
dermatologists take responsibility for the process and out-
come of consultation would appear to be essential in 
enhancing patient satisfaction in this challenging condi-
tion. Validated instruments to assess user satisfaction with 
or acceptance of store-and-forward teledermatology do 
not currently exist  [  56  ] . Particular emphasis should be put 
on the understanding how patients and physicians per-
ceive the interaction resulting from this new mode of care. 
Using specifi cally developed questionnaires (Fig.  13.3 ), it 
could be recently demonstrated that mobile teledermatol-
ogy is highly accepted by psoriasis patients  [  39  ] . All ten 
patients were satisfi ed with the remote treatment instruc-
tions, and the possibility offered to discuss their health-
related problems. In addition, 80% of the patients believed 
the mobile monitoring system to be an adequate alterna-
tive to in-person  consultation, and 90% felt to be in good 

hands. As expected, the system exerted great infl uence on 
patient daily life. All patients perceived savings of time 
and expenses, and moreover, they believed to have gained 
a more fl exible and empowered lifestyle (Fig.  13.3 ). 
Contrary to a recent report that found patient acceptance 
and satisfaction with telemedicine services to be compli-
cated by patients’ perceived health status  [  57  ] , in the 
above-mentioned study no signifi cant correlations were 
observed. One may speculate whether this fi nding was 
due to the fact that this care model had greatly diminished 
the fl aws of store-and-forward teledermatology, includ-
ing insuffi cient privacy  [  57–  59  ]  embarrassment being 
photographed  [  57,   59  ] , limitations to expression of prob-
lems and concerns  [  57  ] , completeness of information 
transmitted  [  60,   61  ] , anxiety about the unfamiliar tech-
nology  [  60  ] , frustration with technical problems  [  60  ] , 
delayed or absent follow-up  [  62  ] , and concerns about 
never having been evaluated directly by a dermatologist 
 [  58  ] . With regard to consultant dermatologists’ accep-
tance of store-and-forward teledermatology, there is little 
information available  [  62  ] , but dermatologists have com-
monly reported greater confi dence when making the 
diagnosis by in-person examinations  [  62  ] . Remarkably, 
image quality has not been reported as major source of 
dissatisfaction among consultants  [  62  ] . To date, only two 
studies have been performed also evaluating consultants’ 
acceptance of telepsoriasis services. In the study by Hayn 
et al.  [  46  ] , the teledermatologists felt that this method 
simplifi ed patient-physician interaction, shortened the 
mean duration of a regular outpatient-follow-up visit, and 
facilitated individual therapy adjustment based on the 

   Table 13.1    Comparison and correlation of disease severity measurements obtained by the face-to-face consultant ( FTF ) and two 
teledermatologists ( TD1 ,  TD2 ) in 10 high-need psoriasis patients receiving etanercept   

 FTF  TD1  TD2 

 Visits  PASI/PPPASI a , 
median (range) 

 Correlation b  
with FTF 

  P  value c   Inter-rater 
variability d  

 PASI/PPPASI a , 
median (range) 

 Correlation b  
with FTF 

  P  value c   Inter-rater 
variability d  

 PASI/PPPASI a , 
median (range) 

 Week 0  18.65 
(5.2–34.8) 

 0.90  <0.001  3.39  15.85 
(5.7–29.6) 

 0.95  <0.001  2.97  16.50 
(5.0–29.6) 

 Week 1  13.70 
(5.2–29.4) 

 0.96  <0.001  2.11  14.50 
(5.6–23.4) 

 0.98  <0.001  2.57  12.95 
(4.4–27.2) 

 Week 6  5.05 
(2.2–23.2) 

 0.88  0.001  1.50  6.55 
(3.3–20.0) 

 0.78  0.008  1.27  5.85 
(3.2–23.9) 

 Week 12  3.55 
(1.3–20.0) 

 0.71  0.02  1.11  3.75 
(2.1–19.0) 

 0.80  0.005  0.86  4.75 
(1.5–20.1) 

   a Disease severity measurements:  PASI  Psoriasis Area and Severity Index,  PPPASI  Palmoplantar PASI. Shown as combined scores 
established from eight patients with plaque psoriasis and two patients with palmoplantar psoriasis 
  b Spearman’s rank correlation coeffi cient 
  c  P  value for correlation coeffi cient 
  d Mean PASI/PPPASI deviation from FTF (Table published in  Archives of Dermatology   [  37  ] )  
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Item

MPS is an adequate alternate to in-
person examination

Due to MPS I feel in good hands

MPS offers appropriate possibilities to
discuss health-related problems

I feel satisfied with accuracy and reliability
of telediagnosis

Interaction

I perceive savings in time

I perceive savings in expenses

Due to MPS a more flexible lifestyle is
achieved

Due to MPS I feel encouraged to take a
greater responsibility of my disease

Due to MPS I feel motivated to accurately
follow my treatment plan

Impact on Daily Life

Percent appropriate

0%

Week

6
12

6
12

6
12

6
12

6
12

6
12

6
12

6
12

6
12

20% 40% 60% 80% 100%

  Fig. 13.3    Patient responses (in percentages) to the 9-item 
acceptance questionnaire about the mobile patient-support 
( MPS ) system at weeks 6 and 12, grouped by the two subscales 

‘interaction’ and ‘impact on daily life’ (Modifi ed Version of 
 artwork published Frühauf  [  39  ] )       

availability of photos from lesions in regular intervals. In 
the study by Frühauf et al.  [  39  ] , the two remote examiners 
believed the text information to be adequate in compari-
son to a directly obtained history, and the remote consul-
tation service to be a reliable tool for the patient-driven 
home monitoring in all of the cases. Some concerns, 
however, were expressed with comparability of photo-
graphed lesions and the inability to appreciate dermal 
swelling and induration (Fig.  13.4 ).    

   Conclusion 

 Patient empowerment has been found to be a key fac-
tor for achieving improved health outcomes in psoria-
sis. Thus, providing a patient-driven follow-up care to 
those patients seems an area of considerable potential. 

Furthermore, dermatologists are in short supply and 
are geographically maldistributed, creating a lack of 
access to care even of the chronic-ill. Teledermatology 
has the potential to bridge this gap in access because 
the rapid advancement of technologies has made close 
and less time-consuming support and even coaching in 
the home possible. Supporting ongoing management 
of existing patients as an adjunct to conventional care 
may prove to be its most valuable application in the 
care of psoriasis patients. So far, prerequisite condi-
tions for the successful application, such as very good 
image quality and high concordance of diagnostic and 
therapeutic decisions between remote and in-person 
consultations have been demonstrated. Although the 
sample size was very small in previous studies, it 
seems likely that both patients and physicians would 
also adopt this method for routine usage. In the future, 
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larger controlled studies are required to evaluate the 
impact of remote follow-up care on consultants’ satis-
faction, patient empowerment and its infl uence on the 
therapeutic outcome, and furthermore to demonstrate 
its economic viability in order to be widely adopted.      
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14         Skin Cancer Telemedicine       

     David   Moreno-Ramirez       and    Lara   Ferrandiz                   

   Introduction 

 Telemedicine can be defi ned as the use of telecommu-
nication technologies to provide medical information 
and services  [  1  ] . Non-melanoma skin cancer (NMSC) 
is the most common group of neoplastic conditions in 
humans whose incidence has been rising worldwide 
over the last several decades. According to recent 
reports, the incidence rates of NMSC are 2,074 cases 
of basal cell carcinoma per 100,000 inhabitants/year in 
Australian males and 65 cases of squamous cell carci-
noma per 100,000 Americans/year  [  2  ] . In Spain, the 
incidence of non-melanoma skin cancer ranges from 
71.4 to 158.5 patients/100,000 inhabitants/year, the 
highest incidence rates corresponding to male patients 
living in rural areas. 

 Pigmented lesion and skin cancer clinics (PLC and 
SCC) have been set up at reference hospitals over the 
last decades in an attempt to provide general practitio-
ners (GPs) with a direct referral system for patients 
with skin growths suspicious of cancer. Theoretically, 
this approach would improve the early diagnosis and 
treatment of malignant melanoma and NMSC, which 
is of utmost importance for patients’ prognosis. In that 
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  Core Messages  
   The special characteristics of dermatology • 
have turned telemedicine into a feasible 
methodology to deliver dermatologic care in 
areas where in-person specialized consulta-
tions are diffi cult or in those clinical settings 
in which transmitted pictures and clinical 
information allow a remote dermatologist to 
make management decisions.  
  Skin cancer offers additional advantages for • 
telemedicine management (lower clinical 
information needed to make decisions, high 
quality pictures from single lesions, possibil-
ity to make decision on the referral to the skin 
cancer clinic, etc.).  
  The triage of skin cancer patients through • 
telemedicine has been evaluated with excel-
lent results in terms of diagnostic accuracy, 
effectiveness, and effi ciency.  
  The preoperative management of skin cancer • 
patients through telemedicine has been also 
implemented and tested with favorable 
results.  

  Telemedicine may also be of help in manag-• 
ing skin cancer patients not suitable for surgi-
cal treatment (i.e. topical immunomodifi ers).  
  The use of telemedicine in skin cancer clinics • 
is supported by levels of evidence Ib-IIa, with 
strength of recommendations of A-B.    
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sense, these specialized clinics have demonstrated an 
increased diagnostic accuracy when compared with 
general dermatology clinics or non-dermatology spe-
cialists  [  3,   4  ] . However PLCs, and in many cases SCCs, 
are busy clinics. Public health campaigns on skin can-
cer and sun protection have led to a general concern 
about moles resulting in an increased attendance at 
dermatology departments. As a consequence of this 
public interest, the evaluation of patients having benign 
lesions actually represents an important burden of the 
workload of those clinics with no established fi ltering 
or triage systems. 

 The special characteristics of dermatology, a mor-
phological discipline based on visual diagnosis, along 
with the advances on digital imaging and internet 
transmission have turned teledermatology (TD) into 
a rather feasible, accurate and reliable methodology 
to make remote decisions on patients. Moreover, 
different studies have demonstrated that TD is more 
suitable for the diagnosis and management of circum-
scribed lesions than for generalized dermatoses, with 
sensitivities ranging from 0.82 to 1.00, and specifi ci-
ties between 0.62 and 1.00 for the remote diagnosis of 
skin cancer  [  5–  9  ] . Thus, the transmission of digital 
pictures and clinical information between the primary 
care center (PCC) and the PLC or SCC would provide 
the dermatologists with enough information to manage 
patients with suspicious skin growths.  

   Teledermatology for Skin Cancer Patients 
Methodologies and Applications 

 Teledermatology applications for skin cancer patients 
may be based on two different methodologies, the asyn-
chronous or store-and-forward teledermatology (SFTD), 
and the synchronous or real-time teledermatology. 
In  SFTD , digital pictures of skin tumors or pigmented 
lesions together with clinical data from the patients are 
transmitted to a remote dermatologist via internet or intra-
net; the participants, the GP and the dermatologist, are 
separated by time and space, which means one of the 
main advantage of this methodology. In contrast,  real-
time TD  uses videoconferencing equipment to permit a 
live and direct interaction between the remote dermatolo-
gist, the patient and the GP; thus, the in vivo interaction 
between the participant allows the dermatologist a more 
comprehensive collection of clinical information which 
indeed means the main advantages of this methodology 
(Table     14.1 )  [  2,   3  ] .  

   Store-and-Forward Teledermatology 
for Skin Cancer Triage 

 A specifi c application of TD, which has been repeatedly 
tested, involves the use of store-and-forward systems for 
the management of patients’ referral in skin cancer clin-
ics. The fact that less clinical information is needed to 
make decisions about skin growths (compared to gener-
alized dermatoses), the high quality that digital trans-
mitted pictures may provide in tumoral lesions, and the 
diagnostic advantage of dermatologists against non-
dermatologist physicians when dealing with skin can-
cer, have been argued in favor of the implementation of 
such dermatologist-directed triage systems  [  1,   3,   4  ] . For 
a better understanding of these systems it must be 
emphasized that the main goal of TD triage applications 
is not to reach clear-cut diagnosis but to make decisions 
on the need for a patient to be referred to a face-to-face 
skin cancer clinic. After the evaluation of teleconsulta-
tions, those patients having suspicious or already malig-
nant lesions would be immediately referred to the 
face-to-face clinic whereas patients having clear-cut 
benign lesions would directly discharged by the GP 
without unnecessary travels to the hospital. 

   The University Hospital Virgen Macarena 
(UHVM) TD Network Experience 
 A SFTD system aimed at the triage of patients with 
suspicious skin growths was implemented at the 
UHVM skin cancer clinic in 2003  [  6,   10  ] . The TD 
facility is available for 31 PCCs which cover a total 

   Table 14.1    Advantages and disadvantages of store-and-forward 
and real-time telemedicine for skin cancer   

 Store-and-forward  Real time 

 Less time-consuming  More time-consuming 
 High quality pictures 
(digital photography) 

 Video quality 

 High quality dermoscopic 
pictures possible 

 High quality dermoscopy not 
possible 

 Clinical information limited 
to standard forms 

 Possibility to get additional 
clinical information directly 
from the patient 

 Dermatologist, GP and 
patient do not need to 
communicate at the same 
time 

 Dermatologist, GP and patient 
do need to communicate at the 
same time 

 More appropriate as a triage 
tool 

 Probably more appropriate as a 
diagnose-and-treat facility 

 Lower cost of the equip-
ments and time 

 Diffi cult to organize 
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population of 550,000 inhabitants of a southern Spain 
province with living distances from 5 to 100 km to the 
hospital. The technical basis of the facility was rather 
straightforward; digital pictures (1600 × 1200 pixels, 
Nikon Coolpix ®  4300), and clinical information taken 
by the GP at the PCC are uploaded to a web framework 
supported by the intranet of the regional public health 
system (ATM, ISDR-B and Frame Relay/ADSL net-
works) using standardized forms (Fig.  14.1a, b ); after 
the evaluation of the pictures and clinical information 
by a remote dermatologist at the skin cancer clinic, a 
decision and management report is written to be down-
loaded by the GP. Since the application is aimed at the 
triage of skin cancer patients, the management deci-
sion always involves the referral or not-referral of the 
patient to an in-person visit at the Skin Cancer Clinic 
of the UHVM. Those patients having suspicious or 
malignant lesions are directly referred to the SCC, 
whereas patients presenting clear-cut benign lesions 
are directly managed by the GP with no need of hospi-
tal visits (Figs.  14.2  and  14.3 ). Seven years after the 
setting up of the system, TD has turned into an essen-
tial complementary tool for the daily practice at the 
skin cancer clinic with an average number of 450 tele-
consultations evaluated per month.     

   TD for Skin Cancer Triage: Outcomes 
 Teledermatology as a tool for the triage of skin cancer 
patients’ has undergone a deep evaluation in terms of 
effectiveness as a referral system, diagnostic perfor-
mance of transmitted pictures of skin cancer, and also 
from an economic point of view. 

 Regarding the effectiveness of TD triage systems for 
skin cancer, the lack of quantifi able clinical endpoints 
that may be applied to this clinical setting (i.e. mortality 
and quality of life) has led to the consideration of inter-
mediate clinical outcomes (i.e. consultations avoided, 
time to intervention, and consultation time require-
ments) as the most descriptive outcome indicators  [  11  ] . 
Thus, the studies that have evaluated TD triage of skin 
cancer have reported mean waiting intervals between 2 
and 50 days for against the 88–137 waiting days for the 
conventional letter referral  [  12–  14  ] . In the UHVM net-
work, the patients referred to the in-person clinic were 
attended within the following 2 weeks (mean 
time = 12.31 days) since they fi rst visited the general 
practitioner  [  6,   10  ] . 

 Another secondary endpoint evaluated in TD triage 
systems has been the capability of the teleconsultation 
to avoid unnecessary face-to-face hospital visits. 

In previous studies, in-person evaluations avoided have 
ranged between 44% and 82% for real-time TD sys-
tems. At the UHVM network, the store-and-forward 
teleconsultation has demonstrated a fi ltering rate of 
51%, with 49% of patients being referred to the face-
to-face hospital visit. 

 A pre-requisite for TD to be effective in triaging 
skin cancer patients is an acceptable reliability and 
diagnostic performance of internet transmitted clinical 
pictures. In this regard, simple agreement percentages 
ranging from 55% to 100% have been reported for 
biopsy decisions in SFTD-based skin cancer triage sys-
tems  [  10,   15,   16  ] . TD has also disclosed excellent 
agreement, or diagnostic concordance, as compared to 
face-to-face consultations, with kappa statistic of 0.81 
in one prospective series  [  6  ] . Regarding validity of TD 
as a triage tool for skin cancer, the few studies available 
have also yielded sensitivities between 0.90 and 1, and 
specifi cities between 0.62 and 1.00  [  6,   10,   15,   16  ] . 

 For a better performance of this type of TD based 
triage systems the application of stringent inclusion 
criteria is mandatory. In the case of the UHVM net-
work, the GPs were trained in a set of criteria that 
yielded the best results for the decision making pro-
cess (Table  14.2 ). Other clinical situations were 
proven not suitable for teleconsultation as clinical 
pictures and information transmitted were not enough 
to make decisions. This is the case of patients having 
multiple melanocytic lesions, or congenital nevi, who 
need a comprehensive anamnesis and physical and 
dermoscopic examination, or even digital mapping or 
counseling which makes them not suitable for an 
effective teleconsultation.  

 Skin cancer triage through TD has also been 
demonstrated as an effi cient approach to deal with 
patients’ referrals in skin cancer clinics, also yielding a 
clear economical advantage against the conventional 
letter referral. In the cost-effectiveness analysis con-
ducted at the HUVM TD network the unit cost for 
patients attended through TD was 79.78€ per patient 
against 129.37€ per patient managed through the con-
ventional circuit ( p  < 0.005). The cost ratio between 
SFTD and conventional care was of 1.62. The Spearman 
correlation test also yielded an inverse relation between 
the unit cost in each participating center and the num-
ber of teleconsultations transmitted from each primary 
care center ( p  < 0.001)  [  17  ] . TD resulted in a more 
cost-effective, or dominant, methodology. Thus, from 
an economic point of view, it may be concluded that 
in a public health system equipped with intranet or 
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a

b

  Fig. 14.1    Standardized web form for teleconsultation. ( a ) Clinical items to be fulfi lled by the GP. ( b ) Picture inserted in the form 
to be evaluated by the remote dermatologist       
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internet networks the routine use of SFTD in skin 
cancer clinics is a cost-effective methodology to 
manage with patients’ referrals.   

   Presurgical Teledermatology 
for Skin Cancer Patients 

 Store-and-forward TD may represent a suitable tool 
for the routine practice in dermatologic surgery units. 
Presurgical teledermatology involves the use of 

  Fig. 14.2    Teleconsultation 
of a 77-year-old woman with 
a 3-year history lesion on the 
nose. Teleconsultation 
diagnosis: basal cell 
carcinoma. Management: 
referred to the skin cancer 
clinic, or presurgical 
teledermatology       

  Fig. 14.3    Teleconsultation 
of a 26-year-old woman with 
a 10-year history pigmented 
lesion on the cheek. 
Teleconsultation diagnosis: 
common acquired melano-
cytic nevus. Management: 
not referred to the skin 
cancer clinic       

   Table 14.2    Inclusion and exclusion criteria for triage of skin 
cancer through teledermatology   

 Inclusion criteria  Exclusion criteria a  

 •  Circumscribed cutaneous 
lesion suspicious of skin 
cancer 

 •  Congenital nevus 
 •  Multiple melanocytic lesions 
 •  Lesions on hairy areas 

 •  Changing or recent 
evolution cutaneous lesion 

 •  Ungueal lesions 
 •  Mucosal lesions 

  University Hospital Virgen Macarena Teledermatology 
Network 
  a Exclusion criteria does not mean that the patient is not suitable 
for in-person dermatology consultation  
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internet transmitted information and clinical pictures 
to make decisions on the surgical management and 
preoperative preparation of skin cancer patients. The 
capability of store-and-forward teleconsultations to 
distinguish between benign and malignant cutaneous 
growths, and also to reach in many cases a clear-cut 
diagnosis of skin cancer allows the dermatologist to 
plan the surgical treatment (i.e. surgical technique, 
type of anesthesia, outpatient vs. inpatient surgery, 
etc.) on the basis of the pictures and information trans-
mitted via intranet with no need of pre-operative hos-
pital visits  [  18–  20  ]  (Figs.  14.2  and  14.4 ). With this aim 
presurgical TD does specially work for patients with a 
clear-cut diagnosis of non-melanoma skin cancer 
(basal cell carcinoma, squamous cell carcinoma, etc.), 
or a fast-growth vascular tumor (i.e. pyogenic granu-
loma), suitable for surgery under local anesthesia after 
the evaluation of the teleconsultation. Those lesions 
expected to need a major reconstruction (i.e. large 
grafts or fl aps), or to be operated on under general 
anesthesia after the telemedical evaluation represented 
formal contraindications for the remote presurgical 
management (Table  14.3 ). However, despite these 
apparently self-limiting inclusion criteria 80% of 
patients with skin cancer are eligible to be managed 
through presurgical teledermatology. Finally, it should 
be taken into consideration that a presurgical TD pro-
gram necessarily relies on the facilities available at the 
primary care centers like the anticoagulation monitoring 

program, domiciliary nursing, blood test extraction 
and web-based platform for blood test results, etc.   

 Presurgical teledermatology has undergone a com-
prehensive evaluation as for clinical effectiveness, 
accuracy and effi ciency  [  20  ] . In the UHVM experi-
ence, patients managed through TD were operated 
within an average interval of 26.10 days since the fi rst 
visit to the GP, and with only one visit to the hospital. 
The average waiting interval of patients managed 
through the conventional referral system was 
60.57 days, with at least two visits to the Dermatology 
Department before the fi nal intervention. On-the-day 
surgery cancellations were signifi cantly lower for the 
TD-managed patients (2.99%) than for patients man-
aged through the conventional referral system (8.85%). 
Moreover, the accuracy of the teleconsultation to plan 
the surgical technique was of kappa = 0.75  [  20  ] . 
An economic evaluation of this presurgical telederma-
tology system has also been completed, and compared 
with the conventional system. The unit cost of patients 
managed through TD was of 156.40€, against 278.42€ 
per patient in the conventional system. The conven-
tional methodology resulted 1.78-fold more expensive 
than TD. Teledermatology resulted in a more cost-
effective intervention, with an incremental cost-
effectiveness ratio of 3.10€ saved per patient and 
waiting day avoided in patients without physical limi-
tations, and of 4.87€ in patients with physical limita-
tions to visit the hospital  [  21  ] . 

 As the results of this experience suggest, one of the 
most remarkable advantages of presurgical TD is the 
avoidance of unnecessary visits to the hospital, which 
specially applies to patients with physical limitations, 

  Fig. 14.4    Teleconsultation of a 63 year-old man with a 6-month 
history lesion on the temple. Teleconsultation diagnosis: kera-
toacanthoma. Management: presurgical teledermatology. This 
teleconsultation is enough to decide the need for surgical exci-
sion under local anesthesia and to plan a possible closure through 
a Limberg fl ap       

   Table 14.3    Inclusion and exclusion criteria for presurgical 
t eledermatology skin cancer management   

 Inclusion criteria  Exclusion criteria 

 •  Clear-cut diagnosis of 
skin cancer through 
teleconsultation 

 •  No clear-cut diagnosis of skin 
cancer 

 •  Benign lesions 

 •  Skin cancer suitable 
to be excised under local 
anesthesia 

 •  Tumor or patient suitable for 
surgery under general anesthesia 
or under anesthesiologist 
support 

 •  Special consideration for 
patients with physical 
limitations, confi ned to bed, 
resident in institutions or 
from remote areas 

 •  Severe comorbidity that merits a 
careful evaluation 
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confi ned to bed or resident in institutions. Presurgical 
TD has also demonstrated to be a more cost-effective 
intervention than the conventional presurgical man-
agement in health services equipped with communica-
tion networks. However, the success of this 
multidisciplinary approach relies on a close collabora-
tion with the GP and nurses working at primary care 
centers. If this pre-requisite is fulfi lled, SFTD may 
also be considered a suitable tool for the routine prac-
tice in dermatologic surgery units aimed at the improve-
ment of the standards of care of skin cancer patients.  

   Teledermatology for the Non-Surgical 
Treatment of Skin Cancer Patients 

 The frequency of actinic keratoses (AK) is directly 
related to cumulative sun exposure, mainly in patients 
older than 50 years with outdoor occupations. These 
factors come together in patients living in rural areas, 
which makes AK a prevalent condition in these settings, 
with rates from 11% to 26% in the United States  [  22  ] . 

 The prescription and monitoring of topical immune 
response modifi ers (imiquimod) in patients having AK 
may also be readily carried out through SFTD 
(Fig.  14.5 ). In these patients, once a clear-cut diagno-
sis of actinic keratosis is made, and the suitability of 
topical treatment established, a teleconsultation report 
with the diagnosis and detailed instructions about how 
to apply imiquimod is uploaded or sent via intranet to 
the GP to be explained to the patient. Two-four weeks 
after the completion of the treatment the patient is 

attended at the face-to-face clinic to evaluate the clini-
cal response.  

 The main aim of this approach is to avoid a fi rst 
visit to the dermatologist in those cases of clear-cut 
AK suitable for treatment with 5% imiquimod cream, 
an approach specially benefi cial for patients with 
physical limitations or living in remote areas. A close 
monitoring of side effects of imiquimod is also possi-
ble through teleconsultation since digital pictures from 
patients presenting irritation are readily evaluated 
(Fig.  14.6 ).  

 However, this interesting application of TD does 
not lack limitations. Clinical response after the com-
pletion of the topical therapy is not properly evaluated 
through teleconsultation. Thus, despite TD may avoid 
the fi rst visit, and further visits related to side effect of 
the imiquimod cream, all the patients on imiquimod 
will fi nally visit the skin cancer clinic. Another contro-
versial issue of TD for AK patients is the diffi cult man-
agement of cancerization fi eld through TD. These 
limitations have led us to restrict this use of TD to 
patients with special diffi culties to visit the hospital.   

   Evidence About Teledermatology 
for Skin Cancer 

 Despite the many studies published in recent years 
about teledermatology, the wide variety of TD 
methodologies, clinical applications, and outcome 
measures analyzed hinder the interpretation of the 
results available. In an attempt to fi nd out the real 

  Fig. 14.5    Clinical picture transmitted showing a clear-cut 
actinic keratosis       

  Fig. 14.6    Teleconsultation showing severe local irritation by 
topical imiquimod       
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evidence supporting the use of TD for skin cancer 
several systematic reviews recently published have 
included data about skin cancer TD, and from which the 
following recommendations may be drawn  [  23–  26  ] :

   Teledermatology has demonstrated a good accuracy • 
for the diagnosis and management of skin cancer 
patients 
  Level of evidence IIa. Strength of recommendation B .  
  Teledermatology has demonstrated an excellent • 
reliability for the diagnosis of skin cancer 
  Level of evidence IIa. Strength of recommendation B.   
  Teledermatology is a health care methodology able • 
to avoid unnecessary hospital visits for patients 
with cutaneous growths 
  Level of evidence Ib. Strength of recommendation A.   
  Teledermatology is a health care methodology able • 
to shorten waiting periods to fi nal intervention for 
skin cancer patients 
  Level of evidence Ib. Strength of recommendation A.   
  Teledermatology is an accurate methodology for the • 
preoperative management of skin cancer patients 
  Level of evidence IIa. Strength of recommendation B.   
  Presurgical teledermatology is effective in avoiding • 
unnecessary pre-operative visits for skin cancer 
patients 
  Level of evidence IIa. Strength of recommendation B.   
  In health services equipped with communication net-• 
works, teledermatology is a cost-effective approach 
for the management of patients’ referral in skin can-
cer clinics 
  Level of evidence Ib. Strength of recommendation A.   
  In health services equipped with communication • 
networks, teledermatology is a cost-effective 
approach for the preoperative management of skin 
cancer patients 
  Level of evidence IIa. Strength of recommendation B.          

  Confl ict of Interest   None declared   .  
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      Real-Life Teledermatology Cases       

     Eshini   Perera      ,    Cathy   Xu      , and    Shobhan   Manoharan             

    Introduction 

          Dermatological complaints make up roughly 25% of 
medical visits  [  1  ] . This often presents as a problem as 
there is a large discrepancy between the number of der-
matologists in most metropolitan hospitals compared to 
both private and public non metropolitan hospitals  [  2  ] . 
The discrepancy in distribution of specialists has resulted 
in a signifi cant waiting time for  dermatology outpatient 

appointments, which moreover are related often with 
immense travel costs given the particular geographic 
situation in Australia. Concurrently, in undergraduate 
medical courses there is a lack of dermatology training 
in Australia, with less than 40 hours being taught  [  1  ] . 
This has resulted in junior doctors and non-specialist 
practitioners having every so often diffi culties in diag-
nosis and management of dermatologic conditions. 
Many primary care providers often fi nd it diffi cult to 
determine the nature of skin complaints and as a conse-
quence skin ailments are often not effi ciently managed. 

 Given the highly visual nature of skin diseases 
teledermatology has become an extremely accurate 
and reliable resource in diagnosis skin diseases  [  3,   4  ] . 
A recent analysis has shown that accuracy rates ranged 
from 30% to 92% for clinical dermatologists and from 
19% to 95% for teledermatologists  [  5  ] . The diagnostic 
agreement rate between teledermatologists and clinic-
based dermatologists is in the range of 41–94% in 
complete agreement and 50–100% in partial agree-
ment  [  6  ] . Clinical management agreement rates 
between teledermatologists and clinic dermatologists 
have revealed similar high agreement rates.  

   Process 

 A fi eld trial is currently ongoing at the Dermatology 
Department of the Princess Alexandra Hospital (PAH) 
in Brisbane based on the protocol of a recent study car-
ried out in collaboration with the Emergency and 
Dermatology Department at the PAH  [  7  ] . A primary 
care physician completes our Telederm proforma 
(Table  15.1 ) which requires a brief history about the 

    E.   Perera   (*) •     C.   Xu  
     Princess Alexandra Hospital, Queensland Health ,   Brisbane , 
 QLD ,  Australia    
e-mail:  eshini_perera@health.qld.gov.au  ;   c.xu@uq.edu.au  

     S.   Manoharan  
     Westside Dermatologist ,   Brisbane ,  QLD ,  Australia  

   Department of Dermatology ,  Princess Alexandra Hospital , 
  Brisbane ,  QLD ,  Australia    
e-mail:  info@westderm.com.au   

  15

  Core Messages  
    Junior doctors and non specialist practitioners • 
often have diffi culties diagnosing and manag-
ing skin conditions.  
   The discrepancy in the distribution of derma-• 
tology specialists has resulted in signifi cant 
waiting times for outpatient appointments.  
   Teledermatology is an accurate and reliable • 
way to diagnosis dermatological conditions.  
   A fi eld trial of a telederm proforma demonstrates • 
fi ve successful cases of teledermatology.     
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Patient ID number: DOB: Sex: Male

(e.g. Itch, fever, arthralgia, malaise):

No Yes

(e.g. blood/urine tests, biopsies, x-rays):

         (including prescribed, non-prescribed, over the counter drug, natural, intermittent and regular,
also alcohol/ taobacco/ illicit drugs) and chronology

Female

History of presenting complaint:

Duration:

Progression:

Associated symptoms

Results of any investigations

Treatment to date:

General medical history:

Surgical:

Medications:

Allergies:

Occupation/Pastimes:

Exposure to animals:

Overseas travel:

Examination:

Diagnoses:

1. Emergency Department:

2. Teledermatology:

Differential diagnosis:

Please attach images showing the extent of the eruption i.e. we need to know where it isn’t as well as where it is. Good
quality close ups are essential. If any pathology present please send images. They need to be clearly labelled as to site
and patient. If possible send images that do not allow patient identification.

3. Biopsy performed:

4. Face-to-Face consultation:

Results:

Place Patient Label Here

 Table 15.1    Telederm proforma   
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presenting complaint, the examination, results of any 
investigations performed, current treatments and gen-
eral medical history. The patient’s skin lesions are then 
photographed with a variety of digital cameras includ-
ing Sony Cybershot DSC-P73, a Canon PowerShot G9, 
a Canon Digital IXUS 85 IS and a Panasonic Lumix 
DMC-TZ3. This information is then send to a secure 
mail server and automatically forwarded to a derma-
tologist who is notifi ed via mobile phone or email alert. 
The dermatologist suggests a provisional diagnosis and 
a differential diagnosis if appropriate and provides 
management recommendation via telephone or email. 
In case it is necessary follow-up consultations are per-
formed within 1–2 weeks at a public dermatology 
department.         

 The fi ve cases presented below are examples of 
patients managed successfully using this protocol.  

   Teledermatology Cases 

   Case 1: Morbus Darier with Superimposed 
Generalised Herpes Simplex 
Infection (Kapoi’s Varicelliform 
Eruption) 

   Clinical Scenario 
 A 47-year-old female with a known history of Darier’s 
disease presented to the Emergency Department with 
an eruption on her chest and back which was becom-
ing increasingly painful (Fig.  15.1a, b ). The patient 
was taking 50 mg of Acitiretin for her Darier’s disease 
and she had been recently reviewed at another hospi-
tal 1 month ago and had subsequently commenced 
fl ucloxacillin with no improvement. The patient 
reported having fevers at home but was afebrile on 
presentation. The treating doctor was concerned that 
the patient had an acute fl are of Darier’s disease with 
a superimposed bacterial infection resistant to the 
antibiotic treatment. Investigations initially under-
taken in the Emergency Department included a FBE 
(WCC 11.2 and CRP 7.1) and bacterial/viral swabs 
which were pending.   

   Teledermatology Report 
 The reply was sent by a consultant dermatologist (who 
was in Italy at the time) within 1 h. The provisional 
diagnosis of generalized Herpes simplex infection 
commonly referred to as Kaposi’s varicelliform 

 eruption was made and admission of the patient for 
intravenous antivirals, antibiotics and topical therapy 
was recommended.  

   Further Management and Outcome 
 The viral swab, PCR and bacterial swab were positive 
for HSV type I and staphylococcus aureus. The patient 
was admitted to the ward and treated with intravenous 
acyclovir and fl ucloxacillin as well as adequate topical 
treatment. Outpatient follow-up revealed that the rash 
has settled down with residual signs of Darier’s. She 
was advised to continue taking Acitretin and return for 
a review in 3 months.  

   Comment 
 This case highlights how dermatological emergencies 
can be diagnosed and managed rapidly and effi ciently 
by non-dermatologic medical staff through an online 
consultation process.   

a

b

  Fig. 15.1    ( a ) Images submitted for diagnosis. Note the crusted 
erosions present over the sternum. ( b ) Close up of sternum       
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   Case 2: Tinea Corporis and Pedis 

   Clinical Scenario 
 A 22 year old Nepalese male presented to the 
Emergency Department with a 2 month history of a 
progressively worsening pruritic rash on the dorsum of 
his right foot, thigh and groin (Fig.  15.2a, b ). A diag-
nosis was not provided.   

   Teledermatology Report 
 The consultant diagnosed tinea corporis as provisional 
diagnosis and subacute eczema and lichen simplex 
chronicus as the differential diagnoses. He suggested 
performing skin scrapings in search for fungal ele-
ments by microscopy and culture. The patient, how-
ever, had already been discharged from the Emergency 
Department without any treatment and a Dermatology 
outpatient follow-up appointment.  

   Further Management and Outcome 
 The follow-up examination revealed a well circum-
scribed scaly plaque on the groin, thighs and right foot. 
Skin scrapings of both the right foot and groin were 
performed. Trichophyton rubrum was cultured in both 
areas. The patient was prescribed terbinafi ne cream 
twice daily and advised to visit his GP for further fol-
low-up. The patient was contacted per telephone 
1 month after the outpatient appointment and he 
reported that the rash on his foot and groin had cleared 
following the terbinafi ne cream.  

   Comment 
 This case underlines the relevance of a teledermatology 
service for Emergency and non-specialist Outpatient 
Departments for subacute/chronic skin conditions.   

   Case 3: Amoxicillin-Induced Drug Eruption 

   Clinical Scenario 
 A 55-year-old female presented to the emergency depart-
ment with a 2 week history of a pruritic widespread ery-
thematous rash over the forearms, legs, abdomen, thighs 
and back (Fig.  15.3a, b ). She had no lip swelling or air-
way compromise. The patient had been treated with pred-
nisolone 50 mg for the last 3 days, celestone M cream and 
phenergan which had minimal effect on the rash. The 
patient was treated 4 weeks prior with amoxicillin for an 
ear infection and had developed a rash around her face 
after completing the fi rst course. She ceased amoxicillin 
1 week prior to presentation. Her other regular medica-
tions included: Olmesartan and perindopril. No investiga-
tions were undertaken in the emergency department and 
the treating doctor was concerned that the patient had 
developed a drug reaction to penicillin.   

   Teledermatology Report 
 Despite relatively poor image quality the diagnosis of 
amoxicillin-induced drug eruption was considered as 
the most likely diagnosis by the virtual consultant. On 
the advice of the dermatologist the patient was dis-
charged home with oral Kefl ex and oral prednisolone, 
promethazine and a potent topical steroid cream.  

   Further Management and Outcome 
 She was reviewed in Dermatology Outpatient clinic 
3 days later. By this time her rash was nearly com-
pletely gone and her pruritis had resolved. She was 
weaned of her course of prednisolone.  

a

b

  Fig. 15.2    ( a ) Rather well demarcated erythrosquamous plaques 
on thigh with evidence of postinfl ammatory hyperpigmentation. 
( b ) Close-up of brown colored plaque on the left thigh. Note the 
scale and defi nite border       
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   Comment 

 Teledermatology supports emergency doctors with the 
diagnosis of the many faces of drug eruptions, some of 
which are potential life-threatening.   

   Case 4: Varicella 

   Clinical Scenario 
 A 24-year-old male on a background of poorly con-
trolled type 1 diabetes mellitus, presented with a 2-day 

history of a rash, which began over his scalp and face 
and progressed to his trunk and mucosa (Fig.  15.4a–d ). 
The patient was vague on the history of his prior immu-
nizations but reported that he had not previously had 
varicella/zoster. He had not travelled overseas and not 
been exposed to anyone with a similar rash. On 
 presentation he was afebrile. Bacterial and viral swabs as 
well as viral serology were undertaken in the Emergency 
Department. The diagnosis of varicella, however, was 
not raised. The patient blood results were as follows: 
FBE: Hb 143, WCC 5.7. Blood glucose level 11.8.   

   Teledermatology Report 
 A reply by the teledermatology consultant was sent 
20 min later (from Singapore) and the provisional 
diagnosis of a varicella infection with other viral exan-
themas as a differential diagnosis was made. The con-
sultant recommended admission with antiviral 
treatment consisting of acyclovir or famvir. He also 
suggested ruling out varicella associated complica-
tions including pneumonia and meningitis.  

   Further Management and Outcome 
 Varicella DNA was detected on swab PCR and a chest 
x ray showed scattered reticulo-nodular shadowing 
suggestive of pneumonitis. The patient was admitted 
under the endocrine team for diabetic ketoacidosis sec-
ondary to a varicella infection. He was commenced on 
intravenous antivirals, insulin infusion and fl uids. 

 The patient self-discharged against medical advice 
after 2 days of treatment and no follow-up appoint-
ments were made.  

   Comment 
 Teledermatology supports emergency doctors with the 
diagnosis of the many faces of viral exanthemas as 
exhibited here with the example of varicella infection.   

   Case 5: Palmoplantar Pustulosis 

   Clinical Scenario 
 A 75-year-old female, on a background of Chronic 
Obstructive Pulmonary Disease and peripheral vascu-
lar disease presented to a metropolitan Emergency 
Department with a 1 month history of a scaly pustular 
rash on the soles of her feet (Fig.  15.5a, b ). The treat-
ing doctor was concerned that she had pyoderma. The 
patient had been treated with Betnovate cream with no 
resolution of the rash. A swab of the lesion was sent 
with results pending.   

a

b

  Fig. 15.3    ( a ) A 55-year-old female with an extensive erythema-
tous rash with indistinct borders on her back. ( b ) Close up of 
rash on the back       
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   Teledermatology Report 

 The reply from the Dermatological registrar was sent 
several hours later with palmoplantar pustolosis as the 
provisional diagnosis. She suggested potassium per-
manganate soaks with topical application of diprosone 
ointment and paraffi n cream to the area. The consul-
tant replied soon after concurring with this diagnosis 
and management plan.  

   Further Management and Outcome 
 Viral and bacterial swabs yielded no growth and a 
scraping for fungi was negative. The treating doctor 

reported that the rash cleared completely after 3 days 
and there was no further follow-up of the rash.  

   Comment 
 Well-defi ned, but relatively rare dermatologic condi-
tions can be diagnosed well by telederm consultations 
and help to increase the quality of care for patients 
affected with these specifi c dermatologic diseases as 
demonstrated on this example of palmoplantar 
pustulosis.        

a

c d

b

  Fig. 15.4    ( a ) A 24-year-old male with widespread papulovesicular rash present over the face, chest and arms. ( b ) Close-up of 
vesicles present on the tongue. ( c ) Widespread papulovesicular rash present over back. ( d ) Close-up of back       
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  Fig. 15.5    ( a ) A 75-year-old female with well demarcated 
erythrosquamous pustular eruption on plantar aspect of the left 
foot. ( b ) Note the pustules and sharp border       
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16         Teledermatology PACS       

     Liam J.   Caffery                 

     Introduction    

 Store-and-forward teledermatology is used for the 
transmission of dermatological and dermascopic images 
together with supplementary information (e.g. patient 
history) from a referral site to a remote dermatologist. 
A number of technological solutions can be used to 
implement a store-and-forward teledermatology service 
such as ordinary email or web-based applications. 

 In addition to facilitating dermatology consulta-
tions, specifi c requirements of a store-and-forward 
teledermatology application include the ability to:

   Securely transmit patient identifi able information • 
that uses the Internet as a communication medium;  
  Interoperate with other information systems used • 
within an organisation – for example, an electronic 
health record (EHR); and  
  Meet legislative requirement for the archive of • 
medical records.    
 Ordinary email and web-applications may be defi -

cient in providing teledermatology services due to their 
inability to support these ancillary requirements of 
teledermatology in a consistent, non-proprietary man-
ner. Hence, interest in using the digital imaging and 
communication in medicine (DICOM) standard for 
teledermatology is increasing. In 2008, the American 
telemedicine medicine association (ATA) published 
 Practice Guidelines for Teledermatology   [  1  ] . In this 
policy document the ATA identifi ed “the DICOM stan-
dard is likely to impact the practice of teledermatology 
in the very near future”. 

 In the radiology domain, the DICOM standard has 
been essential to the success of teleradiology and pic-
ture archiving and communication systems (PACS). 

    L.J   Caffery   
     Centre for Online Health ,  Level 3, Foundation Building, 
Royal Children’s Hospital, The University of Queensland , 
  Herston ,  QLD ,  Australia    
e-mail:  l.caffery@uq.edu.au   

  Core Messages 

    Digital Image Communication in Medicine • 
(DICOM) is a global information technology 
standard that facilitates the transfer of medical 
images from one biomedical device to another.  
  DICOM has signifi cantly contributed to the • 
success of teleradiology and picture archiving 
and communication systems (PACS).  
  PACS is a computer system – both the hard-• 
ware and software – used for the acquisition, 
storage, and distribution of biomedical images.  
  Store-and-forward teledermatology can be • 
implemented using the DICOM standard.  
  DICOM defi nes a fi le format, various trans-• 
mission and retrieval protocols – all of which 
can be used for acquisition, transmission, stor-
age and review of dermatological images.  
  DICOM provides a standards-based method • 
for dermatology to contribute to an electronic 
health record.  
  DICOM also provides mechanism for the con-• 
sistent display of images and leverages secu-
rity protocols that ensure patient confi dentiality 
during a teledermatology consultation.    
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There is potential DICOM can contribute to successful 
store-and-forward teledermatology and form the build-
ing blocks of teledermatology and dermatology 
PACS. 

 This chapter will examine DICOM and PACS and 
how these concepts relate to teledermatology. Software 
requirements for DICOM-enabled teledermatology are 
discussed. Example workfl ows are presented to demon-
strate numerous ways DICOM can contribute to teled-
ermatology. Further, the standards-based contribution 
of teledermatology to an electronic health record (EHR) 
is explored.  

   Background 

   Picture Archiving and Communication 
Systems (PACS) 

 A PACS is a computer system – both the hardware and 
software – used for the acquisition, storage, distribution 
and review of biomedical images. A PACS is made up 
of many components – including a database, an image 
archive, one or more client or web-based review sta-
tions, DICOM gateways and a web-server. 

 The concept of PACS arose with the need to manipu-
late digital medical images following the invention of the 
computed tomography (CT) scanner – the fi rst modality 
to produce images in a digital format. The development 
of the CT was also the catalyst for the development of 
the DICOM standard. 

 Most modern hospitals use a PACS to manage their 
radiographic services allowing the hospital to operate a 
fi lmless and paperless imaging service. In these 
instances, all radiographic images are acquired in a 
digital format, stored digitally in an archive and retrieved 
and viewed on a review station. An  image archive  is a 
repository of medical images whose function is to not 
only store images but allow retrieval for clinical use. A 
secondary function of an image archive is to perma-
nently store images for the period of time mandated by 
legislation. Under legislation medical images (and all 
medical records) need to be retained for a minimum 
period of time – for example, the  Queensland Health 
(Clinical Records) Retention and Disposal Schedule  of 
the state’s health department requires images to be 
stored for at least it 5 years  [  2  ] . An image archive is usu-
ally is made up of number of tiers allowing the storage 
of multiple copies of images. This architecture obviates 

loss of data due to hardware failures. To a clinical user, 
a  review station  is often the only part of a PACS they 
will interact with. A review stations is typically a per-
sonal computer (PC) which runs image viewing soft-
ware. The software allows searching of the image 
archive and display of a patient’s images (in DICOM 
fi le format). 

 PACS are commercially available from multiple 
vendors and have mature support regimes. The imple-
mentation of PACS has been associated with workfl ow 
effi ciencies and cost-saving  [  3–  5  ] . A PACS primarily 
intended for a radiographic service can potentially be 
used to store and distribute non-radiographic images 
– for example, dermatology, gastroenterology, pathol-
ogy and ophthalmology  [  6  ] . Teledermatology can 
leverage existing PACS hardware infrastructure, man-
agement processes and support staff thereby achieving 
economies of scale. Alternatively, an organisation can 
implement a PACS dedicated to dermatology.  

   Digital Imaging and Communication 
in Medicine (DICOM) 

 DICOM is a global information technology standard 
that facilitates biomedical image communication and 
workfl ow management (acquisition, storage, retrieval, 
transmission and display). As a standard, DICOM is a 
document that specifi es a set of rules governing the 
formatting of images and the transmission of images 
between different biomedical imaging devices. It is 
implemented as a software application running on an 
imaging device (e.g. acquisition modality, storage 
archive or display workstation). 

   History 
 The American college of radiology (ACR) and the national 
electrical manufacturers association (NEMA) formed a 
joint committee in 1983 to develop a standard to  [  7  ] :

   Promote communication of digital image informa-• 
tion, regardless of device manufacturer;  
  Facilitate the development and expansion of PACS • 
that can also interface with other systems of hospi-
tal information;  
  Allow the creation of diagnostic information data-• 
bases that can be interrogated by a wide variety of 
devices distributed geographically;    
 This standard was fi rst published in 1983. Since 

then it has gone through a number of revisions. The 
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current version is DICOM 3.0. The DICOM standards 
committee now releases yearly corrections, updates, 
retirements and supplements to the base standard in 
lieu of major version changes. At the time of writing, 
the DICOM standard had 16 parts in the base standard 
and 151 supplements.  

   DICOM Organizational Overview 
 Memberships of the DICOM standards committee 
include manufacturing companies, professional bodies, 
other standards-developing organizations and govern-
ment agencies. The original DICOM standard was spe-
cifi c to radiography. However, there are now numerous 
medical specialities that produce biomedical images. 
For this reason, the Committee may form special inter-
est groups or working groups to represent non-radio-
graphic imaging groups. Working Group 19 (WG-19) 
(now defunct) was a special interest group formed to 
develop dermatology specifi cations for the DICOM 
standard.  

   DICOM File Format 
 A DICOM fi le comprises of two parts – the fi rst is the 
DICOM header and the second is the pixel data of 
the image. The  header  contains metadata relating to 
the patient, study and image. Real-world objects such 
as patient, study and image are known in the DICOM 
standard as  information entities (IE).  There are various 
attributes that can be used to describe an information 
entity. The standard logically groups and orders these 
attributes and also specifi es which elements are com-
pulsory and which are optional. Attributes that described 
a patient may include: the patient name, date of birth 
and a unique patient identifi er. A study is described by: 
a description of the image and acquisition date and 
time. The image metadata include matrix size, photo-
metric interpretation and bit depth. Each of these attri-
butes is referenced by a unique attribute tag in the 
format (group, element). All patient data is in group 10 
with the attribute tag for patient name being (0010,0010) 
and the attribute tag for the patient’s date of birth is 
(0010,0030) whereas, group 28 defi nes the pixel struc-
ture of the image – for example the matrix size of the 
image is the number of rows (0028,0010) by the num-
ber of columns (0028,0011). 

 The second part of a DICOM image –  the pixel 
data  – can be in most common image formats, prob-
ably the most common being JPEG. The two parts 
are melded into a single fi le – often called a DICOM 

object. It is this fi le structure that makes the practice of 
 teledermatology using DICOM particularly advanta-
geous for two reasons. Firstly, there will be a standard-
ized set of metadata elements for every teledermatology 
image and secondly there is no risk of separation of 
the image and the relevant patient demographics that 
can occur with other modalities of store-and-forward 
dermatology. 

 Biomedical images acquired with a digital camera 
are known collectively in DICOM as  visible light 
objects (VLO) . A VLO is how a dermatology image is 
encapsulated as a DICOM object.  DICOM Supplement 
15 Visible Light Image for Endoscopy, Microscopy and 
Photography  defi nes the required and optional meta-
data elements in a defi nition called the Visible Light 
 information object defi nition (IOD) . Alternatively, vis-
ible light objects can also be encapsulated as DICOM 
objects using the  secondary capture (SC)  IOD. However, 
the use of VLO is considered best practice for derma-
tology. The SC IOD contains no modality or speciality 
specifi c metadata elements. The purpose of the SC 
IOD was to defi ne a generic IOD that allowed images 
captured in a non-DICOM format to be converted to a 
DICOM format. In commercially available software 
applications, support for secondary capture is more 
widespread due to the generalizability of the second-
ary capture IOD to multiple medical specialities and 
applications. 

 Table  16.1  lists the compulsory attributes defi ned in 
the VLO IOD. There are various sources for the attri-
butes. Patient demographics are normally entered by 
the user at acquisition, whereas image attributes may 
be automatically parsed from the pixel data of the 
image component. PACS requires  unique identifi ers 
(UIDs ) for each image, series and studies. UIDs are 
software-assigned at acquisition.   

   Message Exchange 
 DICOM works via message exchange between commu-
nicating biomedical devices. Each message has a com-
mand or a request issued by the sending device and a 
response from the receiving device. The response nor-
mally contains a status as to whether the command was 
carried out successfully. There are two categories of 
messages. The fi rst is composite messages which con-
tain all information necessary to perform a certain oper-
ation. The second is a normalized message. Multiple 
normalized messages are needed to accomplish a single 
operation. DICOM messages are know in the standard 
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as DICOM message service elements (DIMSE). 
Composite messages are prefi xed with a “C”, whereas 
normalized messages are prefi xed with “N”. An exam-
ple of a composite DIMSE is C-STORE which – as the 
name implies – is used to invoke the storage of a DICOM 
object on a remote device such as an image archive. 
Further examples of composite DIMSE include: C-FIND 
used to initiate the query of stored DICOM objects, 
C-MOVE used to move a DICOM object from one 
device to another – say, from and image archive to a 
review station. Examples of normalized DIMSE opera-
tions include: N-SET used to the get the status of net-
work printer and N-CREATE used to create a print job 
on a network printer.  

   Service Classes 
 DICOM has a service class defi nition for actions that 
can be undertaken on a DICOM object. The actions 
result in the communication of the DICOM object from 

one biomedical device to another. Actions may include 
storage of an image onto a PACS archive (DICOM stor-
age service class), printing on a network printer 
(DICOM print management service class) or interro-
gating a PACS archive for a particular image so it can 
be displayed on a review station (DICOM query/retrieve 
service class). Each service class defi nition describes 
three components:

   The expected outcome of the action;  • 
  The DIMSE needed to accomplish the action; and  • 
  The DICOM objects that the action can be per-• 
formed on.    
 There is a functional relationship between the ser-

vice class and the DICOM object known as a  service 
object pair (SOP)  class. In simple terms, a SOP class 
is a combination of the DICOM object and the service 
class – for example, VL Image Store SOP Class or SC 
Image Store SOP Class. A PACS intending to store 
dermatology images must support a SOP class match-
ing that of the acquisition device. This could be any or 
all of the following SOP classes: VL Image Store, VL 
Photographic Image or SC Image Store. A DICOM-
compatible device will optionally support a SOP class. 
Supported SOP classes for a device are listed in a doc-
ument called a DICOM conformance statement pub-
lished by the device’s vendor.    

   Acquisition 

 The initial challenge in using DICOM to facilitate 
teledermatology is converting a digital camera 
image – most often a JPEG image – into a DICOM 
object. Commercial, open-source or purpose-written 
software will need to be used to achieve this. One such 
commercial product is shown in Fig.  16.1 . This is a 
multi-function application that creates a DICOM 
object from two inputs: 

   Images are imported from the local hard-disk or a • 
peripheral device;  
  Patient demographics obtained from a user input • 
via a fi ll-out form.    
 The demographics and other machine-assigned 

attributes will become the metadata elements of the 
DICOM header when they are melded with the pixel 
data to create a DICOM object. 

 Another challenge is whilst DICOM may elegantly 
address image encapsulation and transmission there 
are ancillary components to a store-and-forward 

   Table 16.1    Information Object Defi nition showing compulsory 
attributes for a Visible Light Object   

 Information 
entity (IE) 

 Attribute tag  Attribute name 

 Patient  0010,0010  Patient’s name 
 0010,0020  Patient ID 
 0010,0030  Patient’s DOB 
 0010,0040  Patient’s Gender 

 Study  0020,000D  Study Instance UID 
 Series  0008,0060  Modality = XC (external 

camera) 
 0020,000E  Series Instance UID 
 0020,0011  Series Number 

 Equipment  0008,0070  Manufacturer 
 Image  0020,0013  Instance Number 

 0028,0002  Samples per pixel 
 0028,0004  Photometric Interpretation 
 0028,0010  Rows 
 0028,0011  Columns 
 0028,0100  Bits Allocated 
 0028,0101  Bits Stored 
 0028,0102  High Bit 
 0028,0103  Pixel representation 
 0040,0555  Acquisition Context 

 Sequence 
 0008,0008  Image Type 
 0028,2110  Lossy Image Compression 

Flag 
 0008,0016  SOP Class UID 
 0008,0018  SOP Instance UID 
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teledermatology consultation – for example, patient 
history and clinical notes. Opportunity exists to scan 
these documents and encapsulate into a DICOM 
objects using the methods described in  Supplement 
104 DICOM Encapsulation of PDF Documents.  An 
encapsulated DICOM object is like a DICOM image 
object in that it contains two parts; the fi rst is the header 
containing metadata. The second part of a DICOM 
image object is the pixel data. Whereas, the second 
part of an encapsulated DICOM object is the PDF doc-
ument. Once created an encapsulated object, can be 
stored or transmitted similarly to image objects.  

   Transmission of DICOM Objects 

 Once a VL Object has been created for teledermatol-
ogy it will need to be sent to the remote dermatologist 
for review. The Standard defi nes a number of mecha-
nisms the referrer can achieve this:

   Transferring the images to CD (or other portable • 
data medium) for physical transfer;  
  Storing the images to a PACS archive, so they can • 
later be accessed by the remote dermatologist work-
ing on a review station; or  
  Sending the objects via email attachments.    • 
 Part 10 of the DICOM Standard –  Media Storage 

and File Format for Data Interchange –  describes 
how DICOM images can be written to removable 
media – for example, CD. The resultant CD can be 
physically sent to a remote dermatologist who will be 
able to view the images with DICOM viewing soft-
ware (Fig.  16.2 ). The CD may also contain web-con-
tent allowing images to be viewed in a web-browser. 
Physically transportation may be necessary in 
situation where there is no network connectivity 
between the referral site and the dermatology site. 
Once at the destination, the DICOM images can be 
archived to PACS using functionality inherent in the 
review software.  

  Fig. 16.1    Acquisition software that converts a digital camera image into a DICOM object       
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 Dermatology images in a valid DICOM fi le format 
can be archived directly from the acquisition modality 
to PACS given the two devices have network connec-
tivity (Fig.  16.3 ). A TCP/IP network connection either 
over a  local area network (LAN)  or a  wide area net-
work (WAN)  can be employed. Security concerns with 
transmission over a WAN which incorporates the pub-
lic Internet can be addressed by  virtual private network 
(VPN)  connections between the communicating 
devices. The DICOM storage service class governs the 
exchange.  

 In addition to sending and receiving images via the 
TCP/IP protocol, DICOM images can be exchanged 
with standard email protocols – for example,  simple 
mail transport protocol (SMTP) ,  Internet message 
access protocol (IMAP)  and  post offi ce protocol (POP).  
A  multipurpose internet mail extension (MIME)  type 
defi nes how non-text content – for example, images – 
can be encoded into an email message thus allowing 
them to be sent as email attachments.  Supplement 54 
DICOM MIME Types  was published by the DICOM 
Committee in 2002 and defi nes a MIME type dedicated 

to encoding DICOM objects. DICOM email refers to 
the process of using standard email protocols as the 
transport mechanism for transmission of DICOM 
objects from the referral site to the remote dermatolo-
gist via DICOM MIME-encoded email. The message 
body or attached PDF fi les can be used to convey the 
patient history, clinical notes or the dermatologist 
report. DICOM email is the transport mechanism of 
choice when there is no persistent network connectivity 
between referrer and remote dermatologist. In addition, 
email encryption mechanism such as public key infra-
structure (PKI) can be utilized to secure the privacy of 
communication. 

 DICOM email has been used extensively in 
Germany to support teleradiology services.  [  8,   9  ]  
The widespread adoption of DICOM email for telera-
diology has led to the development of dedicated 
DICOM email software applications resulting in a 
high-level of automation and seamless integration with 
existing PACS infrastructure such as review stations 
and PACS archive. One example of automation is an 
auto-polling application that periodically checks an 

  Fig. 16.2    DICOM supported workfl ow using physical transportation of removable media       

  Fig. 16.3    DICOM supported workfl ow using DICOM store       
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organization’s email server for an incoming email 
message containing attached DICOM images. The 
auto-polling application downloads the email and initi-
ates a DICOM store of the attached images. 
Alternatively, the dermatologist can manually initiate 
the retrieval of the DICOM email as would happen 
with an ordinary email client (Fig.  16.4 ).   

   Dermatologist Review of Stored Images 

 The transmission protocols described in the previous 
section demonstrate how DICOM can be used at the 
referral site of a teledermatology consultation. As dis-
cussed, the referrer can archive images directly to a 
PACS from the acquisition station or alternatively 
images may have been archived by a DICOM email 
auto-poll process. Either way, the dermatologist will 
need to access images stored on the PACS archive. To 
achieve this, they use a review station with DICOM 
viewing software for the display of DICOM objects. In 
addition, the review station software will be able to 
search a PACS archive for images that meet certain 
criteria – for example, the patient name – and display 
images that meet that criterion. The ability to search and 
retrieve images is defi ned by the DICOM query/retrieve 
service class. 

   Web-Access to DICOM Objects (WADO) 

 As alternative to the query/retrieve, DICOM defi nes 
 web-access to DICOM objects ( WADO). WADO is 

Part 18 of the DICOM base standard. It provides 
mechanism for displaying DICOM objects from 
a web-browser using  hypertext transfer protocol 
(HTTP)  or  secured hypertext transfer protocol 
(HTTPS).  WADO methods are used in web-based 
review stations or EHR portals. 

 The use of WADO relies on the availability of web-
enabled DICOM server which can perform the follow-
ing functions:

   Transmit images to a web-client in response to the • 
client’s HTTP get request; and  
  Interact with images stored on the PACS.    • 
 The HTTP get request can contain parameters the 

server must respond too. These parameters include: 
study, series or image UID, image format (DICOM, 
JPEG, JPEG2000, etc.) and matrix size to render the 
requested image. The DICOM committee recommend 
a WADO server also support methods that can be used 
to serve non-image components.  [  7  ]  In teledermatol-
ogy these methods can be used to convey patient his-
tory, case notes and the dermatologist’s report. 
Non-image based content type include:

   Plain or rich text;  • 
  Hypertext markup language (HTML) or extensible • 
markup language (XML);  
  Portable document format (PDF); or  • 
  Clinical document architecture (CDA) as defi ned • 
by HL7  [  10  ]     
 Image-enabled web-portals – for example, an electronic 

medical record or a web-based teledermatology applica-
tion – can integrate WADO methods in two ways. The fi rst 
involves embedding images into the web-page – often 
called an inline image. Using this method the actual full 

  Fig. 16.4    DICOM supported workfl ow using DICOM email       
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resolution pixel data is displayed as part of the web-page 
content. The second method is embedding hyperlinks to 
stored images. The hyperlink may be textual description or 
thumbnail of the linked image. To display the image would 
require the user of the web-portal to manually select the 
hyperlink. Both methods require the DICOM images to be 
stored on the WADO server or an integrated WADO server 
and PACS archive.  

   Consistent Display of Images 

 Whether using a PC-based or a web-based review 
station, DICOM images are viewed on the display 
monitor of workstation. DICOM has developed a 
means to ensure consistency of display regardless of 
which monitor the images are viewed on – namely, the 
greyscale standard display function (GSDF). DICOM 
has defi ned a characteristic luminance response curve 
for ideal image display. The characteristic curve (i.e. 
GSDF) is based on Barten’s model of human visual 
perception.  [  11  ]  The luminance response of a display 
monitor is measured using an external photometer 
(sometimes referred to as a puck) and this information 
is fed into a software application. The software applies 
a correction to compensate for differences between the 
measured and the ideal characteristics. GSDF does not 
specify functions for display of color images. However, 
color monitors can be calibrated to the GSDF, thereby 
ensuring consistency of display. 

 Review stations often allow the user to manipulate 
images – for example, color or grey scale transforma-
tions (windowing), spatial transformations (fl ipping, 
rotating) or graphical transformations (annotations, 
text or overlays). The use soft copy presentations states 
allow these transformations to be stored and repro-
duced. DICOM defi nes a greyscale, color, or pseudo-
color softcopy presentation state. The presentation 
state is stored as a separate DICOM object to the 
image. It is possible with some review stations to auto-
matically display an image with the soft copy presen-
tation applied whenever the study is reviewed.   

   Advantages and Disadvantages 
of Teledermatology PACS 

 A PACS predominantly used for radiographic images 
can be used to store dermatological images allowing the 
teledermatology service to leverage an organization’s 

existing infrastructure, management processes and 
suport personnel. Using a standards-based approach to 
image management means devices from different man-
ufacturers can be seamlessly coupled. Hence, a 
teledermatology service could be built from say, a dedi-
cated teledermatology acquisition station, a radiographic 
image archive and a dedicated web-based teledermatol-
ogy application – with all components possibly from 
different manufacturers. 

 DICOM methods leverage existing security stan-
dards – for example, HTTPS, VPN, PKI – to secure 
patient confi dentiality during transmission and retrieval. 
One further advantage of DICOM is the methods 
defi ned to ensure consistency of display namely, grey-
scale standard display function and the softcopy pre-
sentation states. 

 The use of DICOM and PACS does have disadvan-
tages over other modalities of store-and-forward teled-
ermatology – for example, ordinary email and 
web-services. Requirements of DICOM-based services 
are much more complex than other service-delivery 
modalities. Further, ordinary email and web-services 
use ubiquitous components for acquisition, transmis-
sion and review of teledermatology images. DICOM 
will require dedicated software applications.  

   Conclusions 

 This chapter has described the use of DICOM methods 
for the acquisition, transmission, storage and review of 
dermatological images. To implement a teledermatol-
ogy service based on the DICOM standard will require 
dermatological images (acquired with a digital camera) 
to be encapsulated and stored in the DICOM fi le format. 
A dedicated acquisition software application is required 
to convert a digital camera image to DICOM format. 
The DICOM fi le format combines    the pixel data of the 
image with a defi ned set of metadata elements contain-
ing patient, study and image demographics. The meta-
data requirements are defi ned by DICOM’s visible light 
photographic IOD. The DICOM fi le format prevents the 
separation of images and patient demographics that can 
occur with other modalities of teledermatology and pro-
vides consistent metadata for each dermatological 
consultation. 

 Acquisition of DICOM objects is done at the referral 
site and the resultant DICOM objects are transmitted to 
the remote dermatologist for review – via a LAN or a 
LAN. DICOM defi nes a number of transmission methods 
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– such as DICOM email, direct DICOM store or physical 
transportation of removable media. A dermatologist will 
review images on a review station that can display images 
in DICOM format. In addition to using a review station, 
images could also be reviewed with a web-based review 
station, EHR portal or a dedicated web-based telederma-
tology application (provided the web-application supports 
WADO methods).    Teledermatology can be implemented 
with any combination of the transmission and retrieval 
methods described. 

 The potential of DICOM-based teledermatology 
remains largely untested. However, DICOM has been 
credited with the success of teleradiology. In addition 
to this precedent, the ATA’s prediction of the likely 
impact of DICOM will have on practice of telederma-
tology adds further support to the consideration of 
DICOM-based teledermatology services.      

  Glossary of Terms 

  Clinical Document Architecture (CDA)    CDA refers 
to the HL7-based exchange of clinical documents 
(e.g. discharge summary or a diagnostic report) 
between information system. The clinical docu-
ment is encoded as an XML documents.   

  DICOM Message Service Element (DIMSE)    DIMSE 
is a DICOM message or a command used by com-
munication devices to invoke an action – for exam-
ple, the DIMSE  C-STORE  is issued by one device to 
invoke the storage of a DICOM object on a remote 
device.   

  Digital Image Communication in Medicine 
(DICOM)    DICOM is a global information technology 
standard. DICOM was developed conjointly by 
the American College of Radiologists (ACR) 
and the National Electrical Manufacturers Asso-
ciation (NEMA). The aim of DICOM is to facili-
tate the network transfer of medical images from 
one device to another regardless of device’s 
manufacturer.   

  Greyscale Display Function (GSDF)    DICOM defi ned 
method that facilitates the consistent display of im-
ages regardless of which monitor they are viewed on. 
GSDF relies on monitors being calibrated to charac-
teristic curve.   

  Health Level 7 (HL7)    Global standard used for the 
network transfer of health information from one in-
formation system to another. HL7 is predominantly 
concerned with the transfer of text based information.   

  Hypertext Transmission Protocol (HTTP)    Hypertext 
Transfer Protocol governs the transfers of web  pages 
from server to client (web browser).   

  Hypertext Transmission Protocol Secure 
(HTTPS)    The encrypted transfer of web pages 
from server to client using a secure socket layer 
(SSL) or similar encryption technique.   

  Information Object Defi nition (IOD)    A DICOM 
defi nition that list the metadata required in the head-
er of a DICOM fi le – for example, the Visible Light 
IOD will list all the metadata elements in the header 
of a Visible Light image.   

  Internet Message Access Protocol (IMAP)    IMAP is 
a protocol that governs how a email client accesses 
emails stored on a server. The IMAP protocol is 
used when the client wants to access email stored 
on a server without downloading or deleting the 
email from the server.   

  JPEG    A standard digital image fi le format named 
after named after the Joint Photographic Experts 
Group who created the standard. A JPEG image re-
sults from a compression algorithm being applied 
to the pixel data of an image.   

  Multi-part Internet Mail Extension (MIME)    MIME 
is a standard that defi nes structure and encoding in 
the body of an email. The MIME standards were 
developed to allow email to: 

  – Be formatted    in ways other than plain text – for 
example, HTML; 
 Be written in non-English character sets; and  –
 Contain attached fi les.    –

  Post Offi ce Protocol (POP)    A protocol used by email 
software to retrieve email from a remote mail server 
and download it onto the user’s local computer.   

  Public Key Infrastructure (PKI)    PKI is a data encryp-
tion technique that uses public/private keys to encrypt/
decrypt electronic information. PKI relies on a trusted 
third party or certifi cation authority to issue public/
private keys and verify their use. PKI can be used by 
email application to secure email communication.   

  Secondary Capture Object    A generic DICOM de-
fi ned object used for the DICOM encapsulation of 
images originally acquired in a non-DICOM format. 
The Secondary Capture IOD contains no modality 
or specialty specifi c metadata elements.   

  Service Object Pair (SOP) Class    A combination of a 
DICOM service (action) and the DICOM object. In 
the SOP Class  Secondary Capture Image Storage  – 
the Secondary Capture is the object and the storage 
is the service.   
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  Simple Mail Transfer Protocol (SMTP)    SMTP is 
a protocol that governs the transfer of emails from 
email server to email server.   

  Unique Identifi er (UID)    A globally unique numbering 
system overseen by the ISO.   

  Virtual Private Network (VPN)    VPN is a security 
mechanism used to encrypt the data transfer between 
two devices that communicate over a public network 
– for example, the Internet.   

  Visible Light Object    A DICOM categorization for 
images acquired with a digital camera.   

  Web Access to DICOM Persistent Objects (WADO)   
 Part of the DICOM base standard that defi nes mech-
anisms allowing the display of DICOM objects by a 
web-browser.    
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17         Photographic Imaging Essentials       

     Janelle   Jakowenko      ,    Matthew   J.   Smith   , 
and    Anthony   C.   Smith                   

   Introduction    

 Photography by its very nature is part art and part 
 science. It has been used for centuries in many differ-
ent ways, capturing images of the tiniest fungi growing 
on a forest fl oor, to huge stars millions of kilometers 
away from Earth. 

 Photography in a clinical or forensic setting has a spe-
cifi c set of requirements that set it apart from most other 
forms of photography [ 1 ]. While one must keep in consid-
eration the artful skills of composition and lighting, clini-
cal photography is very much about recording a true and 
accurate picture of the subject in order to derive quantita-
tive information. This means that the image captured 
needs to be as close as possible to what one would see with 
the naked eye. The aim of this chapter is to help clinicians 
achieve this goal while overcoming some of the hurdles 
that may be confronted in various clinical environments.  

   Digital Cameras 

 Digital cameras are now the mainstay of the photo-
graphic industry. They have several benefi ts over their 
fi lm counterparts, many of which prove to be extremely 
benefi cial to a clinician. 

 Firstly, they allow the ability to instantly review 
an image on screen right after it has been captured. 
This permits the photographer to see if the image 
taken is satisfactory and without errors. If it is not  
suitable, then it is simply a matter of retaking the 
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  Core Messages        
   There are many different tools available to the • 
clinician to capture clinical images, the clini-
cians must familiarize themselves with the par-
ticular photographic equipment available to 
them in order to be able to utilize it effectively.  
  This guide will provide a basic foundation on • 
how a digital camera works to capture an image, 
as well as fundamental theory and techniques 
required to take good clinical photographs.  
  This guide is not exhaustive and it is essential • 
to refer to the relevant user manual of the 
digital camera in use in order to get a full 
understanding of its controls and operation.  
  Clinical photography is about accurate and • 
scientifi c visual reproduction. This requires 
good even lighting, correct exposure, proper 
composition and scale.    
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photo, perhaps altering a setting or changing the 
composition or lighting. 

 Unlike fi lm, there is no need to wait for a fi lm to be 
developed and printed – the computer is now the dark-
room of digital photography. Once downloaded to a 
computer, images are widely available through the 
Internet, email and internal hospital databases. 

 Another advantage of the digital camera is the abil-
ity to effectively “change fi lm” or their sensitivity to 
light at the fl ip of a dial. This allows the photographer 
to quickly adapt to different lighting conditions  without 
having to fumble around changing fi lm. 

 There are two main types of cameras, which are 
generally used for photography in the clinical setting. 
They are the  digital compact  camera and the  Digital 
SLR  ( Single lens refl ex ) camera. 

 Both cameras have their advantages and disadvan-
tages, which are summarized below in Table  17.1 .  

 Technology is constantly advancing at an acceler-
ated rate, and the gap between digital compact cam-
eras and digital SLR cameras is being bridged by 
“hybrid” models that combine some of the benefi ts of 
an SLR with the compact size and features of a digital 
compact. 

 Cameras such as the Panasonic GF-1 and Olympus 
EP-1, which employ a format described as a “Micro 
Four Thirds” system, are two such examples. These 
cameras have a large image sensor, close to the size of 
most digital SLRs, which gives them the advantages 
of higher image quality than smaller sensor equipped 
compact cameras. However they differ in that they do 
not employ a lens refl ex mirror and pentaprism design 
like that of an SLR, thereby reducing size and weight 
considerably. 

 They do however, like an SLR, possess a lens 
thread, which allows the photographer to attach differ-
ent lenses for various applications. 

 Although both types of cameras have their differ-
ences, the basic premise of taking a photograph remains 
the same. One must ensure they have selected the right 
setting for the situation; they must compose the photo-
graph, focus the lens and press the shutter release. This 

all sounds relatively easy, but in a clinical setting the aim 
is to obtain an  accurate  image. That is, an image that is 
as close as possible to natural in terms of lighting, color 
and perspective – as that viewed by the naked eye.  

   Equipment and Accessories 

   Tripod 

 Tripods can make a big difference to the quality of your 
image. It stabilizes the image, and makes the photogra-
pher think about composition. If you don’t like the awk-
wardness of a tripod, consider a monopod or use a bench 
top or something stable to rest the camera on. Tripods 
can be essential with macro and specimen photography. 
A tripod will help ensure sharper images especially 
when capturing close up macro photography.  

   Flash 

 All consumer digital cameras have a built-in fl ash. Often 
this is too bright, not bright enough or non-adjustable. 
Many cameras will not have the possibility to use a sec-
ond fl ash. The options will open up if the camera has a 
hot-shoe, or it’s possible to attach a ring fl ash via the 
lens thread. A ring fl ash will throw light at the subject 
from all directions, thereby eliminating harsh dark shad-
ows. A fl ash in a hot shoe has a rotating head, so it can 
be turned towards the ceiling or an adjacent wall to 
bounce light indirectly onto your subject, resulting in a 
much softer, smoother light with less shadows.  

   Dermoscope 

 The use of digital imaging benefi ts teledermoscopy, it 
enables forwarding of dermoscopic images for second 
opinion (Fig   .  17.1 ). There are different ways of obtaining 
digital dermoscopic images: The compact digital  camera, 
can be attached directly to a simple handheld 

   Table 17.1    Advantages and 
disadvantages of SLR and 
compact cameras   

 Advantages  Disadvantages 

 Digital SLR camera  Higher image quality, better 
performance in low light, fast 
shutter response 

 Bigger, heavier, more expensive. 
Macro ability requires a specifi c 
macro lens 

 Digital compact camera  Cheaper, compact, lighter, 
usually good macro ability 

 Poorer performance in low light, 
shutter lag delay 
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 dermatoscope (Fig.  17.2a ) and does not require any addi-
tional setting changes (leave your camera on  Auto !). This 
is a non-invasive (low cost) method for viewing struc-
tures just underneath the skins surface. There are also 

specially designed dermoscopy lenses that can be cou-
pled to a digital camera (Fig.  17.2a, b ). This method 
offers a better image quality than macro photography. 
Attachments for mobile devices such as the iPhone also 
perform a similar function (Fig.  17.2a, c ) There are also 
digital skin photography systems available that use vid-
eodermoscopic imagery and integrated software. These 
more expensive systems provide digital dermoscopic 
images that can be used for teledermoscopy (Fig.  17.3 ).      

   How a Digital Camera Captures an Image 

 All digital cameras contain an image sensor, which is 
the digital equivalent of fi lm. The image contains mil-
lions of tiny photo sensors, which when exposed to 
light; covert it to a tiny electrical charge, which in turn 
is converted into digital information by the cameras 
internal processor. 

 This information is converted into pixels, the building 
blocks of a digital photograph. 

 When the term  megapixels  is used in camera speci-
fi cations, it is describing the total number of pixels 
able to be captured by the image sensor. 

 Compact digital cameras have a smaller image 
sensor than their digital SLR counterparts. This is 
due to the size restrictions and the relative expense of 
manufacturing a larger sensor. If an image were cap-
tured on a DSLR and a compact digital camera, both 
with 10 megapixel sensors, more noise artefacts 
would be visible on the image produced by the 
compact camera. 

  Digital noise  artefact is simply a result of the indi-
vidual photo sensors producing inaccurate and random 
information as the “gain” or ISO setting is increased 
on the camera. Larger photo sensors are simply able to 
capture more light in a given time than smaller photo-
sites, so the ISO setting of a larger sensor does not 
need to be increased as much to obtain the same expo-
sure as the equivalent compact digital camera with the 
smaller sensor and denser photo sensors.  

   Resolution 

 Image resolution is a three dimensional calculation, it 
takes into account the number of pixels on a horizontal 
plane, vertical plane and the bit depth of the pixel. The 
greater the number of pixels the higher the resolution. 

b

a

  Fig. 17.1    Handheld Dermatoscopy. The LED light source of 
the dermatoscope is balanced to daylight and fl ash. A dermo-
scope view covers 25 mm of surface area and captures at a mag-
nifi cation between 8× and 20×. ( a ) The Heine Dermatoscope. 
( b ) Cross-sectional diagram of a dermatoscope       
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The Internet uses low resolution images, in order to 
quickly generate web pages, whereas high quality 3D 
tomographic diagnostic imaging requires high resolu-
tion images. The output or viewing platform for most 
clinical images is a computer monitor. A standard 

15″ monitor has a total viewing area of 1920 × 1080 
pixels. Most digital cameras (manufactured since 
2006) capture images of much higher resolution, there-
fore, we need to consider downsizing or reducing the 
image resolution prior to taking the photo.  

  Fig. 17.2    ( a ) Options for 
obtaining digital dermoscopic 
images (from  left  to  right ): 
iPhone dermatoscope 
attachment, digital camera 
with dermatoscopic 
attachment and handheld 
dermoscope. ( b ) Using a 
digital camera with a 
dermatoscopic attachment. 
( c ) Using an iPhone with a 
dermoscopic attachment         

a

b
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   Exposure: The Three Fundamental 
Parameters of Image Capture 

 There are three fundamental parameters, which 
control the exposure of a photograph. They are: 
 aperture ,  shutter speed  and  ISO . Each parameter can 
be manipulated by the photographer to obtain a cor-
rect exposure. These three parameters are paramount 
to understanding how to take a properly exposed 
photograph. 

   Aperture 

 The aperture acts in a very similar way to the iris 
of the human eye, contracting and expanding to regu-
late the amount of light entering the opening. It is con-
structed of very thin material that contract and expand 
in a circular motion. They are usually located at the 
back of a cameras lens. The aperture is given a numer-
ical value referred to as an  f stop . The lower the f-stop, 
the wider the aperture and the more light is allowed to 

  Fig. 17.3    Examples of high quality dermoscopic images including millimetre scale       

cFig. 17.2 (continued)
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enter through the iris of the lens. The higher the f-stop, 
the narrower the iris opening and the less light enters. 

 There is one other aspect of a photograph that is 
affected by the aperture. This is known as  depth of fi eld  
which dictates how much will be in focus in front of, 
and behind, the chosen subject. 

 A lower f-stop like f/2.8 (wide iris opening) provides 
a narrow depth of fi eld compared to a f-stop of f/16. 
This is important to remember especially in close up 
macro photography, as you will need to achieve maxi-
mum depth of fi eld to keep everything in sharp focus at 
close focusing distances.  

   Shutter Speed 

 The shutter on most modern digital cameras consists 
of two “curtains” which, when not in operation, cover 
the image sensor and prevent light from reaching it. 
When the shutter release button is pressed, the shutter 
curtains move across the image sensor, exposing a gap 
which the light enters, hitting the sensor. 

 Shutter speeds can range from 1/8000th of a second 
to an infi nite amount of time (as long as the camera has 
power). Astrophotographers take photos of the night 
skies for as long as 8 h. 

 The faster the shutter speed, the less time the image 
sensor is exposed to light. 

 Slower shutter speeds can result in image blur, as 
the sensor is exposed to light long enough to capture 
blur induced by camera shake or subject movement.  

   ISO 

 ISO refers to the sensitivity level of the sensor, or in the 
case of fi lm, the sensitivity of the chemical layers 
embedded in the fi lm. Not surprisingly, the resulting 
effects of adjusting the ISO in both digital and fi lm pho-
tography are similar, the higher the sensitivity (increased 
ISO number) the increased granularity of the image. 

 Controlling the exposure of a photograph is a bal-
ancing act between the above three fundamental con-
trols. The photographer must choose settings to match 
the circumstances. 

 When taking a photo the photographers must deter-
mine how much depth of fi eld they require to select an 
appropriate aperture; how much ambient light is available 
and how likely there is to be subject movement or camera 
shake (to determine the importance of shutter speed). 

 These two controls have a direct relationship, which 
means that to keep the same exposure they need to be 
adjusted together. If the aperture (iris) is narrowed 
(remember, higher f-stop number) then the shutter 
needs to be open longer to allow more light in. On 
compact digital cameras and SLR cameras with  auto-
matic/program exposure  modes, the camera works out 
the best combination of shutter speed and aperture to 
determine what it thinks is an accurate exposure.   

   Camera Modes 

 Most cameras will allow the photographer to change 
the camera into different modes. 

  Shutter priority mode:  In this mode, the photogra-
pher chooses the shutter speed and the camera selects 
the appropriate aperture to achieve an average expo-
sure. Useful in situations where you need to control the 
shutter speed. For example, when you have no access 
to a tripod and want to minimize the risk of camera 
shake/motion blur. 

  Aperture priority:  In this mode, the photographer 
chooses the aperture (f-stop) and the camera determines 
the shutter speed needed to achieve an average expo-
sure. Useful in situations where you need to control the 
depth of fi eld more accurately – either to increase the 
depth of fi eld to ensure as much as possible is in focus, 
or to narrow the depth of fi eld to blur the background/
foreground of the photo. 

  Manual mode:  The photographer has full control 
over the shutter speed and the aperture. The camera 
does not control the exposure and the onus is on the 
photographer to select a combination, which will 
achieve an accurate exposure. 

 In most situations the automatic program mode 
offered by the camera will be suffi cient for taking 
diagnostic photos, however it is useful to understand 
the other modes and when they may be required. 

 A camera employs a  metering system  to determine 
what constitutes an accurate exposure. This system 
takes average readings from selected areas of the image 
and attempts to achieve a good balance between expos-
ing correctly for the darkest and lightest areas of an 
image. In short, the camera will try to exposure every-
thing as an average tone. 

 This is why in one of the cameras program modes 
(anything other than full manual mode), if you were to 
take a photo of a pure white subject fi lling the frame, the 
image would come out with that subject looking slightly 
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grey. The camera has  underexposed  the image to try and 
achieve average grey tones. Conversely, taking a photo 
of a largely dark object fi lling the frame, and the camera 
will  overexpose  the photo in order to bring the dark 
tones of the subject up to average tones. 

 There is a control on most digital cameras to help 
control this behavior. It is called  Exposure compen-
sation  or  EV compensation.  Using this control, the 
user can force the camera into under or over expos-
ing the image from what it thinks is the correct 
exposure. 

 The EV compensation is measured in  stops  and can 
usually be set to adjust in 1/3 or 1/2 stop increments. 

 Thus when you are taking a photo of a subject that 
contains a lot of white/very light tones, you can apply 
positive (+) EV compensation to force to camera to 
increase the exposure and display those tones as they 
would look to the naked eye. The opposite applies to 
images containing a large ratio of dark tones.  

   Color: How Cameras Interpret Light 

 Light is emitted from various sources, each with its own 
hue that is measured in Degrees Kelvin (Table  17.2 ). 
The resulting image will be affected by the color of the 
light illuminating the scene. Digital cameras are 
equipped with a  white balance  adjustment that allows 
the camera to compensate for the color of the light 
source and thus avoiding unnatural coloring in the ren-
dered image.  

 Digital cameras have white balance settings to 
correct for different conditions, such as daylight or 
fluorescent bulbs, overcast and flash. The automatic 
setting, that is normally very accurate, adjusts the 
white balance for any lighting condition. Some 
cameras will permit the white balance to be set 

manually by pointing the camera at a neutral white 
or grey surface and recording the reference for this 
image.  

   Light Sources 

 Below is a defi nition of various light sources, where 
they might be encounter and how to use, or avoid them. 
The aim when photographing clinical subjects is to 
create an environment with neutral white, diffuse and 
even light. Below are various situations where clinical 
photos might be taken, and some suggestions on how 
to approach the situation. 

   Daylight 

 Natural lighting can result in uniform and well-
lit images, with high quality color reproduction. 
However, as light intensity and color vary widely 
depending on the time of day and weather conditions, 
such desirable results may not always be possible. 
This inconsistency also makes it diffi cult to achieve 
reproducible conditions, which will cause problems 
when photographing an individual’s skin complaint 
over a prolonged period of time. Rooms that are only 
sunlit should be arranged in order to admit as much 
light as possible, while minimizing the amount of 
shadow. Note however that images should never be 
taken in direct sunlight, as this is extremely bright and 
will produce sharp shadows.  

   Shade 

 Shadow gives a blue cast, however the diffused light 
provides a good even light source.  

   Overcast 

 Gives a slightly blue cast, however the diffused light is 
good to use as an even light source.  

   Night (Moon-Light) 

 The moon is a direct refl ection from the sun, so it is the 
same color temperature as daylight. Long exposures in 

   Table 17.2    Various light sources and the corresponding color 
temperatures   

 Light source  Degrees Kelvin 

 Sunrise or sunset  2000 
 40 W tungsten lamp  2650 
 100 W tungsten lamp  2865 
 Fluorescent lamp  3400–4800 
 Early morning/late afternoon light  4300 
 Flash/bright daylight/moonlight  5500 
 Overcast sky  6000 
 Average summer shade  7100 
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full-moon situations will recreate the scene as if it was the 
middle of the day. However there are no practical situa-
tions where this is useful when patients are involved!  

   Flash 

 Most cameras contain a built-in fl ash that can be turned 
on or off, or set to automatic. 

 The auto fl ash function determines whether there is 
suffi cient natural light illuminating the scene and fi res 
the fl ash as necessary. However using the fl ash can cre-
ate problems. As the fl ash points directly at the subject 
a strong shadow can be created, which is likely to 
cause problems when taking close-up images. A strong 
fl ash can result in an over-exposed image with a whit-
ish glare, which can erase much of the detail. Increasing 
the distance between the camera and the subject can 
signifi cantly reduce this overexposure. It is also possi-
ble to reduce the fl ash by reducing its intensity using a 
semi-transparent white plastic bag.  

   Fluorescence 

 Fluorescence angiography is useful in determining 
blood-fl ow from the optic nerve in the pupil. It is a 
specialist technique that requires a dedicated digital 
camera. Fluorescence has also been used to photo-
graph skin patches of suspected leprosy.  

   Fluorescent 

 Fluorescent lighting is very diffi cult to reproduce and 
even repeat using the same light source. The color tem-
perature of the tubes changes during their life span, and 
they also exist in many different color temperatures, 
some of which are daylight balanced. Most emit a green 
hue. Under fl uorescent lighting conditions some cam-
eras may produce images with horizontal or vertical 
bands, which is a result of the fl ickering tubes.  

   Tungsten/Incandescent (Including Sodium 
Vapor, Mercury Vapor) 

 Professional photographic studios used tungsten light 
sources for many years, however a special tungsten 

balanced fi lm was used to correct for the yellow cast. It 
is still possible to use tungsten light sources but this 
will need to be corrected in your cameras white bal-
ance settings. Both sodium and mercury vapor lights 
are used in street lighting. Sodium gives a yellow cast 
whilemercury a green cast.  

   Halogen Lamps 

 Halogen lamps provide intense light, which is easy to 
direct. However some error in color reproduction may 
result. Generally, they are daylight balanced, but this 
can vary, and should be displayed on the packaging.  

   Fiber Optics 

 Daylight balanced fi ber optic cables are often used in 
macro and microphotography, as they allow very good 
positioning of a small light source. They are expensive 
and used in specialized fi elds.  

   Refl ected Ultraviolet 

 Ultraviolet (UV) photography is useful in dermatological 
applications such as the changes in skin pigmentation, 
however it is not possible to record UV on ordinary digi-
tal camera, so specialized equipment must be purchased.  

   Refl ected Infrared 

 Infrared recording techniques are useful for penetrating 
the epidermal layers of the skin to examine blood-fl ow. 
This is useful in detecting cases of varicose veins, collat-
eral circulation and other vascular diseases. Again the sen-
sors in digital cameras all react quite differently to infrared 
refl ection so specialized equipment must be purchased.  

   Radiological Images (X-Rays, MRI and CT) 

 These three imaging techniques go well beyond the visual 
spectrum and are not performed by clinical photogra-
phers. However they are useful to keep in mind, as similar 
to clinical photography there are standard series of images 
that must be captured in specifi c medical situations.   
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   Practical Guidelines: Background, 
Composition and Lighting 

   Background of a Photograph 

 The perfect background is a non-refl ective and neutral 
grey (18%). Given that this is not always available; the 
next best option is a green or blue surgical drape or a 
white sheet. The neutral grey background is preferred, 
as the colors do not infl uence any of the colors in the 
image. If a drape or sheet is not available, a clean wall 
or the back of a door is appropriate (Fig.  17.4 ).   

   Lighting 

   Studio 
 The ideal environment for photographing patients is in 
a studio. The background should be neutral grey and 

non-refl ective. The patient should stand approximately 
1 m in front of the background. Two diffuse “softbox” 
light sources should be positioned 45° from the 
patient.  

   Naturally Lit Room 
 Well-lit rooms with natural lighting are very useful. 
The patient should not stand in direct sunlight as this 
causes excessive contrast and dark shadows. The 
“shaded” area of the room will offer even, diffuse 
lighting. If the light is strong enough there should be 
no need to use the built in fl ash.  

   Room Without Natural Lighting 
 Use the built in fl ash, or on camera fl ash. For best 
results diffuse the fl ash light source using a fl ash 
“sock” a white plastic bag or some opaque sticky/cello/
durex tape (Fig.  17.5 ). This will slightly reduce the 
contrast created by the shadows.   

ba

  Fig. 17.4    The difference between backgrounds, composition and exposure. ( a ) Underexposed subject, not centered in frame, 
 distracting background elements. ( b ) Good even lighting, subject centered in frame with a plain neutral background       
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   Outside 

 Photograph the patient in a shaded area. The sun is a 
“pin-hole” light source, which means harsh distracting 
shadows will be cast on the patient if they are photo-
graphed in direct sunlight.  

   Operating Room 
 Switch off the operating room lights and use on cam-
era fl ash. A ring fl ash provides best results, as most 
images are close-ups.  

   Clinic 
 Use the same principles as in either a naturally lit or 
unlit room. Make sure your patient is offered privacy 
while being photographed.   

   Standardization 

 As previously mentioned clinical photography involves 
accurately capturing clinical and scientifi c situations 
so that quantitative data can be derived from the image. 
A standard and methodical approach must be taken so 
that the process can be repeated. 

 The procedures in clinical photography should not 
vary from camera to camera – or country to country. It 
should be seen as a standardized process requiring 
thought and attention. 

 Steps include:
   Having the patient remove jewellery, tie their hair • 
back and remove clothing that obstructs the area of 
interest.  
  Clean the area, removing blood, fi xing tape and • 
other obstructions.  
  Use a clinical background such as a drape or a plain • 
wall.  
  Have the camera settings ready and an idea of which • 
patient series (to follow) you need to capture.  
  When using a scale or color chart, make sure it is • 
parallel to the frame of the image.  
   • Always  use correct anatomical positions (Fig.  17.6 ).       

   Practical Scenarios 

   Photographing a Patient 

    Equipment required: Background, scale, optional use 
of a tripod and other accessories   

 1.    Ask the patient if they consent to photography AND 
explicitly explain where the images will be used. 
This is called “ Informed Patient Consent .” Have the 
patient sign a consent form, or if they are under 18, 
have a parent or guardian sign the form.  

    2.    Know the desired output (Internet, study, publication 
etc.) and adjust your  camera settings  accordingly.  

a

b

c

  Fig. 17.5    “Point and shoot cameras often result in over expo-
sure when using the fl ash for macro photography.  Three meth-
ods to reduce this over exposure include: ( a ) a tissue, ( b ) a 
plastic bag and ( c ) sticky tape       
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    3.    Check the  environment . Private room, plain back-
ground, consider lighting, have the patient remove 
clothes, jewellery, glasses and clean the area of 
interest if necessary.  

    4.     Photograph the patient sticker  or something that 
will later enable identifi cation of the patient. This is 
very useful if numerous patients are photographed, 
or the memory card is not downloaded for some 
time.  

    5.     Photograph the patient  using a standard series and 
then additional pictures as desired.  

    6.     Download  to computer, rename fi les and  store  in a 
database.     
 While taking the photos consider these things:
   Overview  • 
  Regional  • 
  Regional with scale or markings  • 
  Close-up    • 

 The four characteristics of an exceptional clinical 
photograph are:

   Correct perspective  • 
  Use scales and color charts (aligned with the image • 
frame)  
  Even lighting  • 
  Plain, preferably neutral background     • 

   Photographing an X-Ray 

    Equipment required: Light box and tripod   
 1.    Clean the light box  
    2.    Mount the camera on a tripod and align it with the 

centre of the image on the light box.  
    3.    Set your camera to B&W.  
    4.    Turn off room lights and block light coming in from 

doors and windows; the backlight from the light 
box is what needs to be recorded. Any excessive 

a

b

  Fig. 17.6    Various anatomical 
aspects: ( a ) correct position-
ing; ( b ) incorrect positioning       
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light spilling out from the light box should be 
blocked by pieces of card.  

    5.    To avoid camera shake from the long exposure,  use 
the self-timer setting.       

   Photographing a Monitor 

    Equipment required: Monitor and tripod   
 1.    Clean the monitor.  
    2.    Mount the camera on a tripod and align it with the 

centre of the image on the monitor.  
    3.    For Cathay Ray Tube (CRT) monitors  set you camera 

to “night” mode . This will produce a long exposure 
that will avoid the horizontal bands appearing across 
the monitor.  

    4.    Turn off room lights, and block light coming in 
from doors and windows, as these will refl ect off 
the glass monitor.  

    5.    To avoid camera shake from the long exposure,  use 
the self-timer setting.       

   Photographing a Specimen 

    Equipment required: Background, scale and tripod   
 1.    Clear a fl at place on the ground (as normally they 

are photographed from above).  
    2.    Lay down background and the specimen. Place a 

scale parallel to the frame of the photo.  
    3.    If the room is not suffi ciently lit use a tripod. Specimens 

are often refl ective, so it is best to diffuse the fl ash.  
    4.     Photograph the patient name, or a description of 

the specimen.   
    5.    Take the photo.      

   Photography in the Operating Room 

    Equipment required: Camera with a fl ash   
 1.    Clean the area of interest.  
    2.    Ask for the operating lights to be momentarily 

switched off.  
    3.    Take the photo as parallel to the subject as possible, 

this might require getting up on a stepladder or stool.      

   Dental Photography 

    Equipment required: Retractors, dental mirrors and an 
external light source (or ring fl ash)   

 1.    Ask the patient if they consent to photography AND 
explicitly explain where the images will be used. 

This is called “ Informed Patient Consent. ” Have the 
patient sign a consent form, or if they are under 18, 
have a parent or guardian sign the form.  

    2.    Warm the mirrors by placing them in warm water. 
This will stop the mirrors fogging when they are 
placed in the patient’s mouth.  

    3.    Organize the external light source and change the 
white balance settings on your camera accordingly.  

    4.     Photograph the patient sticker  or the patient hold-
ing a color chart with their name and date of birth 
underneath.  

    5.    Have the patient lick their lips before inserting 
retractors or mirrors.  

    6.    Aim to capture the image series below by photo-
graphing the refl ection of the teeth on the mirrors.      

   Macro Photography 

  Equipment required: Background, scale and an appro-
priate light source (built-in fl ash, external light source 
or ring fl ash)  

  Fig. 17.7    This example shows a desk light being used as an 
additional light source; it is also good when two such lights can 
be used at 45° angle to the subject       

 



15517 Photographic Imaging Essentials

  Fig. 17.8    The depth of fi eld ( DOF ) is decreased by a smaller working distance, smaller  f  number (not often adjustable in consumer 
cameras) and by not being parallel to the subject (Vetter JP: Biomedical photography, Boston, 1992, Butterworth- Heinemann)       

a b

  Fig. 17.9    Examples of in and out of focus macro photographs.  The close up of the fi ngernail in (a) is in focus, whereas (b) shows 
the fabric back ground in focus       

 Close-up photography or macro photography is a 
useful technique to master, as it constitutes such a large 
part of dermatology photography. If a remote doctor is 
to be offered advice or a diagnosis from an image, the 
image needs to be sharp and the color and texture must 
be accurately reproduced. Professional macro and 
micro photographers use dedicated lenses and fl ashes, 
which are purpose-designed for photographing objects 
at 1:1 magnifi cation. It is possible to achieve similar 
results with modern compact digital cameras, provided 
the macro functions are understood. 

 The many challenges associated with macro photog-
raphy include the limited amount of sharpness in front 
and behind the main point of focus (Figs.  17.7 – 17.10 ). 
This is known as depth-of-fi eld, which is very shallow at 
limited working distance. It is possible to get a sharper 
fi ngernail bed but the skin in front and the nail behind 

will become disappointingly soft. One option is to shoot 
from a further distance and crop the photo later. The 
overall subject is sharper, but the photo quality may not 
be as good because you have fewer pixels, resulting in a 
lower resolution, grainier image. The other option is to 
become better acquainted with the macro function and 
capabilities of your camera.    
    1.    Ask the patient if they consent to photography AND 

explicitly explain where the images will be used. 
This is called “ Informed Patient Consent .” Have the 
patient sign a consent form, or if they are under 18, 
have a parent or guardian sign the form.  

    2.    Organize the external light source and change the white 
balance settings on your camera accordingly.  

    3.     Photograph the patient sticker  or something that 
will later identify the patient.  

    4.    Change the camera settings to macro.  
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    5.    Take the image making sure that the focus and 
exposures are 100% accurate.       

   Informed Patient Consent 

 Obtaining informed consent should become part of the 
clinical photography routine and must be obtained prior 
to photography. An image or video should be treated as 
any part of the patients’ medical record, in confi dence 
and handled according to consent legislation. As well as 
consenting, the patient must acknowledge, in writing if 
their images to be used anywhere outside their own med-
ical record. This extends to emails, publications, studies 
or the duplication of images for case discussion or 
referral.  

   Conclusion 

 High quality clinical photography is integral to a 
patients medical record, more so in dermatology than 
other medical specialities.  High quality images (but 
not necessarily high resolution) can be used for 

 diagnosis, treatment and to identify a lesions change 
over time. When capturing photographs in a clinical 
setting, the clinician must keep in mind the purpose of 
the photographs. They are being viewed objectively 
with the aim being to accurately illustrate and record 
the specifi c patient injuries, illnesses and abnormali-
ties. The aim of the clinical photographer is to capture 
images containing quantitative information by making 
adjustments to the lighting, composition and exposure 
to ensure the image can be relied upon for its intended 
purpose. 

 Doing this requires an understanding of the cam-
era and the clinical photographic principles as out-
lined in this chapter. By following these guidelines 
the clinician will have a better chance of creating 
high quality, standardized, accurate clinical 
photographs.      
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  Fig. 17.10    Using the live 
view screen of a camera to 
get a large view of the in 
focus area       
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     18    Legal Issues       

     Leif   Erik   Nohr                 

   Introduction 

 Health care is an area of strict and comprehensive leg-
islation. Providing high-quality health care for the 
population is essential. Legislation is one way of 
securing quality and accessibility of care as well as 
the funding governments and citizens invest into 
health care. 

 Health care legislation is mainly based on and 
related to traditional means and methods of providing 
care. Obviously, new methods mean new legal chal-
lenges. Telemedicine and eHealth is still developing 
rapidly, and it is safe to say that legislation is often 
lagging behind. Still, telemedicine services must 
operate within existing legal frameworks, and it is 
important both to have knowledge about this frame-
work and to know how to adapt services to it. Our 
purpose with this chapter is to give an introduction to 
legal issues that are commonly believed to be the 
most important in telemedicine and eHealth and 
through this create awareness and hopefully contrib-
ute to quality assurance of teledermatology services 
with regard to legal aspects. 

 There are few, if any,  specifi c  legal issues within the 
specialty of teledermatology. This chapter presents 
issues and aspects that will have relevance for telemed-
icine and eHealth services in general. Having said this, 
teledermatology is one of the most mature telemedi-
cine services and many of the issues discussed here 
have come up through projects and services in the fi eld 
of teledermatology.  

    L.  E.   Nohr   
     Norwegian Centre for Integrated Care and Telemedicine,  
 University Hospital of North Norway 
  Tromsø ,  Norway    
e-mail:  leif.erik.nohr@telemed.no   

   Core Messages  
   •  It is of vital importance to clarify legal issues 

and ensure that teledermatology services are 
performed within the relevant health care 
legislation.  

  •  Information processing in telemedicine and 
e-health must ensure confi dentiality, privacy and 
be secured by information security regimes.  

  •  Teledermatology services must meet legal and 
ethical requirements with regard to responsible 
practice. Furthermore, hospitals and other insti-
tutions shall fulfi ll system responsibility duties.  

  •  Patients’ Rights become increasingly more 
important in health care. The patients’ rights 
to consent must be respected both with regard 
to telemedicine examinations and treatment 
and processing of information.  

  •  To realize the potential of cross-border teleder-
matology, special consideration must be given 
to legal issues, in particular concerning licens-
ing, responsibility and information security.  

  •  Legal clarifi cation and certainty could be 
ensured through the development and use of 
guidelines and contracts.      
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   Privacy, Confi dentiality 
and Information Security 

   Introduction 

 Health professionals depend on enough, good enough 
and relevant information from and about the patient in 
order to be able to assess the patient’s condition, exam-
ine and treat the patient. The patient needs to be 
informed about his/her condition, the examinations, 
possible treatments and risks in order to be able to gov-
ern his/her own situation and disease. In addition, a 
potentially large number of other people and providers 
might, at different stages of the course of treatment, 
have legitimate need for information or be providers of 
information. These could be health care personnel 
from other hospitals, laboratories, pharmacies, etc.  

   Privacy 

 The right to privacy is considered a fundamental human 
right both under the United Nations Universal 
Declaration of Human Rights from 1948 and the 
European Convention on Human Rights from 1950. 
Article 8 of the latter reads:
      1.    Everyone has the right to respect for his private and 

family life, his home and his correspondence.  
    2.    There shall be no interference by a public authority 

with the exercise of this right except such as is in 
accordance with the law and is necessary in a dem-
ocratic society in the interests of national security, 
public safety or the economic well-being of the 
country, for the prevention of disorder or crime, for 
the protection of health or morals, or for the protec-
tion of the rights and freedoms of others.       

 Both the Declaration and the Convention codifi es the 
general principle of privacy as a matter of respect for 
every individual’s personal autonomy. This autonomy 
is built on an understanding that each person has a 
right to set her or his own limits to any infringements 
of her/his personal “sphere”. This sphere does not just 
include a person’s body and thoughts but extend 
beyond this to encompass a person’s family, home and 
correspondence. 

 The term  information privacy  is relating to all kinds 
of information that identifi es or relates to an individ-
ual. Under the Australian Privacy Act personal infor-
mation is defi ned as

  …information or an opinion (including information or an 
opinion forming part of a database), whether true or not, 
and whether recorded in a material form or not, about an 
individual whose identity is apparent, or can reasonably 
be ascertained, from the information or opinion  [  1  ] .   

 A similar defi nition is given in Article 2 (a) of the 
European Data Protection Directive  [  2  ]  which in turn 
is the basis of information privacy legislation in most 
European Countries. 

 In 2008, in a ruling based on the above mentioned 
Article 8  [  3  ] , the European Court of Human Rights ordered 
the Finnish government to pay a citizen damage for the 
state’s failure to protect confi dentiality. The ruling is impor-
tant as it links data security directly to human rights. 

 Personal information shall only be processed based 
on consent or if there is a specifi c legal basis. An exam-
ple of the latter is laws on keeping of medical records. 
Furthermore, only necessary and relevant information 
shall be stored and processed and only data relevant for 
the purpose of giving care can be stored.  

   Confi dentiality 

 If information is considered a major commodity in 
health care, confi dentiality might be seen as the cur-
rency that makes it possible to use and utilize this 
information in a medical treatment setting. A duty of 
confi dentiality, ensured by law and professional ethics, 
is basically what the health care worker has to offer in 
exchange for vital and potentially sensitive informa-
tion from the patient. 

 The duty of confi dentiality is mentioned already in 
the Hippocratic Oath, an early codifi cation of ethical 
duties of the medical practitioners:

  Whatever I see or hear in the lives of my patients, whether 
in connection with my professional practice or not, which 
ought not to be spoken of outside, I will keep secret, as 
considering all such things to be private.  [  4  ]    

 Under the Norwegian Health Personnel Act  [  5  ] , arti-
cle 21, the duty of confi dentiality is codifi ed like this:

   § 21 General rule relating to the duty of confi dentiality  
 Health personnel shall prevent others from gaining access 
to or knowledge of information relating to people’s health 
or medical condition or other personal information that 
they get to know in their capacity as health personnel.   

 The wording and details of the legal duty of confi -
dentiality vary from country to country, but there are 
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some basic characteristics that one will fi nd in most 
legislation:

   A duty of confi dentiality applies to health/medical • 
information received by the professional in the 
capacity of a health care worker.  
  The duty implies keeping information confi dential • 
from unauthorized persons.

   The patient her-/himself is, with few exceptions,  –
always authorized  
  Only colleagues and other health care personnel  –
that are cooperating in the care process are 
authorized to information  
  Family and next of kin can only have informa- –
tion if the patient gives consent.       

   How to Keep Information Confi dential 
 Legislation establishes the principles of confi dentiality, 
not the means and methods on how to keep information 
safe from non-authorized persons. Preserving confi -
dentiality is about keeping silent, keeping control over 
documents and other means of information as well as 
actively making sure that non-authorized persons are 
unable to gain access to the information.   

   Information Security 

 Information security is about managing risk related to 
processing of personal information. In one sense, infor-
mation security is a trade-off between securing and pro-
tection of the information on one hand, and having in 
place sensible and usable systems for use of and access to 
the information on the other. Traditionally, the following 
aspects are included in the term information security:

   Confi dentiality • 
 Ensuring that confi dential information is kept from 
unauthorized access.  
  Integrity • 
 Ensuring that information is not altered or removed 
in an unauthorized manner.  
  Access • 
 Ensuring that information is accessible for those 
who are authorized to access it.  
  Quality • 
 Includes ensuring that information is stored and 
processed in a way that does not reduce the infor-
mation quality or damage the information.    
 To have in place an information security regime is a 

fundamental basis and prerequisite for processing 

patient information in telemedicine and eHealth set-
tings. A hospital, a doctors offi ce or any other enter-
prise or entity that handles personal health information 
must establish, use and maintain information security 
regimes on all levels. These should be updated regu-
larly and in this process,  risk assessment  is an impor-
tant tool. 

 Information security relates to several dimensions 
– including legal, organizational and technological. 
The legal is about the legal requirements to informa-
tion security, the organizational about the need to 
establish information security as a routine in the differ-
ent organizations as well as establishing an organiza-
tion that place responsibilities and duties. The technical, 
which is especially relevant in teledermatology, is 
about having technology in place that makes it possible 
to process information securely, both in terms of pro-
tecting it and keeping it confi dential and in terms of 
making it usable and accessible.   

   Responsibility and Liability 

   Professional Responsibility 

 Another important legal duty for all health care per-
sonnel is to do their work in a responsible way. To act 
in accordance with professional, legal and ethical prin-
ciples, standards and regulations on good practice. 
Duties of responsibility shall ensure high quality health 
care for the patients and keep the patients safe from 
harm. The health care provider who fails to meet these 
requirements might be held liable for her/his wrong-
doing and be met with formal reprimands, loose of 
license or even criminal prosecution. 

 The duty to act responsibly is expressed differently 
under different legislations, but the core principle is 
that health care personnel shall do their work in accor-
dance with a standard of good practice. This is a so-
called legal standard and as such the detailed content 
and framework of the duty will be decided based on 
an assessment of the situation at hand and the educa-
tion, practice and skills of the health care 
professional. 

 In English law, a reasonable standard of care is 
often assessed using the so-called  Bolam test , based on 
a jury direction statement from a case in 1957  [  6  ] . 
According to this test, a doctor will not be guilty of 
malpractice if he acts:
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  (…) in accordance with a practice accepted as proper by 
a responsible body of medical men skilled in that particu-
lar art (…)   

 In a given case, it will be necessary, through wit-
nesses and other evidence, to establish the more 
detailed content of this standard, based on factors like 
education, skills, knowledge, equipment, etc. of the 
medical professional and the situation at hand. 1     

 Under Norwegian law, the duty to act responsibly is 
codifi ed under the Health Personnel Act (see note 5   ) 
Article 4:

  Health personnel shall conduct their work in accordance 
with the requirements to professional responsibility and 
diligent care that can be expected based on their qualifi ca-
tions, the nature of their work and the situation in general.   

 In relation to teledermatology (and telemedicine in 
general) a core question is whether or not examining or 
treating the patient using telemedicine is considered 
responsible and in accordance with legal and ethical 
codes of good and professional conduct. The answer to 
this question must be found in national laws, regula-
tions and professional guidelines. 

 One quite common approach is to consider face-to-
face contact to be the responsible way of meeting the 
patient and tele-solutions to always be secondary to 
this. This view can for instance be found in the Ethical 
Guidelines in Telemedicine adopted by the Finnish 
Medical Association  [  7  ] . These guidelines are based 
on guidelines and recommendations by the World 
Medical Association  [  8  ] . The guidelines states that:

  Preferably, all patients seeking medical advice should see 
a doctor in a face to face consultation, and telemedicine 
should be restricted to situations where a doctor can not 
be physically present within acceptable time. The major 
application of telemedicine is the situation in which the 
treating doctor seeks another doctor’s opinion or advice, 
at the request of or with the permission of the patient.   

 The Norwegian Health Authorities have taken a 
more pragmatic approach with regard to telemedicine 
and responsibility. In the regulation, the fact that medi-
cal decisions are based on information about the patient 
and her/his condition is emphasized and with regard to 
the use of telemedicine a very important principle is 
formulated: The important factor in assessing if a 
medical – or telemedical – practice is performed 

responsibly is whether or not the health professional 
have received suffi cient and relevant information not 
 how  the information is received. 

 This approach is pragmatic in the sense that it does 
not rule out any types or means of information sharing. 
A doctor might get information from and about the 
patient by a face-to-face consultation, via videoconfer-
encing or via email. 

 Taking an approach where the telemedicine service 
is considered secondary based on an assessment where 
this solution – more or less at the outset – is inferior to 
face-to-face consultations, implies reducing the tele-
medicine service to be used for second opinion and 
advisory situations. 

 As more and more telemedicine and e-health solu-
tions and services are being developed, tested, imple-
mented and used, users gain more knowledge and 
experience. Together with a growing number of evi-
dence based studies this contributes to the develop-
ment of telemedicine also with regards to assessing 
how services apply to codes of conduct and legal 
responsibility requirements. 

 Teledermatology services are probably of the most 
mature within the realm of telemedicine and many hos-
pitals have used different teledermatology solutions as 
routine services for years. Based on this knowledge 
there should be no reason to classify teledermatology 
services as secondary to traditional face-to-face ser-
vices, at least not at the outset and not through legal 
constraints. The legal standard should be the same for 
teledermatology and for traditional dermatology prac-
tices and the assessment of whether or not the standard 
is met should be based on the service and situation at 
hand, research, experience and the competence of the 
participating health professionals. 

 Acknowledging that teledermatology can be pro-
vided in accordance with legal and professional stan-
dards also means that a doctor can  take  responsibility 
in a given teledermatology consultation. This is espe-
cially important for services where the remote doctor 
is a specialist and the patient is referred via videocon-
ferencing or store-and-forward solutions. In these situ-
ations/consultations it is vital for the nature of the 
service that a specialist can be regarded as the respon-
sible party in the sense that she or he is the one making 
the decision(s) with regard to the patient’s condition. 
The consequence of this is that the doctor or nurse at 
the patient’s end of the consultation have only a 
limited responsibility and is not the overall responsible 
physician. As mentioned this in turn means that the 

   1  It should be said that this test has been discussed and also 
opposed to by many. One example is discussions about its rele-
vance and importance under Australian law, see for example 
Kirby M (1995) Patients’ rights – why the Australian Courts 
have rejected Bolam. J Med Ethics 21(1):5–8.  
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specialist should be able to have the consultation remu-
nerated as a traditional consultation. 

 The doctor that is responsible for the consultation 
can also be held liable for malpractice or wrongdoings.  

   System Responsibility 

 On a more overall level, the professional duty of respon-
sibility must be assessed in connection with the institu-
tion’s duty to organize the workplace and the environment 
for health care provision in a safe and professional man-
ner. This is often referred to as system responsibility. A 
health care institution or employer has a duty to have in 
place physical, technical and organizational “regime” 
that makes it possible for the health care worker to pro-
vide the best possible care. This includes aspects like 
equipment, staff, information security regimes, guid-
ance, education and training, routines, etc. 

 In telemedicine it is especially important that for 
instance video conferencing equipment is accessible, 
usable and of good quality and that information secu-
rity regimes are in place and documented. These 
are issues that fall within the area of system 
responsibility.  

   Liability 

 Liability is of course closely connected to responsibil-
ity. If a person or an institution is to be held liable, she 
or it must be responsible. In assessing liability, a court 
or a supervising authority will assess if a person have 
acted in a responsible manner, meeting legal and pro-
fessional requirements for the actions in question. And 
in the same way an institution’s systems and organiza-
tions will be assessed and evaluated according to legal 
and other standards. 

 We know of no examples of court decisions or deci-
sions by supervising authorities where telemedicine 
practices have been tested.   

   Patients’ Rights and Consent 

   Introduction 

 Over the last decades, there has been a worldwide 
trend toward recognizing patients as having specifi c 
and fundamental rights as patients. The content and 

legal protection of these rights vary, but we see that 
more and more countries secure patients’ rights 
through law. Finland was the fi rst country in the world 
to pass a Patients’ Rights act in 1992. Even without a 
specifi c Act on patients’ rights, such rights are often 
recognized and can be enforced under many 
jurisdictions. 

 On a general basis, patients’ rights can be catego-
rized in three:

   The right to treatment  • 
  Rights as a patient  • 
  Procedural rights    • 
 With the exception of consent (see below) we will 

not go into detail on the many and important aspects of 
these rights. Here, and for our purpose, it is important 
to be aware of the existence of patients’ rights and 
respect the value of these. Services and practices in 
teledermatology must appreciate such rights and 
through design, guidelines and organizations take 
patients’ rights into consideration. Among other things, 
this means giving the patient information and allowing 
the patient to participate in examinations and treatment 
to the extent possible. It means respecting the patients’ 
right to confi dentiality and it means respecting the 
patient’s right to consent. 

 Consent from the patient is a basic and fundamental 
condition for any examination or treatment. Without it, 
examining or treating the patient will violate her or his 
personal autonomy and right to be in command over 
her or his own body. For some procedures, action with-
out valid consent would easily constitute a serious 
criminal offence. 

 In telemedicine and eHealth, consent issues must 
also be considered and respected with regard to process-
ing of patient information, being it for record keeping or 
more general information and treatment purposes.  

   Consent Requirements 

 Use of the term “valid consent” shows that there are 
requirements that need to be met before anyone can do 
anything based on consent. 

   Competence 
 The consenting person must be  competent  before giv-
ing consent. Competence is related both to age and 
capacity. The age of consent usually follows the age of 
majority. In addition, some legislation also recognizes 
that children under the age of majority can give  consent 
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on their own in matters concerning their own health. 
Under Australian legislation, the competence to con-
sent follows the age of legal competence (18 years) in 
principle, but there exist provisions, cases and princi-
ples that recognize that children under this age can be 
considered competent  [  9  ] . When a child is not compe-
tent to consent, her or his parents or guardians gives 
consent on behalf of the child. 

 An otherwise formally competent person might not 
be actually competent to give consent because she or 
he is temporarily or permanently incapable to consent. 
This can be due to medical conditions, intoxication or 
degrees of dementia because of old age. In such cir-
cumstances, health care personnel might be referred to 
not starting treatment or examination and to wait for 
the patient’s condition to improve. The important 
exception is of course emergency situations where the 
principle of necessity and the goal of saving lives or 
reducing damage and injuries gives basis for medical 
action. In the case of age-dementia, a person should 
have a guardian appointed to take care of her or his 
interests also in health matters.  

   Informed Consent 
 Consent shall be based on thorough information. 
In health care, all health care workers have an obliga-
tion to give patients relevant and thorough information 
about the patient’s condition, examinations, proce-
dures and treatment. This information must be adapted 
to the individual patient and the health care profes-
sional have a duty to make sure that the patient under-
stands the information as well as the implications of 
giving or not giving consent. In medical care, a point is 
often made about informing the patient of possible 
risks of a given procedure.  

   Withdrawal 
 Consent is a unilateral legal action. In this sense it is 
different from contractual situations. The consenting 
party can at any time, and without reason,  withdraw  
her or his consent. A patient should also be informed 
that she or he has this possibility, as well as possible 
consequences of such withdrawal.  

   Consent in Practice 
 In most daily practices, consent issues are relatively 
uncomplicated. The doctor who sees a patient at her 
offi ce can presume that the patient is giving consent to at 
least common and routine examinations and treatment. 

 In  telemedicine , the question has been asked 
whether or not it is necessary to ask for specifi c con-
sent from the patient before engaging in a telemedicine 
consultation. The answer is probably yes. As long as 
telemedicine is relatively uncommon and not routine 
practice, the patient should be informed about the 
 procedures, the risks and the benefi ts and asked to con-
sent before a telemedicine consultation takes place.    

   Cross Border Teledermatology 

 There is undoubtedly a huge potential in telemedicine 
for providing services across country borders. This has 
been realized since the fi rst days of modern telemedi-
cine, but to this day this is still a largely unexploited 
potential. There have been a number of projects and 
pilot studies on cross border telemedicine, but with the 
exception of teleradiology, very few have developed 
into routine services. 

 There are of course a multitude of explanations to 
why telemedicine have not utilized this potential 
despite arguments and proofs that cross border solu-
tions can provide expert health care globally. National 
legislations is probably one of the more important 
barriers. 

 The legal barriers and challenges in telemedicine 
become even stronger and more manifest in cross bor-
der care. 

   Licensing/Authorization 

 In all countries health care personnel must be licensed 
in order to practice lawfully. Health care personnel 
from another country must obtain a national license 
before she or he can practice. In some cases, for 
instance within the EU/EEA region, obtain a license is 
almost a formality  [  10  ] , whereas applicants from out-
side Europe might need to provide more documenta-
tion or even take additional exams or tests. 

 In telemedicine, the situation is, or might be, differ-
ent in the sense that the doctor provides services from 
the country or state where she is licensed, to patients 
(or other doctors/health care personnel) in another 
country. The question then is whether or not the doctor 
needs to be licensed in the other country as well. 

 It is diffi cult to give a defi nitive answer to this ques-
tion, depending on the service provided and the legal 
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requirements in the respective countries. In the absence 
of specifi c legislation or guidelines on this issue with 
regard to telemedicine, the general rule will probably 
apply: A doctor that wants to practice telemedicine in 
another country should be licensed in this country. This 
is at least the best advice in order to be on the safe side. 

 A similar approach is recommended in the Core 
Standards for Telemedicine Operations, adopted by the 
American Telemedicine Association (ATA)  [  11  ] . Their 
Administrative Standards for Health Professionals states:
    1.    Health professionals providing telehealth services 

shall be fully licensed and registered with their 
respective regulatory/licensing bodies and with 
respect to the site where the patient is located, admin-
istrative, legislative, and regulatory requirements.  

    2.    Health professionals providing telehealth services 
shall be aware of credentialing requirements at the 
site where the consultant is located and the site where 
the patient is located, in compliance with and when 
required by regulatory and accrediting agencies. 
 (…)     
 The American Academy of Dermatology makes the 

following statement in their Position Statement on 
telemedicine:

  Licensing 
 Interactive telemedicine requires the equivalent of direct 
patient contact. 
 In the U.S., teledermatology using interactive technolo-
gies is restricted to jurisdictions where the provider is 
licensed.   

 Services where health professionals merely give 
general advice or where consultations are between 
health professionals in different countries will not 
require licensing in the receiving state. In these cases, 
the sole responsibility lies with the doctor who asks for 
and receives advice. 

 It is in any case advisable to investigate and clarify 
these issues with the relevant national authorities before 
engaging in a cross-border teledermatology service.  

   Responsibility and Liability 

 The above mentioned aspects of responsibility and 
liability must be addressed also in a cross-border set-
ting. In services that involves direct patient contact, it 
is of vital importance that the patients’ rights are 
respected and that the tele-doctor take on and accept 
professional responsibilities towards the patients.  

   Information Security 

 To the extent it is relevant to transfer patient informa-
tion across national borders, information security must 
be ensured. National legislation in this area might dif-
fer from state to state with regard to aspects like patient 
consent, encryption standards, formats, etc. 

 Within the EU area, the Directive on processing of 
personal data (see  [  5  ] ), establish a regime where per-
sonal data can be transferred between member states. 
The condition is that the states have adopted the Directive 
and adapted their national legislation accordingly.   

   Guidelines and Contracts 

   Guidelines 

 In this chapter a number of references have been made 
to guidelines on telemedicine and teledermatology. To 
some extent, making and using guidelines prove to be 
a solution to overcome legal barriers. Guidelines can 
be the instrument or measure that provides clarity and 
security for patients, providers, organizations and 
authorities. Guidelines are more dynamic and less 
bureaucratic than formal laws and regulations. It is 
important, however, if such guidelines shall have any 
impact, that they are within the national legislative 
frameworks. Where national laws prohibit a given tele-
medicine practice, a guideline cannot legitimate it. 

 Loane and Wootton  [  12  ]  gives the following defi ni-
tion of a guideline:
    1.    A statement or other indication of policy or proce-

dure by which to determine a course of action;  
    2.    Guidance relative to setting standards or determin-

ing a course of action;  
    3.    A rule or principle that provides guidance to appro-

priate behavior.     
 The authors also points out the fact that “( … )  there 

is little reference in the literature to guidelines for tele-
medicine. ” And we might add: One have to look even 
more to fi nd guidelines on  legal aspects  of telemedi-
cine. Having said that, also other guidelines, general or 
on other topics, might have relevance for legal aspects 
of teledermatology. And one might fi nd useful guid-
ance and advice in guidelines on other specialties. 

 As of today, most guidelines seems to be about 
more technology specifi c issues. As telemedicine 
becomes more routine and integrated in everyday 
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 services and common technology, one might expect 
to see more guidelines dealing with more general 
and underlying issues, for example regulatory 
aspects. 

 The American Academy of Dermatology (AAD) 
 [  13  ]  has a so-called position statement on telemedicine 
that serves as guidelines. The Statement addresses 
some legal issues. Both the World Medical Association 
(WMA) and The Standing Committee of European 
Doctors (CPME) have addressed telemedicine aspects 
in a number of documents that can be found on their 
websites  [  14,   15  ] . 

 Guidelines are issued by different bodies, and as 
Loane and Wootton points out, there are no consensus 
as to who should be responsible for formulating and 
issuing these. Health care professionals should obvi-
ously be involved in creating clinical and probably also 
technical guidelines. It is therefore natural that medi-
cal associations are responsible for most guidelines in 
existence today. It is less obvious who should take 
responsibility for guidelines on legal aspects of tele-
medicine. Such guidelines are on a more general level 
and must, as mentioned, be rooted in national laws and 
regulations. The ideal “parents” to such guidelines 
would probably be health authorities in close coopera-
tion with medical associations. 

 The quality of guidelines will vary and there are no 
defi nitive standards as to how they should be made or 
what they should contain. Loane and Wootton are 
referring to an article by Hayward et al.  [  16  ]  that gives 
some advice on assessing guidelines:
    1.    Are the recommendations valid?  
    2.    Were all important options and outcomes 

considered?  
    3.    Was en explicit and sensible process used to iden-

tify, select and combine the evidence?  
    4.    Was an explicit and sensible process used to con-

sider the relative value of different outcomes?  
    5.    Are the guidelines likely to account for important 

recent developments?  
    6.    Have the guidelines been subject to peer review and 

testing?     
 Another challenge regarding guidelines is related 

to their use – their penetration or impact in the tele-
medicine world. It is diffi cult to know to what extent 
a guideline is actually being used. Involving relevant 
stakeholders in the creation of guidelines is probably 
a key factor to make sure that they have some 
impact.  

   Contracts 

 A contract is an obvious choice as a tool for establish-
ing a legal framework for a telemedicine service. 
Contracts can be dynamic and will address the exact 
issues relevant for a given service. The parties can also 
regulate payment and dispute issues in a contract. 

 The same main rule applies for contracts as for 
guidelines: Contractual provisions must be within the 
national legal framework. A contract or a contractual 
clause that contradicts laws will be considered 
invalid. 

 In the R-bay project  [  17  ] , the partners developed a 
set of draft contracts for the provision of (tele)radiol-
ogy services across national borders. The contracts 
tried to include and relate to different national legisla-
tions as well as professional guidelines in the fi eld. 
The draft contract templates are published in the fi nal 
report that can be found on the project website.   

   Conclusion 

 This chapter has probably showed how diffi cult it is to 
present and discuss legal aspects of teledermatology in 
general terms. We hope, however, that we have been 
able to give an overview of some of the aspects believed 
to be most important and to have contributed to some 
clarifi cations. It is essential for the success of a teled-
ermatology service that it is provided within the legal 
frameworks. This is a vital condition to ensure quality 
of service for patients and other stakeholders. When 
planning a teledermatology service, in projects or as 
routine implementation, legal aspects should be 
included from day one. This is the best way to prevent 
laws and regulations from being barriers.      
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     19    Health Economics       

     Mark E.   Bensink      ,    Paul   A.   Scuffham   , 
and    Anthony   C.   Smith                

   Introduction 

    It’s choice, not chance that determines your destiny  
(Jean Nidetch)   

 Economics is all about choice. Why? Because of the 
raison d’être for economics, scarcity. Scarcity exists 
when the resources available are insuffi cient to cover 
every course of action or intervention we may want, or 
need, to implement. As a result choices must be made. 

 Health economics then is the application of eco-
nomic principles, founded on the concepts of choice 
and scarcity, to the health care context. It has emerged 
as a distinct discipline within economics because of 
the unique characteristics of the health care market, 
one of the main ones being uncertainty  [  1  ] . 

 In the health care environment where resources 
are scarce and choices need to be made between the 
interventions that are and are not funded, health 
economic evaluation provides a set of analytic tools 
for the “comparative analysis of alternative courses 
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  Core Messages  
   •  Economics is about making c   hoices when 

resources are limited.  
  •  Health economics applies economic theory to 

the specialized area of health care and pro-
vides, amongst other things, a set of tools to 
weigh the cost and consequences of alternative 
courses of action.  

  •  This focus on cost and consequences is critical, 
health economics does not focus solely on cost, 
instead it is the impact an investment has on 
patient outcomes compared to the alternative/s.  

  •  Understanding the difference between the 
tools that are available in the health economics 

tool box and using them appropriately to 
answer a specifi cally and carefully developed 
research question is a critical fi rst step.  

  •  The overall aim of investigating the cost and 
consequences of alternatives is to provide evi-
dence to decision makers that investment in a 
particular alternative is a good one.  

  •  Providing evidence of the value of investment 
in a teledermatology alternative is essential 
information to justify and foster the uptake of 
new and innovative ways to provide dermato-
logical services.    
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of action in terms of both their costs and conse-
quences”  [  2  ] . This process of weighing costs and 
consequences is basic rational behavior and some-
thing the vast majority of individuals do every day. 
For example, in deciding which groceries to buy the 
individual weighs their needs and the related cost of 
alternatives before making a decision on what they 
purchase. 

 When the decisions that are being made involve 
much larger sums of money and the consequences 
involve the health and well-being of patients, these 
decisions should be made in a systematic, transparent 
and justifi able way. This is the role economic evalua-
tion can play in health care. 

 What does this mean for teledermatology? Faced 
with a new alternative for the provision of dermato-
logical care to a patient group that involves the appli-
cation of a telecommunications technology (i.e. a 
teledermatology intervention), economic evaluation 
provides the means to transparently and systematically 
evaluate both the cost and consequences of this new 
alternative when compared to the existing form of der-
matological care. The overall aim of economic evalua-
tion is to provide evidence to decision makers that the 
decision to investment in the new alternative is a good 
one  [  3  ] . 

 The aim of this chapter is to provide the reader 
with an overview of economic evaluation in health 
care and its application to teledermatology. Examples 
from the general dermatological literature as well as 
specifi c teledermatology examples and other analyses 
are used to place this overview within context and 
hopefully, to foster and encourage the much needed 
application of economic evaluation to teledermatol-
ogy studies.  

   The Six Steps of Economic Evaluation 

    The White Rabbit put on his spectacles. ‘Where shall I 
begin, please your Majesty?’ he asked. ’Begin at the 
beginning,‘ the King said gravely, ‘and go on till you 
come to the end: then stop.’  (Lewis Carroll, Alice in 
Wonderland)   

 Although there are different analytic techniques 
within the tool box of economic evaluation, there are 
six common steps to be completed in any evaluation 
(Table  19.1 ).  

   1 – Formulation of the Research Question: 
The PICO-EE Structure 

 As noted in the introduction, the overall aim of eco-
nomic evaluation is to provide evidence to decision 
makers (see Box    19.1). 

 With the notion of providing evidence to decision 
makers at different levels in mind, the evidence-based 
medicine PICO structure ( P atient,  I ntervention,  C om-
parator,  O utcome)  [  5  ]  is an ideal means of focusing a 
research question. However, when completing an 
 economic evaluation, some additional components are 
required namely, specifi cation of the economic per-
spective of the evaluation and the economic decision 
maker or decision-making context of the evaluation 
(Fig.  19.2 ).   

   Table 19.1    Summary of the steps required to complete and 
economic evaluation   

 Step 

 1  Formulation of the research question to be answered 
 2  Selection of an appropriate economic evaluation 

method 
 3  Defi nition and measurement of the resources used/

consumed and assignment of costs 
 4  Defi nition and measurement of consequences 
 5  Incremental analysis and dealing with uncertainty 
 6  Presentation and interpretation of results 

  Box 19.1 What Questions Do We Want Answers to: 

Technical and Allocative Effi ciency 

 Effi ciency in economics revolves around the 
maximization of health outcomes using the 
available resources  [  4  ] . When we are interested 
in choosing different combinations of resources 
to maximize the health benefi t obtained for a 
given investment, we are asking a question about 
technical effi ciency. And when we are interested 
in the mixture of health care programs to maxi-
mize the health of society, we are asking a ques-
tion about allocative effi ciency. In effect, these 
effi ciency measures are at the micro (specifi c) 
and macro (general) levels in scope (Fig.  19.1 ). 
Economic evaluation using measures of clinical 
effectiveness or health outcomes, such as qual-
ity-adjusted life years (QALYs) provides answers 
at the technical effi ciency level. 
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 As for the more general PICO structure, it is impor-
tant to realize that the PICO-EE structure provides a 
set of components to formulate a focused research 
question. Each component does not necessarily need 
to be included in the order given. If we take the 
PICO-EE structure and apply it to a study from the 
literature, for example the evaluation completed by 
Pitt et al.  [  6  ] , “a cost-utility analysis of pimecrolimus 
vs. topical corticosteroids and emollients for the treat-
ment of mild and moderate atopic eczema” the place of 
each of the six elements of a focused economic evalu-
ation research question becomes clear (Table  19.2 ).  

 Although this produces a rather long research ques-
tion, requiring a careful balance between brevity and 
precision, the key components of the evaluation, 

including the comparator (see Box 19.2) are captured 
in a single comprehensive statement. 

 The added components of perspective and decision 
maker are essential and need to be defi ned from the 
outset as they have important implications for the eval-
uation itself. 

 The implementation of a new alternative will affect 
different stakeholders in different ways. The concept 
of perspective is used to specify the scope of the evalu-
ation. As for the Pitt et al. study, this can be limited to 
the funder of health services, in this case the NHS. The 
perspective may be limited to an institutional, third 
party, patient or governmental perspective or it may 
incorporate a more comprehensive and exhaustive 
societal perspective. 

 The choice of perspective will have important 
implications for data collection as well as the type of 
question that can be answered. For example, asking 
whether the NHS should fund a given intervention but 

Population or problem

Intervention

Comparator

Outcome

Economic perspective

Economic decision
maker

P

I

C

O

E

E

  Fig. 19.2    Summary of the six elements of a focused economic 
evaluation research question, the PICO-EE structure expanded 
from Centre for Evidence Based Medicine PICO structure avail-
able at   http://www.cebm.net/index.aspx?o=1036           

   Table 19.2    Example of a focus economic evaluation research 
question using the PICO-EE structure   

 Structural component  Related research question component 

 E – Economic 
perspective 

 From the perspective of the provider 
of public health services in the UK 

 E – Economic 
decision maker 

 Should the NHS support 

 I – Intervention  The use of pimecrolimus as a fi rst or 
second line treatment 

 P – Population  For patients with mild and moderate 
atopic eczema 

 O – Outcome  As a more cost-effective alternative 
 C – Comparator  Than topical corticosteroid (TCS) 

treatment alone 

  Fig. 19.1    Summary of the 
effi ciency hierarchy in health 
economics       
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taking the perspective of a single GP practice will not 
provide the right information. In addition, it may or 
may not be important to take into account the perspec-
tive of patients and their families. 

 Although a number of different perspectives can be 
taken in an economic evaluation, a societal perspec-
tive provides the most comprehensive one indicative 
of the true opportunity cost to society as a whole  [  8  ]  
(see Box 19.3). From a societal perspective,  all  of the 
costs involved must be accounted for, as should  all  of 
the consequences. This includes direct costs (those 
where an actual transaction occurs e.g. the cost of a 

surgical procedure or the cost of patient travel to 
attend an appointment) and indirect costs or produc-
tivity costs (i.e. the cost of time off from work for 
patients and family members involved in disease treat-
ment and care) as well as the value of leisure time lost 
and the value of life lost. In addition, form a societal 
perspective, long-term costs, savings and outcomes 
should also be included. The inclusion of these costs 
can often be constrained by the availability of reliable 
data. 

 At times, the perspective will match with the deci-
sion maker (e.g. the Pitt et al. example). At other times 
the two will need to be specifi ed as separate and dis-
tinct components. For example, the decision maker 
may be the health department as the funder of a par-
ticular intervention, yet we may still want to consider a 
more holistic societal perspective to include patient 
and family direct and indirect costs.     

 The opportunity cost is the health benefi ts forgone when 
resources are used in a particular way            

   2 – Selection of an Appropriate Economic 
Evaluation Method 

 Given that economic evaluation involves the costs and 
consequences of alternatives, there are three types of 
evaluation that can be used namely cost-effectiveness 
analysis (CEA), cost-utility analysis (CUA) and cost-
benefi t analysis (CBA).     

 The primary difference between the different economic 
evaluation methods is that each form of analysis answers 
different questions as each expresses the consequences of 
alternatives using different metrics  

  Cost-effectiveness analysis (CEA)  measures conse-
quences in terms of natural units or intermediate out-
comes. An evaluation may compare the cost of two 
alternative means of reducing patient weight or reduc-
ing patient depression scores. The metric used refl ects 
the focus of the research question. For example, a CEA 
could be used to answer a question about the most 
cost-effective alternative for reducing blood pressure 
with the metric used being the incremental cost per 
millimeter of mercury reduction in blood pressure ($/
mmHg) or the most cost-effective alternative for reduce 
patient weight with the metric being the incremental 
cost per kg of body weight lost ($/kg). 

  Box 19.2 Selecting a Comparator 

 Economic evaluation always involves compara-
tive analysis. For any analysis to be meaningful, 
selection of an appropriate comparator is essen-
tial. The National Institute for Clinical Excellence 
(NICE) in the UK stipulate the use of the “best 
alternative practice” as the most appropriate com-
parator in an economic evaluation  [  7  ] . In contrast, 
the Pharmaceutical Benefi ts Advisory Committee 
(PBAC) in Australia require “the practice that is 
used by the largest number of patients” as the 
required comparator. 

  Box 19.3 The Economists View of Cost: 

Opportunity Cost 

 Although many see economics as being focused 
only on money, economists view the cost of 
alternative decisions as encompassing more than 
dollars. If one health care intervention is invested 
in over another, there will of course be differ-
ences in the costs involved. However, the oppor-
tunity cost of this decision is best measured by 
the health benefi ts that could have been achieved 
had the next best alternative intervention been 
funded  [  9  ] . 
 For example, in choosing to spend $1 million on a 
new telemedicine service for robotic surgery 
instead of a teledermatology outreach service for 
children in rural communities, the opportunity cost 
is the outcomes that would have been gained from 
the teledermatology outreach service. In choos ing 
A we lose the opportunity of doing B. 
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  Cost-utility analysis (CUA)  measures consequences 
in terms of quality adjusted life years (QALYs). Of 
note, some journals and texts do not distinguish CUA 
as a distinct economic evaluation method, instead it is 
considered a specifi c form of cost-effectiveness analy-
sis that uses QALYs as the measure of consequence. 

 The composite QALY indicator combines quality 
and quantity of life into a single index  [  10  ] . The under-
lying concept of QALYs is utility or preferences for 
different health states. The greater the preference for a 
given health state, the greater the utility. Utility is 
expressed on a numerical scale from 0, the health state 
“Dead” to 1, the health state “Perfect health”  [  11  ]  or 
“best imaginable health” [  35  ] . With information on 
preferences for different health states (their utility) and 
information on the duration of time spent in that health 
state, in terms of years, the number of QALYs can be 
calculated. 

  Cost-benefi t analysis (CBA)  measures both costs 
and consequences in monetary terms. This allows a 
calculation of net monetary benefi t to be made (the 
overall monetary balance of choosing one intervention 
over another). When the benefi ts of an intervention 
outweigh the costs (i.e. when the net monetary benefi t 
is positive) funding of the intervention is economically 
justifi ed. If on the other hand the benefi ts are out-
weighed by the cost (i.e. when the net monetary benefi t 
is negative) funding of the intervention is not economi-
cally justifi ed. 

 Cost-minimization analysis (CMA) is sometimes 
included as a forth economic evaluation method. 
However, this form of analysis assumes, or identifi es, 
that the consequences of the alternative under evalua-
tion are the same. For this reason it is often referred to 
as a method of partial economic evaluation  [  2  ]  (see 
Box 19.4). 

 As previously noted, the fundamental difference 
between the different forms of economic evaluation is 
that each form of analysis answers different questions 
as each expresses the consequences of alternatives 
using different metrics. 

 The use of intermediate outcomes in CEA limits the 
decision making context to the set of interventions 
whose consequences can be measured in terms of the 
selected intermediate outcome. For example, an evalu-
ation that uses depression scores as the metric for 
quantifi cation of consequences will only provide infor-
mation for decisions about interventions focused on 
depression. It will obviously not allow extension of 

that decision to other health intervention such as immu-
nization or promotion of breast feeding. 

 In addition, intermediate measures of effectiveness, 
rather than fi nal outcome variables such as QALYs, 
may have no link to the preferences of patients. For 
example, from a clinical perspective it may seem 
appropriate to complete an evaluation of two treatment 
options for the management of osteoporosis with the 
outcome measured in terms of the reduction in loss of 
bone mass. The issue is the relationship between bone 
mass and the perceived benefi t of patients. Reduced 
loss of bone mass may have follow-on effects that are 
perceived by the patient; however, the direct relation-
ship is unclear if the evaluation is limited to bone den-
sity as the measure of effect. 

 Certain treatments may also have a number of 
effects not necessarily in the same direction. It may be 
intuitive to use the cost per point reduction in subjec-
tively rated skin irritation in a CEA of two Eczema 
treatment options. However, one option may provide 

  Box 19.4 A Note on Cost-Minimization Analysis 

 It has been argued that CEA is the analytic tool 
of choice rather than CMA which is often inap-
propriately employed  [  12  ] . Ideally, the assump-
tion of equivalent consequences of alternatives 
should be confi rmed with well designed and 
conducted randomized controlled trials and 
meta-analysis, the level of evidence required for 
pharmacoeconomic evaluation  [  13  ] . Even if this 
data is available, the focus of any evaluation 
should be on the estimation of the incremental 
cost, the incremental effect and quantifi cation of 
the uncertainty surrounding the resulting incre-
mental cost-effectiveness ratio  [  12  ]  (or net mon-
etary benefi t if CBA is used). 
 Despite this, CMA is often used in telehealth 
with the assumption that the tele-intervention is 
equivalent to a face-to-face usual care alterna-
tive. In some situations this may seem a reason-
able assumption in others the assumption may be 
less reasonable. Whatever the case, the results of 
these evaluations must be considered with cau-
tion. Although an intervention may be less costly, 
without careful evaluation of the consequences, 
important implications may be overlooked pos-
sibly to the detriment of patients. 
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improved skin irritation scores on the one hand yet also 
have gastrointestinal side effects on the other. The 
multidimensional facets of effectiveness are not usu-
ally accounted for when intermediate outcomes are 
used. 

 In contrast, the use of QALYs as the metric in CUA 
addresses many of the issues that using intermediate 
outcomes presents to CEA. 

 CUA allows the cost and consequence of diverse 
health care interventions to be compared using a com-
mon metric, the cost per QALY. This allows decision 
making to extend beyond a single clinical context. The 
cost-effectiveness of a teledermatology intervention 
could be compared to the cost-effectiveness of a child-
hood immunization program with the consequences of 
both alternatives measured in terms of the quality and 
quantity of life gained. The use of QALYs as the effect 
metric also addresses the issues of individual prefer-
ences and multidimensionality. By their very nature 
QALYs, whether obtained directly using Standard 
Gamble or Time Trade-Off methods, or indirectly 
using multiattribute health status scoring systems, the 
preferences of individual’s is incorporated (see Box 
19.4). In addition, the use of QALYs attempts to esti-
mate a more holistic, multidimensional view of health 
care effects to provide a fi nal outcome measure incor-
porating quality and quantity of life.     

 The dollar per QALY measure is currently the preferred 
metric for cost-effectiveness analysis in health and medi-
cine  [  14  ]   

 Yet QALYs are not perfect  [  11,   15  ]  and the dollar 
per QALY metric is not perfect either. Improvements 
in quality of life that are not health related are not mea-
sured by QALYs. Such improvements might include a 
more comfortable or convenient treatment option, 
improvements that may be perceived as valuable to 
patients. These types of benefi ts can never be measured 
correctly with either CEA or CUA. Instead, measures 
of patients’ willingness-to-pay for these benefi ts need 
to be incorporated into the evaluation, something that 
can only be done using CBA. 

 Despite the challenges associated with quantifi ca-
tion of quality and quantity of life as a monetary value, 
the distillation of consequences to the dollar metric in 
CBA has some major advantages. The fi rst one is that 
CBA allows comparisons of very divergent interven-
tions. For example, a health care intervention to reduce 
the incidence of cancer and the construction of a new 

freeway to prevent road accidents can be compared 
using CBA. Again, CBA provides answers to different 
questions and at a different level of decision making. 

 Another advantage provided by CBA is the direct 
link with the normative economic theory known as 
welfare economics  [  16  ]  providing it with a sound theo-
retical, although not uncriticised  [  17  ] , foundation. The 
third advantage is the calculation of net monetary ben-
efi t. This fi nal metric makes the decision making crite-
rion explicitly clear, fund interventions that have a 
positive net monetary benefi t, don’t fund those inter-
ventions that have a negative net monetary benefi t. 
Whilst CEA and CUA both provide information on the 
additional cost per unit of outcome (e.g. the cost per 
millimeter of mercury reduction in blood pressure or 
the cost per additional QALY) they do not enable a 
conclusion on the overall value of investment. For 
CEA and CUA this last step is separated from the anal-
ysis and made the responsibility of the decision maker 
(although willingness-to-pay thresholds for a QALY 
are often used as a guide for decision making with 
CUA, but more on this latter). CBA on the other hand 
incorporates this component of the analysis in the eval-
uation itself (see Box 19.5   ). 

 The advantages allowed by expressing conse-
quences such as improved quality of life and prolonged 
life into a dollar value, also presents the greatest draw-
back of CBA. As such it is not often used as an evalu-
ation technique for health care interventions. 

 Although these methods have been presented as 
distinct forms of analysis they are not necessarily 
mutually exclusive. For example, if the scope of ques-
tions ranges from a clinician wanting to know the most 
cost-effective means of reducing skin irritation in 
patients with eczema and the health department want 
to know how this translates into a cost per QALY for 
decisions regarding funding of a specifi c therapy, both 
CEA and CUA can be employed.     

 Although the selection of which method to use will 
depend on the question being asked, it is important to 
realize that these methods may be employed in parallel.         

   3 – Defi nition and Measurement of the 
Resources Used and Assignment of Costs 

 Although the collection of information on costs seems 
to be an obvious component in an economic  evaluation, 
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feasibly be used in practice need to be 
included, something not feasible, affordable 
or necessarily ethical in clinical trials.  

   3.     Time horizon – Ideally, the study period 
needs to be of suffi cient length to capture all 
of the costs and all of the benefi ts of an inter-
vention, for some interventions this is effec-
tively a life-time horizon.  

   4.     Uncertainty – Surrounding the evidence 
available to answer a given decision there is 
always a level of uncertainty. As such deci-
sion makers need to know the probability that 
a given decision is the correct one whilst 
accounting for the uncertainties in each of the 
model parameters, this is the role of decision 
modeling probabilistic sensitivity analysis 
(although more recent advances in clinical 
trial economic evaluations include accept-
ability curves that provide just this type of 
information). In addition, quantifi cation of 
this uncertainty can be used to inform on the 
value and design of additional research 
(something a clinical trial cannot do).     
 Ultimately, it is clear that there is a place for 

both techniques in economic evaluation. Clinical 
trials inform decision models, decision models 
provide information to inform decisions and at the 
same time provide information on what new stud-
ies may be conducted and their value in terms of 
reducing uncertainty around the decision question 
being asked. 

 In the end, the choice of technique comes down 
to the availability, or lack of, evidence and the 
overall aim of the evaluation. Where the evidence 
supporting the effectiveness of the intervention or 
program is well documented, decision analytic 
modeling may be the technique of choice. Where 
the evidence is sparse or non-existent, a clinical 
trial may be indicated as a step in the process of 
providing information to inform future decision 
making. On the other hand, when the evidence is 
sparse, a value of information decision model 
may provide just the information required to jus-
tify the completion of a clinical trial or decision 
analytic modeling may also be used early in and 
investigation to demonstrate, within the con-
straints of the currently available evidence, that a 
new alternative is a potentially cost-effective 
approach to a given problem or issue. 

  Box 19.5 Clinical Trial or Decision Analytic Model? 

 With an understanding of the different methods 
of economic evaluation, it is also important to 
distinguish between the two different techniques 
that can be used to complete an economic evalu-
ation of any type, namely as part of a clinical 
trial or as a decision analytic model. 

 Clinical trials are the gold standard for estab-
lishing the effi cacy and effectiveness of new medi-
cal therapies or health care interventions  [  18  ] . 
During the past 20 years clinical trials have also 
become a potential source of information for eco-
nomic evaluation with the collection of data on 
health service use and patient related costs as part 
of the trial  [  19  ] . Information provided by economic 
evaluations conducted alongside clinical trials pro-
vide valuable information, yet there are also limi-
tations. The length of follow-up selected, the 
treatment comparators used and the patient popu-
lations studied, result in trial results that do not 
answer all treatment adoption questions. 

 Decision analytic modeling addresses these 
issues by providing a systematic approach to deci-
sion making under uncertainty  [  20  ] . When applied 
to the process of economic evaluation, decision 
analytic modeling allows the defi nition of a possi-
ble set of consequences that fl ow from a set of 
alternative options being evaluated (e.g. usual care 
or teledermatology) using mathematical relation-
ships  [  21  ] . The probability of each consequence 
(e.g. symptom alleviation or no alleviation) is 
entered into the model along with the correspond-
ing cost ($, €, £) and outcome (mmHg, kg, QALY, 
$, €, £). For each option evaluated, the expected 
cost and the expected outcome of each consequence 
is weighted by the probability of that consequence 
to provide quantifi cation of the incremental cost 
per unit of outcome (CEA or CUA). 
 Why does decision modeling provide answers 
that clinical trials cannot?
   1.     Synthesis – Decision modeling is designed 

around the use of all relevant evidence so 
results from multiple clinical trials (ideally in 
the form of a meta-analysis), rather than a 
single trial, can be brought to bear on the 
decision problem under evaluation.  

   2.     Comparators – To identify the cost-effective-
ness or net monetary benefi t of a given inter-
vention, all alternative options that could 
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this process is actually completed in two steps. 
Obtaining information directly from health service 
budgets is not necessarily the fi rst or most appropriate 
source of information. Likewise, collecting expenses 
information directly from patients may also be fraught 
with complications. 

 The fi rst step is to defi ne what resources need to be 
accounted for and how best to measure their use. The 
second step is to identify a per unit value for these 
resources from which to calculate a cost. 

 Differentiating these steps is important. The price 
paid for a resource is not necessarily indicative of its 
cost. Many hospitals or health care organizations have 
bulk purchase plans for certain items, if these prices are 
used in an evaluation the cost will be underestimated. 
As the underlying aim of any evaluation is to inform 
decision making, the information used in an evaluation 
must be indicative of the true cost rather than the price 
paid. There are some exceptions: where the market 
price is very close to the marginal cost (e.g. telecom-
munications) and where the agency is a non-profi t orga-
nization where the price is thought to equal cost (e.g. 
government agencies or schedules such as the  Medical 
Benefi ts Schedule  item numbers  [  22  ]  for health services 
in Australia or the  British National Formulary   [  23  ]  for 
drugs in the UK can be used to value health care 
resources and services) (see Box 19.6). 

 Another important component in measuring costs is 
the annuitization of equipment related expenses. This 
process allows an initial outlay for equipment to be 
converted into an annual cost for owning that capital 
item. Yearly maintenance costs can be included in the 
calculation as can a salvage price (the asset may be 
salvageable at the end of the period of use and sold for 
example, as part of an ongoing upgrade mechanism). 
The time period which the annuitized cost is spread 
across is dependent on the useful life of the piece of 
equipment (usually between 3 and 10 years depending 
on the item and the upgrade time frame). A discount 
rate is applied to account for costs occurring at differ-
ent times (see Box 19.7). 

 The selection of discount rate can be arbitrary. 
Some governments specify discount rates when evalu-
ating public investment projects and/or for capital 
investments. The Australian government for example, 
set discount rates for high, medium and low risk proj-
ect proposals at 12%, 10% and 8% respectively in 
2007  [  29  ] . With information on the discount rate and 
time frames, the equivalent annual cost (EAC) of 

equipment can be calculated, for ease of computation, 
in two steps:
    1.    The selected discount rate ( r ) and the time period ( t ) 

are converted into an annuity factor (A) ( 19.1 ).

        (19.1)    

    2.    The annuity factor is then combined with the initial 
asset price ( Ap ), the discount rate ( r) , the time 
period ( t ), the annual maintenance cost ( M ) and the 
salvage price ( S ) ( 19.2 ) (see Box 19.8).

        (19.2)       

     Cost-effectiveness in health care is not necessarily syn-
onymous with the cheapest option instead it is the cost 
per unit of outcome that should drive decisions.                  

   4 – Defi nition and Measurement 
of Consequences 

 The metric of consequences is defi ned implicitly with 
the specifi c economic evaluation method selected. 
When CEA is selected the defi nition and measure-
ment of consequences must focus on the appropriate 
natural unit to be measured and the measurement 
method to be used. The working group on core mea-
sures of the burden of skin diseases identifi ed 11 
skin-specifi c quality of life measures that pertain to 
Adults  [  34  ]  including the skindex  [  35  ]  and the 
Dermatology Life Quality Index (DLQI)  [  36  ] . 
Although the point has already been made, it is essen-
tial to remember that the use of these types of tools 
for economic evaluation provides limited answers to 
questions of cost-effectiveness. These scales were 
developed as measures of skin disease related, rather 
than preference-based, quality of life instruments and 
do not provide utility scores for the calculation of 
QALYs. Whilst the cost per point reduction in the 
Skindex instrument may provide useful information 
within a given context, it will not provide information 
for questions of productive effi ciency. 

 For the calculation of QALYs in a CUA, utility scores 
can be obtained using direct or indirect methods. 

 Direct elicitation of preferences to derive utilities can 
be achieved using Standard Gamble (SG), Time Trade-
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Off (TTO), or discrete-choice experiment  methods. 
These methods can be used with members of the general 
population or with patients with a particular disease or 
condition and results used in modeling-based evalua-
tions. They can also be used directly with patients dur-
ing a study. At times however, the completion of these 
methods is impractical. In this situation, indirect meth-
ods should be used. 

 Indirect methods for estimating utilities alongside 
trial-based studies include instruments to measure 
health states which patients can complete directly 
 during a study (e.g. EQ-5D, HUI, AQoL)  [  37–  39  ] . 

  Box 19.6 Classifi cation of Costs 

  Direct costs  are those that accompany the occur-
rence of a transaction. For example, in the Pitt 
et al. cost-utility analysis of pimecrolimus direct 
health costs included the cost of drugs and health 
care personnel (in other circumstances the cost 
of hospitalization might be included as a direct 
health cost). Travel costs incurred by patients to 
attend outpatient visits are another form of direct, 
although non-health related, cost. 

 In the Pitt et al. example, pimecrolimus treat-
ment was valued at £62.35/100 g and low-potency 
topical corticosteroids at £2.47/100 g as per the 
 British National Formulary   [  23  ] . The quantity of 
either of these drugs was based on the weight 
required for a specifi c body part for each monthly 
treatment, for example the face required 30 g with 
a resulting cost of £18.71 for pimecrolimus treat-
ment and £0.74 for topical corticosteroids. As you 
can see, information on the volume of the resources 
and a valuation of its price, where used in tandem 
to calculate the cost used in the analysis. 

 Costing other items in this way can be more of 
a challenge. For patient transport such as road 
travel, the approach taken in some evaluations 
has been to measure the distance travelled by the 
patient and to multiply this by the tax refund 
allowed for business use of a personal vehicle, in 
the 2008/9 fi nancial year in Australia the rate was 
$0.74/km for a medium sized car  [  24  ] . The aim 
of this is to avoid confounding variations in pet-
rol prices, car sizes and associated fuel consump-
tion whilst still providing a reasonable valuation 
of patient travel in the analysis. Identifying the 
cost of air travel is also a challenge. One approach 
is to use the lowest available air fare identifi ed 
using available online information (e.g. WebJet.
com.au, Cheapfl ights.com, skyscanner.net). 

  Indirect costs  are those that traditionally do not 
involve a direct transaction, for example unpaid 
care provided by family members or decreased 
 productivity when at work. There are a number of 
approaches for calculating these costs including 
the human capital approach, friction cost approach 
and US Panel approach for paid time. 

 Unpaid time such as time spent performing 
informal care activities, leisure time or time for 

those not in the work force, is rarely included in 
economic evaluations due to challenges of mea-
surement and valuation. There are approaches 
that attempt to do this (e.g. the replacement cost 
of informal care and valuing the impact of caring 
on carer’s quality of life) however detailed infor-
mation on the time spent in these situations is 
required. In general, an attempt should be made 
to account for these indirect costs for inclusion, 
at the very least, in sensitivity analysis. 

 Costs can be further classifi ed as fi xed or vari-
able. Differentiating costs in this way is impor-
tant so decision makers have a clear indication of 
the costs involved in maintaining the base require-
ments of a service and those that will change 
depending on the level of use of the service. 

  Fixed costs  are those that do not vary with the 
level of activity. This may include equipment 
costs, installation costs or basic infrastructure 
costs (offi ce space or buildings).  Variable costs  
on the other hand are those that vary with the 
level of activity. This may include staff costs (the 
more activity in a service, the more staff that will 
be required), telecommunications costs (e.g. tele-
phone lines, Internet accounts) or travel costs. 

  Sunk costs  are those that occur as one-off costs 
(e.g. telephone line installation). If the analysis 
involves the use of an existing service where 
the required telecommunications infrastructure is 
already in place, sunk costs can be ignored. Usually 
however, installation costs are an important com-
ponent to include in an analysis so the decision 
maker is aware of costs to include in the imple-
mentation of a new service, one-off or otherwise. 
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  Box 19.7 Accounting for Time Preferences: 

Discounting Future Costs and Outcomes 

 It is human nature to value things gained, or lost, 
now more than things gained or lost in the future. 
The use of credit cards displays the phenomena 
of positive time preference perfectly. Many indi-
viduals prefer to have the enjoyment provided by 
an item purchased now and delay the cost of that 
purchase until latter, despite the fact that it will 
cost more in the end when done this way depen-
dent on the interest rate attached to the card. 
Another example is smoking cigarettes, smokers 
value the pleasure of smoking now more than the 
health losses resulting from smoking in the 
future  [  25  ] . 

 Discounting is the process of making current 
costs and benefi ts worth more than those occur-
ring in the future to account for time preferences. 
Although the discounting of health effects has 
raised some debate in the past  [  26  ] , it is now 
 common practice to report both discounted and 
undiscounted results in analyses so decision 
makers can see the results of the analysis in 
terms of absolute costs and effects, regardless of 
when they occur, and the same results account-
ing for time preferences  [  27  ] . 

 A discount rate of 3.5%, for both costs and 
effects, is recommended by NICE in the UK. A 
discount rate of 5% is recommended in Australia 
 [  28  ] . The impact on results of different discount 
rates should be included as part of the sensitivity 
analyses completed. With the discount rate 
selected ( r ), a calculation of the present value 
( PV ) of a future cost (or effect) incurred in (t) 
years time (i.e. the future value [ FV ]), can be 
made. The formula for calculating  PV  is shown 
in Eq.  19.3  with an example presented in 
Table  19.3 . 

       (19.3)   (1 )t

FV
PV

r
=

+

   Table 19.3    Discounting a future cost of $1,000 and effect of 1 
QALY occurring in 5 years time, to see its present value using 
different discount rates   

 Future value       Discount rate (%)  Present value 

 Cost ($) 
 1,000  0  1,000.00 
 1,000  3.5  841.97 
 1,000  5.0  783.53 
 1,000  10.0  620.92 
 Effect (QALYs) 
 1  0  1.00 
 1  3.5  0.84 
 1  5.0  0.78 
 1  10.0  0.62 

  Box 19.8 The Cost of a Teledermatology Project 

a Worked Example Part 1: Annutization 

 Chan et al.  [  30  ]  investigated the use of videocon-
ferencing for remote specialist diagnosis and 
treatment planning for elderly patients with der-
matological conditions from two hospitals in 
China. In this study, patients were fi rst seen by a 
resident medical offi cer. If specialist opinion was 
required, consenting patients were assessed by a 
dermatologist using videoconferencing. On the 
same-day a face-to-face consultation with the 
same dermatologist was conducted to compare 
the diagnoses and management plans. 

 The cost of providing the teledermatology 
service to patients and the cost of providing usual 
care to patients, including travel costs, were cal-
culated. Of note, only direct costs were included 
in this analysis presumably due to the fact that 
patients were institutionalized elderly patients, 
no account of lost  leisure  time for either option, 
teledermatology consultation or usual care was 
incorporated into the analysis. Table  19.4  pres-
ents a summary of the annuitization of the video-
conferencing system cost from the Chan et al. 
 [  30  ]  as an example of this process.  
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to be identical in terms of their outcomes how-
ever, assertions on the equivalence of treatment 
options require specifi cally designed and well 
powered randomized controlled trials  [  31,   32  ] . 
It is inappropriate to conduct a cost-minimiza-
tion analysis on the basis of an observed lack of 
signifi cance in the effect differences between 
treatments alone  [  12  ] . Whilst the authors of the 
Chan et al. study considered diagnostic and 
management accuracy as part of the study, the 
equivalence of the two modalities, in terms of 
patient outcomes, was not specifi cally tested. 
Instead the recommendation is that “the ana-
lytic focus should be on the estimation of the 
joint density of cost and effect differences, the 
quantifi cation of uncertainty surrounding the 
incremental cost-effectiveness ratio and the 
presentation of such data as cost-effectiveness 
acceptability curves”  [  12  ] . 

  Box 19.8 The Cost of a Teledermatology Project 

a Worked Example Part 2: Measuring, Valuation 

and Costing 

 Table  19.5  uses annuitized costs for all equip-
ment to show the mix of fi xed and variable costs 
for both the teledermatology service and usual 
care alternatives compared in the Chan et al. 
study.  

 Whilst the Chan et al. study provides an inter-
esting example for this analysis of cost, their 
conclusion that teledermatology is cost-effective 
(stating that it cost HK$57.7 to see each patient 
via teledermatology and HK$322.8 to send them 
for usual care resulting in a saving of HK$265.1 
per patient) highlights some of the misunder-
standings about economic evaluation prevelant 
in the telehealth literature. 

 It is true that the lower cost intervention can 
be said to be the most cost-effective when the 
alternatives under evaluation have been shown 

   Table 19.4    Annutization of equipment used in a published evaluation of a teledermatology service in Hong Kong  [  30  ]    

 Step  Calculations  Inputs 

 1.  Calculating the annuity factor 
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 Discount rate = 8% 
 Time period = 5 years 

 2.  Calculation of EAC 
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    24,106EAC =    

 Asset price ( A  
 p 
 ) = 67,500 

 Annual maintenance cost ( M)  = 7,200 a  
 Salvage price ( S ) = 0 

   a In the original publication it is unclear what the annual on-site maintenance cost of HK$7,200 actually covered, for this example, it 
has been assigned solely to the videoconferencing system for demonstration purposes  
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Algorithms (e.g. SF-6D)  [  40  ]  have also been devel-
oped to convert scores from health-related quality of 
life instruments into utilities (e.g. SF-36, SF-12)  [  41, 
  42  ] . The key point with indirect methods is these 
instruments have scoring algorithms derived from the 
preferences of representative samples of the general 

population. That is, the utility weights are based on the 
valuations from the preferences of tax payers and con-
sumers – these being the main players in any health-
care system. 

 All of these methods attempt to provide an indica-
tion of the utility of a patient at a given time point 

   Table 19.5    Summary of costs included in an investigation of 
teledermatology for elderly patients reported in Hong Kong dol-
lars (HK$) with no base year specifi ed  [  30  ]    

 Cost  Teledermatology b   Usual care e  

 Fixed costs a  
 Videoconferencing system  24,106  – 
 Television  949  – 
 Cordeless headphone 
system 

 113  – 

 Document camera  1,252  – 
 PCMCIA network card  301  – 
  Sub total    26,721    0  
 Sunk costs c  
 ISDN line instillation  1485  – 
 Variable costs 
 ISDN line rental  12.960  – 
 ISDN call charges  9,240  – 
 Consultation time for 74 
patients at HK$57.7/patient 
for teledermatology 
HK$42.8/patient for usual 
care d  

 4,270  3,167 

 Transportation cost for 74 
patients at HK$230/patient 

 –  17,020 

 Escort cost for 74 patients 
at HK$50/transport 

 –  3,700 

  Sub total    13,523    23,887  
  Total cost    41,729    23,887  
 Average variable cost per 
patient 

 183  323 

   ISDN  integrated services digital network,  PCMCIA  Per sonal 
Computer Memory Card International Association 
  a In the original publication equipment costs do not appear to 
have been annuitized, annuitization has be completed in this 
summary using the published asset cost, maintenance cost and a 
discount rate of 8% over 5 years 
  b In the original analysis a set-up cost per site of HK$89,426 was 
presented; however, the cost of all of the equipment and the 
ISDN installation as published was HK$77,941 with the source 
of this discrepancy being unclear, the equipment costs as 
reported in the original publication have been used here 
  c Included as a one-off installation cost and therefore not 
annuatized 
  d The difference in per patient consultation is reportedly to 
account for the reduced level of diagnostic accuracy (74.3% ver-
sus 100%) of teledermatology 
   e  The original publication included a third option, having the der-
matologist travel to the remote hospital to provide consultation 
however, in the interest of space this has been excluded here  

  Box 19.8 The Cost of a Teledermatology 

Project a Worked Example Part 3: A Note 

on Assumptions, Budget Impact and 

Sensitivity Analysis 

 In the example from Chan et al. of costing a 
teledermatology project, it is important to recog-
nize that a number of key assumptions have been 
made. These assumptions may have important 
ramifi cations for the analysis, the information it 
provides to decision makers and the generaliz-
ability of results to other contexts. 

 Firstly, Chan et al. assumed that the physical 
space required to conduct teleconsultations at 
both the referring and specialist ends was avail-
able at no cost. This may or may not be a reason-
able assumption depending on the context. 
Secondly, they also assumed that the staff 
required to complete consultation at both ends, 
are available and have the time to complete tele-
consultations. When telehealth replaces face-to-
face consultations this may be a reasonable; 
however, when telehealth is an additional ser-
vice, rather than a direct substitute, teleconsulta-
tions will add an additional load to the service 
requiring more staff. 

 These points will impact on the overall 
results as well as impacting the different stake-
holders involved in different ways. A budget 
impact analysis allows for identifi cation of 
cost-shifting from one stakeholder to another as 
well as an estimate of the impact of implemen-
tation on budgets at the national, regional or 
local level.  [  33  ]  Undertaking a budget impact 
analysis can make these components clear. 
Sensitivity analyses (to be covered in more 
detail in section six of this chapter) can then 
follow to explore the impact on results overall, 
and for different stakeholders, of different 
assumptions and scenarios (e.g. patient trans-
port covered by patients, the elder care institu-
tion or the referring hospital). 
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which, when collected over a number of time points, 
these can be used to calculate QALYs (see Box 19.9).     

   5 – Incremental Analysis and Dealing 
with Uncertainty 

 With research question in hand and having decided on 
the economic evaluation methods to be used along 
with the costs and effects to be measured, the next step 
is to complete an incremental analysis. 

 Incremental analysis in health economic evaluation 
involves calculation of the difference in cost, and out-
comes, when one or more alternatives are compared to 
another  [  43  ] . For example, Moreno-Ramirez et al.  [  44  ]  
compared the difference between the cost and effect of 
a store-and-forward teledermatology system for skin 
cancer patients to the cost and effect of conventional 
skin cancer care. The cost of the teledermatology sys-
tem (Cost 

Tele
 ) and the cost of the conventional care alter-

native (Cost 
Conventional

 ) were calculated and used to provide 
an estimate of the incremental cost (IC) ( 19.4 ).

        (19.4)   

 For the Moreno-Ramirez et al. study, the incremen-
tal cost of the teledermatology system was – €49.59 

(i.e. when teledermatology was compared to conven-
tional care, the per patient cost was on average €50 less 
for patients in the teledermatology group). 

 Similarly, the difference between the effect of the 
teledermatology intervention (Effect 

Tele
 ) and the con-

ventional care alternative (Effect 
Conventional

 ) was calcu-
lated to provide an estimate of the incremental effect 
(IE) ( 19.5 ).

        (19.5)   

 For the Moreno-Ramirez et al. study, the effect 
was measured in terms of waiting intervals from time 
of fi rst visit to the local doctor and subsequent 
 follow-up in a skin cancer clinic. In this study the 
incremental effect was –76.31 days (i.e. when teled-
ermatology was compared to conventional care, the 
patient waiting time was on average 76 days less 
for patients in the teledermatology group) (see 
Box 19.10). 

 When CEA and CUA are used, the fi nal step in an 
incremental analysis is to produce an incremental cost-
effectiveness ratio (ICER). This is a comparison of the 
difference in cost (IC) and the difference in effect 
(IE) ( 19.6 ).

        (19.6)   

 This produces the fi nal metric of the analysis, the 
cost per unit of outcome. For the Heinen-Krammerer 
et al.  [  47  ]  study of etanercept in patients with moder-
ate-to-severe plaque-type psoriasis compared to non-
systemic topical therapy, the ICER for patients with 
severe disease was €18,154/QALY (i.e. etanercept 
therapy provided more benefi t at a cost of €18,154 for 
each additional QALY). 

 Of course, this description of incremental analysis 
provides only a point estimate of the fi nal ICER. In any 
evaluation there will be a level of uncertainty in the 
estimates of both incremental cost and incremental 
effect and correspondingly in the fi nal ICER. It is 
important to quantify this uncertainty. 

 For clinical studies, the mean and 95% confi dence 
interval (CI) provide information on the average patient 
response along with an indication of the uncertainty in 
this value. The same applies to ICER and NMB esti-
mates. For ICERs completed alongside clinical trials 
this can be done using both parametric and non-para-
metric approaches. 

Tele ConventionalIncremental cost Cost Cost-=

Tele ConventionalIncremental effect Effect Effect= -

Tele Conventional

Tele Conventional

IC Cost Cost
ICER

IE Effect Effect

-
-

= =

  Box 19.9 Calculating QALYs: The Area Under the 

Curve and the Complex Numbers Methods 

 A simple method for calculating QALYs from 
utility scores is called the area under the curve 
method. A patient with a utility of 0.6 at base-
line, 0.8 at 6 month follow-up, 0.9 at 1 year fol-
low-up and 1.0 at 2 year follow-up, will have an 
accumulated 1.725 QALYs. The proportion of a 
QALY for each time period is calculated as the 
average utility multiplied by the proportion of 
time relative to 1 year (Table  19.6 ).  

   Table 19.6    Calculating QALYs as a function of utility score at 
the beginning and end of each observation   

 Time period 
 Calculation(Average utility 
× proportion of 1 year)  QALYs 

 Baseline to 
6 months 

 ((0.6 + 0.8) ×       0.5) ×       0.5  =  0.35 

 6–12 months  ((0.8 + 0.9) ×       0.5) ×       0.5  =  0.425 
 12–24 months  ((0.9 + 1.0) ×       0.5) ×       1.0  =  0.95 
  Total    =    1.725  
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 Fieller’s parametric method assumes cost and effect 
pairs are bivariate normal and uses Student’s  t -distri-
bution with ( n  − 1) degrees of freedom to construct a 
confi dence interval for the ratio of two means  [  48  ] . 
Alternatively, non-parametric bootstrapping uses re-
sampling with replacement from the given distribution 
from which to calculate a 95% CI. Again, as for the 
analysis of incremental cost and effect, results using 
different methods should be presented to allow readers 
to assess variability due to analytic technique  [  49  ] . 

 After accounting for the uncertainty in the incre-
mental cost, incremental effect and the fi nal ICER or 
NMB using statistical methods, there remain addi-
tional uncertainties unrelated to sampling variation. 
This is the role of sensitivity analysis (see Box 19.11). 

 A one-way sensitivity analysis is used to evaluate 
the relative impact of the variables included in the 
analysis. Systematic variation of each variable across 
a plausible range of values, whilst holding all other 
variables constant, reveals the relative infl uence of 
each variable  [  51  ] . For example, the plausible cost of 
telecommunications may vary by 10% of the baseline 
value used in the analysis. Re-running the analysis 
with the telecommunications cost reduced by 10% 
and increased by 10% will reveal the impact of this 
variation in telecommunications cost on the overall 
result. Completing multiple one-way analyses with a 
fi xed variation (i.e. ±50%) will reveal which variables 
have the greatest to the least impact on the overall 
result. Alternatively, best and worst case values can be 

  Box 19.11 Uncertainty in Modeling Based 

Evaluations: Probabilistic Sensitivity Analysis 

 When decision analytic modeling is used a dif-
ferent technique is required for the construction 
of a 95% CI. The uncertainties surrounding each 
parameter are entered into the model (usually 
expressed as a distribution with mean  x  and stan-
dard error  y ). Monte Carlo simulations use 
repeated random sampling to construct a 95% CI 
accounting for the uncertainties, usually in each 
and every parameter, in the model. This probabi-
listic sensitivity analysis allows each and every 
variable in the model to vary simultaneously. 
Although computationally intensive, specialist 
software packages are available for this (e.g. 
TreeAge Pro)  [  50  ] . 

  Box 19.10 Statistical Methods for Incremental 

Analysis of Clinical Trial Data 

 When decision analytic modeling is used, 
incremental analysis is an inherent part of the 
analytic process. When individual patient data 
is collected as part of a clinical trial, statistical 
techniques need to be implemented. It is impor-
tant to remember that it is the mean difference 
in cost that is the important metric for incre-
mental analysis. Whilst the simplest of statisti-
cal technique is the  t -test, cost data is typically 
non-normally distributed with highly skewed 
distributions. The temptation may be to  analyze 
geometric mean or median or to use non-para-
metric techniques such as the Mann– Whitney 
 U  test or to perform some transformation. 
None of these approaches is appropriate as 
they do not quantify the arithmetic mean of 
the raw cost, the important summary statistic 
from both a social and budgetary perspective 
 [  45,   46  ] . 

 In addition, more than treatment allocation 
may explain differences in cost between patients. 
Multivariable linear regression may be used 
however, again the distributional properties of 
the data are often limiting. Non-parametric boot-
strapping in one option as well as generalized 
linear models (GLMs). GLMs can be used to 
address the specifi c distributional properties of 
the data as well as incorporating another addi-
tional feature of cost data that can be challeng-
ing, substantial zeros. 

 Given the challenging distributional proper-
ties of cost data obtained during clinical trials, 
it has been recommended that both simple uni-
variate and multivariable analysis be used 
along with the presentation of different multi-
variable models so the uncertainty of results 
using different analytic techniques can be com-
pared  [  19  ] . The same advice applies to effect 
data. 

 For both cost and effect data, incremental 
analysis involves reporting of the mean differ-
ence in cost and the mean difference in effect 
along with measures of variability, precision and 
an indication if the observed differences are 
likely to have occurred by chance. 
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used. Another alternative form of multiple one-way 
sensitivity analysis is to complete a threshold sensitiv-
ity analysis. Instead of varying each parameter by a 
fi xed amount, each parameter is varied to the extent 
where it changes the overall result of the evaluation. 
Threshold sensitivity analysis shows how much a par-
ticular variable needs to change for example, to result 
in the intervention under evaluation being no longer 
cost-effective. 

 Regardless, it is important to justify the form of 
sensitivity analysis selected as well as the choice of 
parameters included and, for sensitivity analyses other 
than threshold, the range over which these parameters 
are varied  [  52  ] . 

 The results of sensitivity analyses are best presented 
in a table and/or diagrammatically, for example as a 
tornado diagram (Fig.  19.3 ).         

   6 – Presentation and Interpretation 
of Results 

 With the incremental analysis complete a table should 
be used to report the results. The components to report 
from modeling based and trial based analyses will 
differ. 

 For modeling based evaluations, the mean cost and 
mean effect in each group, the difference in cost and 
effects and the calculated incremental cost-effective-
ness ratio should be reported with both discounted and 
undiscounted results presented (Table  19.7 ).  

 The choice of threshold levels presented will be 
dependent on the context of the evaluation and the 

decision maker targeted. Although neither NICE or the 
Australian pharmaceuticals benefi ts advisory commit-
tee (PBAC) set $/QALY thresholds, the mean cost per 
QALY value for PBAC decisions between 1994 and 
2004 was $A46,400 with an increase of $10,000/
QALY reducing the probability of listing by 0.06  [  53  ] . 
The UK NICE guidelines are explicit – interventions 
with an ICER less than £20,000 should be accepted as 
cost-effective, those with an ICER between £20,000 
and £30,000 need greater supporting evidence to be 
accepted as cost-effective and those with an ICER 

cLoss _and_edu_support: 1136 to 4545

pHearing_loss_no_treat: 0.41 to 0.7

cHealth_care: 466 to 1864

eHearing_loss: 0.65 to 0.7

cParental_lost_time: 269 to 1077

pCompliance_with_screen: 0.393 to 0.593

pHearing_loss_with_treat: 0.356 to 0.4

cLoss_aids_and_equip: 81 to 322

pComplince_no_screen: 0.095 to 0.259

Net Monetary Benefit (wtp=50000)

303K 313K 323K 333K 343K

  Fig. 19.3    An example of a 
sensitivity analysis tornado 
diagram from a hypothetical 
hearing loss study using 
modeling-based CEA       

   Table 19.7    Summary results of a hypothetical teledermatology 
study using modeling-based CEA   

 Mean values 
 Option A 
– Standard care 

 Option 
B – Teledermatology 

  Undiscounted  
 Cost  213,600  211,900 
 Incremental cost  −1,700 
 QALYs  10.312  10.414 
 Incremental 
QALYS 

 0.102 

 Cost/QALY  20,714  20,353 
  Incremental cost/
QALY  

 −16,667/ Dominant  

  Discounted  
 Cost  196,800  195,200 
 Incremental cost  −1,500 
 QALYs  9.498  9.591 
 Incremental 
QALYS 

 0.093 

 Cost/QALY  20,718  20,357 
  Incremental cost/
QALY  

 −16,129/ Dominant  
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greater that £30,000 need a strong compelling case for 
acceptance as cost-effective. In contrast, the World 
Health Organisation (WHO) defi ne the threshold as 
three times the gross domestic product of a given coun-
try  [  54  ]  (see Box 19.12). 

 For trial based evaluations, more information on the 
uncertainty of results is required as well as the results 
using different analytic techniques (Table  19.8 ).  

 The cost-effectiveness plane  [  56  ]  can be used to pres-
ent the results of both a trial based study and a model-
ing-based study. The cost-effectiveness plane is made 
up of four quadrants with incremental effect on the 
 x -axis and incremental cost on the  y -axis (Fig.  19.4 ).  

 With each of the four quadrants labeled from I to IV 
working from the top left in a clockwise direction, the 

   Table 19.8    Summary results of a hypothetical teledermatology 
trial based CEA   

 Parameters  Intervention  Control 

  Undiscounted  
 Cost (2007 AUD)  2,984  2,648 
 Incremental cost (95% CI, 
 p -value) 

 336 (895 to 
−126, 0.19) 

 Effect (QALYs)  0.62  0.49 
 Incremental effect (95% CI, 
 p -value) 

 0.13 (0.11–0.15, 
0.03) 

 Incremental cost/QALY  2,585 
 Fieller’s 95% CI  1,958–3,312 
 Bootstrapping 95% CI  1,268–5,159 
  Discounted  
 Cost (2007 AUD)  2,763  2,415 
 Incremental cost (95% CI, 
 p -value) 

 258 (763 to 
−118, 0.18) 

 Effect (QALYs)  0.61  0.47 
 Incremental effect (95% CI, 
 p -value) 

 0.14 (0.10– 0.14, 
0.03) 

 Incremental cost/QALY  1,843 
 Fieller’s 95% CI  1,226– 3,211 
 Bootstrapping 95% CI  1,184– 4,986 

  Fig. 19.4    The cost-effectiveness plane       
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  Fig. 19.5    The joint distribution of incremental cost and effect 
for a hypothetical teledermatology clinical trial using 1,000 
bootstrap replicates with 95% confi dence internal marked for 
reference       

  Box 19.12 Dominant and Dominated 

Interventions 

 A dominant intervention is one that is both less 
costly and more effective than the alternative 
being compared. For example, Portu et al.  [  55  ]  
investigated the cost-effectiveness of TNF- a  
blockers for the treatment of chronic plaque pso-
riasis in Italy. Using a modeling based approach, 
infl iximab was dominant over etanercept at week 
24 and weeks 48–50 making it more effective 
and less costly. 

 This ideal situation makes decision making 
clear cut, fund dominant alternatives. 

 Dominated alternatives present the opposite 
scenario. In this situation the new alternative is 
more costly and less effective than the standard 
care alternative. Again, decision making is clear, 
do not fund dominated alternatives. 
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cost-effectiveness plane helps to understand the results of 
the incremental analysis. Interventions that are both less 
costly and more effective, those that are dominant, fall in 
quadrant III. Interventions that are dominated fall into 
quadrant I. Decision making in these situation is more 
clear cut – fund those interventions that fall into quadrant 
III and reject those that fall into quadrant I. Interventions 
with a cost-effectiveness ratio in quadrant II and IV 
require a valuation of the threshold level at which the 
additional cost, or saving in quadrant IV, is acceptable. 
Generally, interventions that are less costly but also less 
effective are not funded. Interventions that are more costly 
and more effective and are below the given threshold, are 
accepted and those above are rejected. 

 For a trial based study, bootstrap replicates are used 
(Fig.  19.5 ). For a modeling-based study, the results 
from Monte Carlo simulations are generally used.  

 Despite the intuitive understanding inherent in the 
cost-effectiveness plane, the issue of uncertainty 
remains. This can be readily seen in the distribution of 
points on the cost-effectiveness plane. The uncertainty 
in the outcome can be quantifi ed by accounting for the 
number of points above and below the threshold level 
selected. This can be presented in a table and graphi-
cally as a cost-effectiveness acceptability curve. A 
table would present the percentage of points in each 
quadrant across the different threshold levels selected 
(Table  19.9 ). A cost-effectiveness acceptability curve 
provides similar information with the probability that 
the intervention is cost-effective plotted against the 
different threshold levels (Fig.  19.6 ).   

 In presenting the results of the study an answer to 
the original research questions should be provided. 
The focus should be on transparency with results pro-
vided in aggregated and disaggregated forms  [  52  ] , 
hence the use of comprehensive tables as outlined in 
this chapter.      

   Conclusion 

 Economic evaluation in health care is concerned with 
answering decision making questions in a systematic, 
transparent and justifi able way. The overall aim is to 
provide evidence to decision makers on whether invest-
ing in a new alternative is a good decision or not. 
Economic evaluation provides the tools to compare the 
cost and outcomes of alternatives against a reference 
treatment or intervention within a given context. 

 The prescriptive steps used as a framework for pre-
senting economic evaluation in this chapter provide a 
seemingly simple formula. It is important however to 
state that there are many decisions to be made along 
this path and many different facets in any analysis to 

   Table 19.9    Summary of the distribution of incremental cost and effect points on the cost-effectiveness plane for a hypothetical 
teledermatology CEA   

 WTP Threshold     Quadrant  $20,000/QALY  $30,000/QALY  $50,000/QALY 

 I – More costly and more 
effective 

 Less than threshold  18%  22%  25% 
 Greater than threshold  8%  4%  1% 

 II – More costly and less 
effective 

 Dominated  1%  1%  1% 

 III – Less costly and less 
effective 

 Less than threshold  0%  0%  0% 
 Greater than threshold  0%  0%  0% 

 IV – Less costly and more 
effective 

 Dominant  73%  73%  73% 
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  Fig. 19.6    Cost-effectiveness acceptability curves for a hypo-
thetical teledermatology CEA       
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be considered. Although this chapter has attempted to 
be as comprehensive as possible there are always addi-
tional issues and challenges in every evaluation. 
Despite the obvious confl ict of interest in the state-
ment, it nonetheless must be said that collaboration 
with a health economist early and consistently through-
out an economic evaluation is highly recommended. 

 As every health system works within budgetary con-
straints and the issue of expanding health care expendi-
ture becomes an even more critical problem, providing 
decision makers with information on the cost and effect 
of a teledermatology alternative will be essential. We 
hope this overview achieves its overarching aim - to 
foster and encourage the much needed application of 
economic evaluation to teledermatology studies.      
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     Barbara   Hofer      ,    Christian   Scheibböck      , 
and    Michael   Binder                 

   How Can the Teleconsultation Process 
Be Quality Proved? 

   Introduction 

 Without a doubt, the potential benefi ts of telemedicine 
are considered to be far-reaching and vast. “In the future, 
consulting and asking for a second opinion is likely be 
the gold standard of medical care…”  [  1  ]  (Fig.     20.1 ).  

 If the above mentioned proposition shall become 
reality, there still remains substantial work to be done 
by professionals in the fi eld of telemedicine. Even 
after a couple of decades of reports on successful 
(pilot-) projects, the majority of telemedicine services 
are yet to be implemented into greater (mainstream) 
health care systems. A considerable number of obsta-
cles hinder and delay the implementation of tele-
medicine services on such a much greater scale. For 
example:

   Missing IT-standards and issues on interoperability  • 
  Legal responsibilities, different regulations even • 
within EU member states  
  Remuneration for telemedicine services (provider • 
and receiver)     
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   Core Messages     
   •  Benchmarked guidelines, standards and qual-

ity management procedures for practicing tele-
consultation have to be developed and adopted 
on a large scale.  

  •  Successful teleconsultation services should be 
further transformed into a system of reliable 
and certifi ed products and applications.  

  •  Baseline, generic guidelines help ensure qual-
ity management across a broad range of differ-
ent telemedicine services.  

  •  In order to reduce and avoid human, technical 
and logistic errors and pitfalls,  checklists  have to 
be integrated into the practice of telemedicine.  

  •  An appropriate illumination is important to 
obtain usable and diagnosable images.  

  •  Filters can be useful to prepare the image or to 
emphasize relevant image areas.  

  •  Because of potential loss of information, loss-
less image compression should be preferred 
rather than lossy compression.     
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   Generic Guidelines for Teleconsultation 
Services 

 Eventually telemedicine should be considered as a 
potential alternative method of delivering health care. 
In that context that people are entitled to the same 
quality of care as provided through the conventional 
delivery of health care. Subsequently physicians and 
health care organizations are obliged to the same duty 
in the provision of health care irrespective of the sys-
tems they use to deliver health care  [  2 ,  3  ] . In Austria, 
like in the majority of countries worldwide, the legal 
duty of qualifi ed care is the same for conventional 
medicine and for clinicians practicing telemedicine. 

 Although teleconsultation is nowadays used in a 
broad range of medical settings ranging from those 
“visual medical specialties” such as radiology, pathol-
ogy, and dermatology, to other fi elds including gyne-
cology, neurology and psychiatry – benchmarked 
guidelines, standards and quality management proce-
dures for practicing teleconsultation have yet to be 
developed and adopted on a large scale. 

 Even though pilot projects can help identify and 
characterize crucial issues associated with successful 
telemedicine services overall, telemedicine systems 
developed, produced and implemented during (pilot) 
research projects have limited areas of application – 
therefore they cannot be easily integrated into a larger 

health care system and further developed to reach mar-
ketability without additional funding. In addition, dif-
fering proprietary systems in health care organizations 
(medical center, doctor’s offi ce etc.) can produce 
amongst others immense problems with interoperabil-
ity and integration of different,  most of the times not-
certifi ed  telemedicine systems. This further complicates 
the process of developing teleconsultation services/
systems/products to marketability. Hence there is con-
siderable need to transform single successful (pilot) 
teleconsultation services into  a system of reliable and 
certifi ed products and applications.  

 Whereas standards and guidelines in the fi eld of 
teleradiology are already developed and implemented 
to a much broader extent, the other fi elds of tele-
consultation show a considerable lack of generally 
adopted  generic  standards, guidelines, policies and 
procedures. 

 Even though over the past years a great number of 
guidelines and reports by various organizations in the 
broad fi eld of telemedicine and eHealth were devel-
oped, they are covering in the majority of cases spe-
cifi c questions for specialized topics and applications. 
A selection of a few examples for guidelines follows 
(not a comprehensive list):

   Practice Guidelines for Videoconferencing-Based • 
Telemental Health. American Telemedicine Association 
(ATA). October 2009  [  4  ] .  

Local Ph. Remote Ph.

Teleconsultation

• Local Physician
  requests evaluation
  of patients data

• Remove Physician
 delivers advice

• No possibility for
 interaction by remote
 physician

• Responsibility at local
 physician

  Fig. 20.1    Key facts: Teleconsultation 
between local and remote physician        
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  Practice Guidelines for Teledermatology. American • 
Telemedicine Association (ATA). December 2007  [  5  ] .  
  Core Standards for Telemedicine Operations. American • 
Telemedicine Association (ATA). November 2007  [  6  ] .  
  Telehealth Practice Recommendations for Diabetic • 
Retinopathy. American Telemedicine Association 
(ATA). May 2004  [  7  ] .    
 Without a doubt, these are important steps in the 

right direction. But in our opinion, one of the limits to 
the widespread implementation of teleconsultation 
services (applications), products and systems is the 
above mentioned more or less considerable  lack of 
generic guidelines.  Pitfalls in the use of many differing 
sources for guidelines are the dangers of having redun-
dant information sources in the best case, but contra-
dicting guidelines in the worst case. 

 This chapter aims at presenting baseline, generic 
recommendations that help ensure quality manage-
ment applicable across a broad range of different tele-
medicine services and varying geographic regions/
areas. The recommendations in this chapter refl ect the 
scientifi c evidence and state of knowledge at the cur-
rent time. 

   General, Generic Guidelines for 
Teleconsultation Between Physicians 
 This chapter offers general, generic guidelines for tele-
consultation between physicians, especially but not 
limited to those fi elds of teleconsultation where specifi c 
guidelines have yet to be implemented. These generic 
guidelines can be seen as framework to guide in the 
implementation of quality management principles.
   (a)    Defi nition of Inclusion/Exclusion Criteria

   Defi nition of what happens in case of computer/ –
network glitches  
  Backup communication, e.g. ISDN      –

    (b)    Defi ne line of communication
   A priori analysis   –
  Planned mode of data transmission   –
  Type of data transmitted      –

    (c)    Defi ne system requirements
   Computer hardware   –
  Imaging hardware   –
  Data compression/data format (e.g. DICOM)   –
  Backup   –
  Reliability of transmission line      –

    (d)    Reliability analysis
   Contingency plan after system crash   –
  Analysis of data integrity   –
  Data modifi cation after transmission   –

  Uniqueness of data   –
  Firewall effi cacy      –

    (e)    Teaching and quality assurance
   Defi ned training schedule for medical and non- –
medical personnel  
  Defi ned concept for quality assurance, e.g. test  –
for cameras, screens       

  Responsibility Local Physician 
  Have all necessary data at hand  • 
  Identifi cation of patient and patients data  • 
  Archiving of transmitted and received data  • 
  Compliance of local laws   • 

  Responsibility Remote Physician 
  Check reliability of transmitted material (missing • 
data, bad quality, obviously wrong data  
  Archive received data  • 
  Acknowledgement of data (sent and received)  • 
  Documentation  [  • 8  ] .      

   Towards a Quality Management 
of Teleconsultation Services 

 Alongside the development and implementation of 
adopted generic standards and procedures, quality man-
agement procedures and practices have to be developed 
and put into place  [  9  ] . 

 Teleconsultation in the sense of consulting with one 
(or more) remote physician(s) by a locally present 
physician about a specifi c patient’s medical case apply-
ing information and telecommunication technologies 
needs to be quality proved in the same or similar way 
as traditional medical consultations between two or 
more health care professionals. Based on our own 
experience, successfully organizing the quality man-
agement of teleconsultation services and applications 
is another key factor for implementing those systems 
on a larger scale. 

   Quality Management Systems (QMS) 
 There are different approaches to quality management 
(amongst others ISO 9000, TQM, Six Sigma), but in 
general a quality management system (QMS) describes 
the organizational structure, methods, processes, pro-
cedures and resources needed to implement quality 
management. To put it in other words, a certifi cation to 
a certain quality management system’s standard attests 
that formalized processes, methods, procedures etc. 
are being applied during the process of development 
and production of services or products. 
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 For a (health care-)organization developing, using 
and offering telemedicine services, applications and 
products the International Organization for Standar-
dization’s ISO 9000 standards might be a useful qual-
ity management system. 

 Whereas  ISO 9000:2005  provides information 
about the fundamentals used in quality management 
systems, the  ISO 9001:2008  series addresses the prin-
ciples and processes surrounding the design, develop-
ment and delivery of a general product or service. 
Organizations can participate in a continuing certi-
fi cation process to ISO 9001:2005 to demonstrate 
their compliance with the standard, which includes a 
requirement for continual (i.e. planned) improvement 
of the QMS. 

  EN ISO 13485: 2003/AC:2007  describes required 
processes, procedures and resources needed during 
the development and manufacture of medical devices 
(Table  20.1 ).     

   Teleconsultation Workfl ow 

 In this chapter we introduce the general teleconsulta-
tion workfl ow as well as a comparison between the 
standard versus teleconsultation workfl ow. 

   General Teleconsultation Workfl ow 

 The general teleconsultation workfl ow – that is, the 
processes starting from the need for an expert/s opinion 
by the referring doctor until the delivery of the expected 
expert opinion can be outlined as follows (Fig.  20.2 ).   

   Comparison Standard Versus 
Teleconsultation Workfl ow 

 A comparison between the standard versus the tele-
consultation workfl ow shows as the main difference 
the absence of personal, face-to-face contact between 
the patient and a medical expert without compromis-
ing on the standards of good medical care (Fig.  20.3 ).    

   Possible Errors in Consultations 
and Pitfalls 

 Various human, technical and logistic errors in tele-
medical consultations have to be avoided when prac-
ticing telemedicine. Practitioners in the various fi elds 
of telemedicine have to be aware of those pitfalls and 
take appropriate countermeasures (Table  20.2 ).  

 In order to reduce and avoid the above mentioned 
human, technical and logistic errors and pitfalls  check-
lists  have to be integrated in the practice of telemedi-
cine. They are an excellent tool for error management 
and performance improvement. With the assistance of 
checklists mistakes can be avoided and overall out-
comes can be improved. 

 Like any other medical procedure each telemedical 
procedure carries with it a probability of diagnostic 
and/or therapeutic risk. This chapter draws an outline 
of some of the fundamentals that are essential in devel-
oping and advancing successful risk management pro-
cedures in telemedical practice. 

 The essence of medical risk management in general 
and of telemedical risk management in particular is to 
provide safe diagnostic and therapeutic procedures for 
the patient. In that context medical risk management 
plays a crucial part in the development and advance-
ment of continuing quality management initiatives. As 
already mentioned earlier in this chapter the authors 
consider checklists in (tele-)medicine as the key part in 
improving and guaranteeing medical care of highest 
standards.  

   Table 20.1    Exemplary ISO standards concerning telemedicine 
services   

 ISO/TR 16056–1:2004 
 Health informatics – interoperability of telehealth systems 
and networks – part 1: introductions and defi nitions  [  10  ]  
 ISO/TR 16056–2:2004 
 Health informatics – interoperability of telehealth systems 
and networks – part 2: real-time systems  [  11  ]  
 ISO/IEEE 11073–20601:2010 
 Health informatics – personal health device communication – 
part 20601: application profi le – optimized exchange 
protocol  [  12  ]  
 ISO/IEEE 11073–10417:2010 
 Health informatics – personal health device communication – 
part 10417: device specialization – glucose meter  [  13  ]  
 ISO/IEEE 11073–10407:2010 
 Health informatics – personal health device communication – 
part 10407: device specialization – blood pressure monitor  [  14  ]  
 ISO/IEEE 11073–10404:2010 
 Health informatics – personal health device communication – 
part 10404: Device specialization – pulse oximeter  [  15  ]  
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1. START
Referring doctor

2. Need for
expert/second

opinion

3.
Communication

channel

4b. Internet

6. Authorization
check

7.
Completeness-
and data check;

confirmation

8. Data
transmission

9.
Completeness-
and data check;

confirmation

10. Providing
expert opinion

Archiving data

Archiving data

4a. Telephone
4c. Video-

conferencing

5a. Store &
Forward

5b. Live
communication

  Fig. 20.2    General teleconsul-
tation workfl ow        
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   Image Capture: Errors and Pitfalls 
(Non-DICOM Images) 

 The production of diagnosable images is dependent 
on camera quality and the skills/technique used by 

the photographer. The production of diagnosable 
images is dependent on camera quality and the skills/
technique used by the photographer. It is apparent 
that different persons produce different image quali-
ties. Also the camera constitutes a critical factor to 
the image quality. Furthermore, quality criterions like 
illumination, image contrast and image resolution 
should absolutely receive attention to produce  optimal 
qualities  [  16  ] . 

   Quality Criteria Concerning Image Quality 

 The kind of illumination results from the positioning 
of the camera and the illumination relative to the 
object. 

   Illumination 
   Incident light 
 Camera and light source are located at the same side as 
the object. If the object is at bright fi eld, it will be illu-
minated from the direction of the camera. Therefore, 
outside areas appear dark whereas the object fi eld 
appears bright  [  17  ] . 

 Counterpart to the bright fi eld is the dark fi eld, 
which means that the illumination has a very low angle 
lateral to the object, whereby the object fi eld appears 
dark. The lateral incident light in the direction of the 
camera will be refl ected by the structures at the surface 
or edges. Therefore, the structures appear bright  [  17  ] .  

   Transmitted light 
 That kind of illumination differs from incident light in 
the fact that the object is located between camera and 
light source. It is used e.g. for the measuring of geom-
etries  [  17,   18  ] . Due to the fact that dermatologists take 
images from patient’s skin, this kind of illumination is 
not applicable  [  16  ] .   

   Image contrast 
 If an image varies in two brightness levels, it is conse-
quently known as image contrast. More than two levels 
of brightness levels form a brightness gradient. Black 
and white areas are the maximum contrast difference 
at monochrome images. In contrast to monochrome 
images, colored images not only have various colors, 
but also various brightness levels. The higher the 
brightness level between two neighbored colors, the 
sharper the image will be perceived  [  19  ] .  

Standard

patient

further
examination

Medical
expert

Diagnosis
Tele-

diagnosis

Teledoctor

foto & text

patient

goes to

receives the

creates a

creates a

will be sent to

will be sent to

takes and writes

disposes

sends results to

Teleconsultation

  Fig. 20.3    Comparison between the standard versus the 
 teleconsultation workfl ow       

   Table 20.2    Possible errors in consultations and pitfalls   

  Human   Data integrity 
 Legal compliance 
 Incorrect patient data 
 Transmitted material not reliable 
 Adherence to privacy and confi dentiality 
regulation 
 Licensure regulations 

  Technical   Data integrity 
 Unreliable transmission line, no backup 
communication 
 Firewall 
 Adherence to privacy and confi dentiality 
regulation 
 Image quality: 
  – Illumination 
  – Image contrast 
  – Image resolution 
  – Depth of focus 
  – Image noise 
 Filter 
 Image compression 
  – Lossless compression 
  – Lossy compression 

  logistics   Data integrity before and after transmission 

 



19320 Quality Assurance and Risk Management

   Image resolution 
 The technical ability of a camera to render fi ne struc-
tures is called image resolution. However, this ability 
can be infl uenced by several parameters:

   Quality of the lens  • 
  Optimal focusing  • 
  Aperture  • 
  Shutter speed (risk of blurred images)  • 
  Sensor  • 
  Noise behavior of the sensors    • 
 Detail reproduction and image quality are deter-

mined by the weakest of these fi ve parameters. Whereas 
in the past years the limiting factor concerning image 
quality was the number of pixels, nowadays the phe-
nomenon of the optical diffraction can affect the image 
quality. The best imaging quality is in the centre of the 
image, whereby the image quality decreases steadily 
towards the image border. Therefore, it is decisive for 
detail reproduction to use a professional lens of high 
quality  [  20  ] .  

   Depth of focus 
 Depth of focus is not primarily a quality factor of the 
lens, but rather a basic data attribute of the camera 
lens  [  18  ] . 

 A substantial indicator for good image quality and 
an optimal depth of focus is the appropriate handling 
of cameras. During image taking, it is important that 
the camera is placed in an adequate distance to the 
photo motive. At a minimum distance of 10 cm with a 
physical focal distance of 5 mm, good cameras are 
able to take sharp images  [  16  ] .  

   Image noise 
 Image noise describes the signal components in an 
image which are caused by thermally noise of the cam-
era components or by transmission interferences. 
It can mainly occur as fl uctuations in brightness which 
are detectable in dark image areas or as color stains. 
Higher sensitivity settings at the camera affect that the 
signal as well as image interferences and therefore 
image noise becomes intensifi ed. 

 As in mentioned in Chap.   17    , (see also 0) image 
processing can possibly suppress image noise. Such 
image processing methods mostly maintain edges and 
high contrasts, but single colored areas will become 
smoothed. Sometimes it can happen that the camera 
misrecognizes image details below a certain contrast 
as image noise. This means that these misrecognized 

areas will also become smoothed. Therefore it can 
entail a loss of structures  [  20–  22  ] .   

   Filter 

 To use noisy images there exists the opportunity to 
use image processing programs which include differ-
ent image processing methods and algorithms. The 
elimination of the image noise effects that the image 
will be smoothed. Certainly, the higher the fi lter set-
tings, the more details can be lost  [  23  ] . A further fi eld 
of application for fi lters could be the image preparation. 
Sometimes it is helpful to intensify or extract the attri-
butes of interest. 

 There are a large number of fi lters which can be 
used as single fi lter or cumulatively  [  24,   25  ] :

   Linear fi lter  • 
  Median fi lter (non-linear fi lter)  • 
  Sharpness fi lter  • 
  Blur fi lter     • 

   Image Compression 

 Image compression describes the reorganization and 
reduction of image data volume. However, there are 
two kinds of compression algorithms. Lossless com-
pression algorithms maintain the full image informa-
tion and lossy algorithms accept a certain percentage 
of information loss. The higher the image compres-
sion, the higher is the information loss. According 
to this, there exist a variety of image formats to save 
images  [  26  ] . 

 The quality of the compression algorithm can be 
characterized by two factors  [  26  ] :

   Compression factor – describes the relation between • 
original size to the size of the compressed image.  
  Compression method – lossless or lossy compres-• 
sion algorithms    

   Lossless compression 
 The relevance of lossless compression is justifi ed by 
the fact that all pixels in every bit are identical to origi-
nal data, after decompression. There exist various 
algorithms for lossy compression where the amount of 
image data can be reduced about factor 10–100. 
However in contrast to lossy compression, lossless 
compression is more diffi cult  [  26–  28  ] . 
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 At lossless compression, redundancies will be 
 recognized and summarized. Therefore, no informa-
tion at all gets lost. More simply, repeating bit strings 
will be created once in a dictionary and then get only 
represented by a number. 

 The more same colored or similar patterned areas 
are available, the higher compression factors are pos-
sible. Color gradients can be decisive as well. 

 Rotation, mirroring and trimming of images are also 
image processing methods without loss of information  [  16  ] . 

 Commonly used lossless algorithms among others 
are  [  29  ] :

   JPEG 2000  [  • 28,   30  ]   
  Run length encoding  [  • 28,   31  ]   
  Lempel-Ziv-Welch algorithm (LZW)  [  • 28,   32  ]   
  Huffman-coding  [  • 28,   33  ]      

   Lossy compression 
 By contrast to lossless algorithms, at lossy algo-
rithms, high compression is of primary importance. 
Changes will be done on a scale that is still accept-
able for the human eye, because these changes are 
hardly visible  [  16  ] . 

 A typical compression algorithm for lossy com-
pression is JPEG (Joint Photographic Expert Group), a 
well-known fi le format. JPEG uses the discrete cosine 
transform (DCT) to achieve a very high compression 
effi ciency  [  34  ] . However, JPEG compression has 
visual problems. These are especially blocking (is 
caused by the partitioning of the image into small 
blocks) and ringing (is caused by the disadvantageous 
performance of the DCT at hard color transitions. 

 The compression of images to about 1.5–2 bit/pixel 
is visually lossless. 0.7–1 bit/pixel have good compres-
sion results, whereby at lower than 0.3 bit/pixel the 
JPEG is unusable (artefacts get out of hand)  [  29  ] . 

 To sum up, the quality criterions concerning image 
quality an appropriate illumination is of utmost impor-
tance to obtain usable and diagnosable images. In 
addition fi lters can be useful to prepare the image or to 
emphasize relevant image areas. Because of potential 
loss of information, lossless image compression should 
be preferred rather than lossy compression.        
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